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Watermarking Digital Images 
for Copyright Protection 
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Abs t rac t  

A watrmxiark is an iiivisible mark placed on an im- 
age that can only bc detec ted  when the image is 
coinpared with the original. This iiiark is designed 
to identify both tile source of a docunicnt as well 
a5 i t s  inteiided recipieut. Tliis paper discusses var- 
ious tecliiiiques for enibeddiiig 5uch marks in grey 
scale and colour digital images. 

1 INTRODUCTION 

Coniputers, priiiters and high rate transmission facilit,ies 
are becoming less expensive and inore generally available. 
It is now feasible aiid very ecoironiical t o  transmit, iriiages 
and video sequences using computer networks rather than 
seudiiig hard copies hy post. In addit,ion, iiiiages inay be 
stored in databases in digital forrn. A major inipedinient. 
to thr use of elect,roiiic distribution and storage is the 
ease of iiitercepting, copying and redistributing electronic 
images and documents in their e m c t  original form. As 
a result, publishers are estreinely reluctant to use this 
iiieaiis of disseminating material. 
The coniniercial possi1)ilities for the IIbrld Wide LVeb are 
steadily becoming more appreciated. However it is clear 
tliat in order for thche possiIJilities to be realized that aii 
iritt.gratet1 iipproiicli for tlie secure handling, issue and du- 
plicat,ion of issued documents is required. 
Br. ‘LWI .: 
marking text wit,lriii dociimeiits with a unique binary code 
word \\-hicl1 serves to ident,ify legitimate users of the doc- 
iinieiit. Tlie code word is enibeddetl in the document by 
making suLt.le modifications to the st,ructure of a doc- 
ument. such as modulation of line width and interword 
spacing as well as niodification of character fonts. The 
prcseiice of t,he cadi, word does not visibly degrade tlie 
document, hilt c m  be readily detected by niaking a coin- 
parisoil t v i t h  the original. Standard tlocument haiiditig 
operations such as photocopying and scaiiriing do not re- 
move the mark. 
Tlie same itlea inay he extended to include the protection 
of images. 111 this paper, WP begin by specifying the re- 
quireinerits that an effective image watermarking scheme 
iiiust possess. A review of current techniques is presented 
aiid novel techniques based on image transforms are then 
clescribed. 

et al. [ I ]  have investigated different niethods for 

1.1 REQUIREMENTS FOR WATERMARKING 
A L G O R I T H M  

Tlie work i n  this I’aper exaillines strategies for tlie water- 
mark to mrer the following criteria: 
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The image must not be visibly degraded by Ihe pres- 
ence of the mark while at the same time a unique 
idenl ifier with high iiiforinat ion coiiteut is produced. 

l l i e  niark must be readily recoverable by some form 
of comparison with the original image. 

7‘11e mark must be strongly resistant to detectioii 
and decoding without. access to the original. It must 
be strongly resistant to attack and it should cause 
a significant loss of iiriage quality for it to be de- 
st,royed. 111 addition, the mark mist be tolerant to 
reasunable quality lossy compression of tlre image. 

1.2 DIGITAL COMMUNICATIONS 

The task of einbedding a watermark in an image and de- 
t,ectiiig and decoding the niark may be regarded as a prob- 
leni in digital coniniiinications. There are three conipo- 
nents [2] iii the solut.ion of this problem: 

Fornis of transmission pulse must be identified that 
can I ransmit information reliably aiid yet iiitroduce 
iio artifacts visible even to a very careful observer. 

Digital signal modulation tecliniques are required to  
p lau  the desired inforniation onto the transmitted 
pu1Sl.s. 

I i ino\hve error-control coding and digital signature 
techiliques are required to ensure reliable and secure 
cominunicationof the mark as well as autheiitication 
of t l i t .  eiicodcd message. 

It will be usumed without loss of generality that the mark 
is encoded in tlre forin of a binarl- hit st.ring. 
The factor3 affecting the choice of forin of transmission 
pulses are quite complex. First, t.liere is tlie need for ro- 
bustness. Any operation that may be carried out on the 
iniage caii degrade transmission of the watermark. The 
second factor is visibility. Intuitively, one can see that 
less inforriiation can be hidden on flat featureless regions 
of the imaye. It should be possible to incorporate more in- 
formation into those parts of the image that contain more 
texture or iirourid edges. Psychovisual phenomena are oh- 
viously fal.tors in the transmission of hidden information. 
Iiurak and McHugh [3] have considered the possible appli- 
cation of ndundant features in an iinage to the transmis- 
sion of infi Irniation. Their concern was the transnrission of 
dangerous viruses (or “Trojan horse progranis”) in the low 
order ‘bits of a data stream. They note that merely view- 
ing an image is not sufficient for detechg tlie presence of 
some form of corruption. Depending on the t,exture of the 
image aiid the quality of a coinputer monitor it. is possible 
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to exploit, the limited dyiia.mic range of the human eye to 
hide low quality images within other images. Walton [4] 
has developed a technique for introducing checksums in 
tlie low order bits of an image to prevent unauthorized 
tampering. Dautzenberg and Boland [5] examined using 
the low order bits as a possible part of a scheme for intro- 
ducing watermarks into images. This approach gave very 
poor results because standard lossy compression schemes, 
such as JPEG [6], tend to have the effect of randomizing 
the low order bits during tlie quantization stage of image 
compression, 

2 THEBLOCKMEANAPPROACH 

Dautzenberg and Bolaiid [5] and Caronni [7] have investi- 
gated another simple technique for embedding waterniarks 
in images. An image may be divided up into blocks. The 
mean of each block niay then be incremented to encode a 
‘1’ or decremented to encode a ‘0’ (or vice versa). This 
is termed bi-directional coding. Alternatively, tlie mean 
may be increniented to encode a ‘1’ and be left untouched 
to encode a ‘0’. This is termed unidirectional coding. Of 
the two forms of coding hi-directional coding is the more 
robust but unidirectional coding has the advantage that 
it is possible to arrange matters that a watermarl; can 
be detected without comparing the image to the origi- 
nal. Dautzenberg and Boland examined two different ap- 
proaches for placing the blocks inside images: 

Chessboard pattern: Tlie blocks are arranged side by 
side to tile over the entire image. 

Blocks with borders pattern: The blocks are ar- 
ranged side by side, but are surrounded by a border 
which is not marked. 

The block-mean approach suffers from the grave Jisadvaii- 
tage that an enemy that is in possession of a number of 
independent copies of the image can compare the different 
copies and read most, if not all, of the encoded message. 
Caronni shows that the expected nuniber of undetected 
bits decreases exponent,ially with tlie number of copies. 
Caronni combats this particular weakness by randoniiz- 
ing both tlie size of the blocks as well as t,he positions of 
tlie blocks inside the image. 
Despite its simplicity, the block-mean method of marking 
images has proven to be higlily robust to lossy image com- 
pression, photocopying and colour scanning and dithering. 
The number of bits that inay be encoded using tlie block- 
mean approach equals the number of blocks, and this in 
turn depends on the size of the image and the block size, as 
well as the width of borders around blocks. Realistically, 
the nuniber of bits that one can expect to encode is in the 
order of one hundred bits. This capacity may be adequate 
for some applications, even after t,akiiig into account tlie 
need for redundancy in the code for error detection and 
correction as well as code word authentication. However, 
this capacit,y is quite tiny in comparison with the storage 
required for the image. 

3 THE WATERMARKING ALGORITHM 

It is possible to  achieve much higher storage capacities 
using image transform coding techniques [8]. Candidate 
image transforms are based on standard image conipres- 
sion techniques and include the use of the Discrete Co- 
sine Transform [e, g], Wavelet Transforms [lo], Walsh- 
Hadaniard Transforni [8, 111 and the Fast Fourier Trans- 
form. 

3.1 THE ALGORITHM 

This subsection describes the watermarking algorithm. 
First, a simple form of modulation for placing bits on an 
image is outlined. Second, a t.echnique for determining 
the number of bits to be placed at given locations in the 
image is also described. 

3.1.1 Amplitude Modulation Tlie following algo- 
rithm, wliich is a hy-brid betmreen amplitude modulation 
and frequency shift keying has been applied to waterinark- 
ing: 

1. Divide image into blocks. 

2. Subtract the mean of the block from each pixel in 
the block. 

3. Normalize pixel values within each block so that 
they range between -127 and 127. 

4. Carry out transform on image block. 

5. hIoclulate selected coefficients of t.he transformation 
(e.g.using bi-directional coding). 

6.  Reverse the transformation and replace tlie image 
block in the image. 

Watermark detection is easily performed by carrying out 
the above operations on the original image and the wa- 
termarked image in parallel and comparing the values of 
tlie coefficients. Nobe that the block-mean approach is a 
special case of tlie above. If tlie Discrete Cosine Trans- 
form (or “DCT’) is used in step 4 above to t,raiisform 
the image suh-blocks then t,he mean value will he one of 
the coefficients present, although it will never be marked 
unless step 2 is removed. 
Zhao and Koch [12] have investigated an approach to wa- 
termarking images based on the JPEG image compression 
algorithm. Their approach is to segment tlie image into 
individual 8 x 8 blocks. Only eight coefficients occupying 
particular positions in the 8 x 8 block of DCT coefficients 
can be marked. These comprise tlie low frequency com- 
ponents of tlie image block, but exclude t,he mean value 
coefficient (at coordinate (0,O)) as well as the low frequen- 
cies at coordinates (0, l )  and (1,O). 2hao and Koch also 
take the precaution of placing the blocks at random posi- 
tions in the image in order to make a successful attack by 
an enemy less likely. 

3.1.3 The nuniber of bits The first stage in enibed- 
ding a bit stream in an image is to determine the number 
of bits that can be placed into a given image block. A 
very simple method based on Parseval’s Theorem [2] will 
now be described. 
In a highly textured image block energy tends to be more 
evenly distributed amongst the different DCT coefficients. 
In a flat featureless portion of tlie image t.he dominant, 
energy components tend to lie at the low frequency end of 
the spectrum. 
As stated above, the aim is to place more information 
bits where they are least noticeable. This may be accom- 
plished by using a simple tliresliolding technique. The 
steps are as follows: 

1. Sort the DCT coefficients in order according to ab- 
solute magnitude. 
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Figure 1: Standard grey scde image of Lena. The sire 
of image is 512 x 51.2 pizels. 

2. Starting with the large&, sum the energies in each 
component, until a predetermined threshold (wu- 
ally a simple proportion c of the total energy) is 
exceeded. 

3. Set the number of bits to be placed in this block 
equal to the number of components required to ex- 
ceed the threshold. 

This approach of placing bits where they are least visible 
can be a potential weakness. Zossy image compression 
algorithms are designed to disregard redundant informa- 
tion. Information bits placed within textured areas of the 
image are therefore more vulnerable to attack. Therefore, 
there is a compromise to be reached between hiding a large 
number of information bits where they can least be seen, 
but where they can be attacked by image compression al- 
gorithms, or placing fewer bits on less textured but safer 
portions of the image. This may be achieved by o ting 
for a moderately low value of threshold (e.g. e e 0.7p. 
It is worth noting that the number of bits that can be 
encoded using image transforms far exceeds that of the 
block-mean approach. The expected capacity is in the 
order of 1000 bits for a typical image. In the c88e of Zhao 
and Koch’s method 8 bits of information are e n d e d  into 
each 8 x 8 block. If the blocks are tiled over the image 
then overall one could obtain a maximum code rate of 
0.125 bitslpixel. 

3.2 OTHER TRANSFORMS 

The DCT is not the only image transform that may be 
used for watermarking. Other transforms that may be 
used include: 

Walsh transforms: The Walsh-Hadamard tram- 
form [8, 131 can be viewed as a enerabation of 
the block-mean approach describe! above. In this 

Figure 2: Lena w d q  watermarked wing blocks with 
borders. 

composed entirely of elements with value 1 or -1 
only. The Walsh-Hadamard transform can be im- 
plemented using as a fast algorithm. 

Wavelet transforms: The wavelet transform has been 
shown to give good compact representation of image 
texture. This suggests that it may have powerful 
watermarking properties. Fast wavelet transforma 
exist and are described and implemented by Press 
et al. [lo]. 

The FFT: The FFT may also be applied. The great 
advantage of the FFT is that it allows the separation 
of magnitude and phase for modulation purpcmea. 

In each of t h e  transformations it is assumed that the 
block size is an integer power of two. 
It is important to note the differences between the aims in 
image compression and in designing watermark transmis 
sion pulsea. In image compreseion one is given a number 
(hopefully a small number) of d c i e n t s  with which to 
reproduce a good apprcaimation to the original image. A 
small change in the d c i e n t s  should make little Mer-  
ence to the approximation to the image. However, the 
reverse does not necessarily hold since a small change to 
the imagc c a n  reul t  in a Iarqe change in the coetlicients. 
This kind of behaviour is obviously extremely undesirable 
when the embedded information depends on the value of 
these coefficients. The severity of this effect depends on 
the image transforms being used. Ill-conditioning tends 
to be much more severe for image transformations whose 
basis images are data-dependent (e the singular value 
decomposition or SVD Image transformations with fixed 
basis images (e.g. DC 2r and wavelet transforms) tend to 
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Figure 3 Lena strongly watermarked using blocks with 
borders. 

3.3 OTHER ISSUES 

The material in this paper thus far has described meth- 
ods that may be used for placing a watermark in an im- 
age. However, we have not addressed other components in 
the watermarking problem, namely the reliable and secure 
transmiasion of the watermark. 
Reliable communication was proven by Shannon [14] to be 
theoretically poasible providing the information rate does 
not exceed a threshold known as the channel capacity. 
The Shannon limit may be approached by applying error 
control codes. Error control coding and modulation al- 
though often treated separately are in fact closely related. 
For example, in the implementation of the watermarking 
algorithm described above, the process of using only s e  
lected coefficients and ignoring others, is an example of 
a spherical code. In a spherical code [ll] the points in 
signal space lie on the surface of a sphere whose radius 
is determined by the energy content. This code has mild 
error correcting properties with the result that low values 
of energy threshold result in significantly improved perfor- 
mance in the transmission of the mark. More robust error 
correction techniques can be employed if necessary. Meth- 
ods for error control d i n g  are described by Sweeney [15], 
Chambers [ll] and Blahut [16]. 
In addition to reliability there may also be a need for 
security. Many different encryption algorithms exist to 
carry this out. A good introduction is presented by Cham- 
bers [ll]. A more mathematical treatment of the subject 
is given by Konheim [ 171. 

4 RESULTS 

Figure 1 shows a standard image without a watermark. 
Figure 2 shows the same image watermarked using bi- 
directional coding and the blocks with borders method d e  
scribed above. The inner block size is 12 and the depth of 
modulation is 3. Figure 3 shows the same image strongly 

Figure 4 Lena Watermarked using fourth onler 
Daubechy wavelets. 

The mark is for all intents and purposes invisible in fig- 
ure 2 but may be detected quite readily even after loasy 
compression and scanning has been carried out. The w* 
termark conveys 441 bits of information and the standard 
message reads: “012345 This is a watermark...”. 
Figure 4 shows “Lena” watermarked using the Daubechy 
Wavelet Transform. The block size is 8 and the depth of 
modulation is 5. The watermark conveys 12882 bits of 
information. The standard message is repeated to occupy 
all the available capacity. Note that the presence of the 
mark introduces no visible degradation. 
The question a r k  as to what a watermark actually looks 
like. Figure 5 shows the difference between the wavelet 
marked version of the standard image and the original, 
scaled by a factor of 32. Figure 6 shows the image of a 
watermark produced using the DCT. As in the ease of the 
wavelet watermark, the block size is 8 and the depth of 
modulation is 5. The number of bits encoded in the DCT 
watermark equals 9342 and the standard test message is 
repeatedly encoded as before. 
The DCT watermarked image was compressed using 
JPEG with default settings. The quality factor was set 
to 90 and no smoothing was used. The compression ratio 
was 14:l. The binary bit pattern in the watermark was 
recovered with a bit error rate of 14%. Since the errors 
tended to occur in bursts it was actually possible to de- 
cipher ASCII characters from the raw bit stream without 
resorting to error-control codes. The same experiment was 
repeated using images marked using Daubechy wavelets 
and the Walsh-Hadamard transform. The corresponding 
bit error rates were 18.5% and 20.5% respectively. 
It is apparent upon examining the watermarks in figure 5 
and figure 6 that the transform based marking schemes 
possess a number of desirable features. First, one can 
mark according to the distribution of energy within the 
coefficients. In this way, one can place watermarks where 
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Figure 5: The watermark produced wing Daubwhy 
wavelets. 

Figure 6: The watermark produced wing the Discrete 
Cosine Tmnsform. 

As a result, the watermark exhibits a ghost-like resem- 
blance to the original image. It is aLa0 very interesting 
to note that the watermark pattern on the flat regions of 
the image (such as Lena’s shoulder) beam a superficial re- 
semblance to military camoutla . Second the watermark 
is irregularly distributed over tg entire image subblock 
which makes it more difEcult to detect and for enemies in 
possession of independent copies of the image to decode 
and read the mark. 

5 CONCLUSION 

This paper has outlined a scheme for embedding robust 
watermarks onto digital images. The watermarks are de- 
signed to be invisible even to a careful observer but con- 
tain sufficient information to uniquely identify both the 
origin and intended recipient of an image with a very low 
probability of error. 
F’uture work wil l  involve the further development of robust 
error correction codes and %tal signature techniques. In 
addition, the authors will attempt to  envisage possible 
attacks on the integrity and security of the mark and to 
devise suitable countermeasures. 
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