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Abstract

A challenge for designing ubiquitous computing (ubicomp) systems, particularly
for indoor, sensor-rich environments, is the complexity of causal relationships
between contextual inputs, exhibited system behaviour and overall appropriateness
of the resulting outcome. Situations in a ubiquitous computing environment are
the summative effect of user activity, exhibited system behaviour and physical
environment factors. Two key challenges faced by designers of ubicomp systems lie
in the difficulty monitoring the deployment environment for inappropriate situations
and subsequently tracing the causal factors. The spatio-temporal relationships that
exist between mobile users and distributed embedded inputs and outputs can make
it difficult for the designer to anticipate both when and where relevant situations
will occur. Additionally, ubiquitous computing systems must operate across the
physical-digital divide, which leads to the difficulty tracing both the physical and

digital causal factors leading to specific inappropriate situations.

This thesis presents a novel situation-based testing approach for assessing the
appropriateness of exhibited ubicomp system behaviour in a simulated ubicomp
deployment. Situation specification enables the designer to define tests which
are used to analyse situational outcomes in a simulated ubicomp deployment
environment with the aim of detecting inappropriate situations. Structured feedback
supports traceability to investigate the physical and digital causal factors leading
to specific situations. This situation-based testing approach is realised in the InSitu
Model Framework, InSitu Test Process and the simulation-based InSitu Toolset.
The evaluation of the situation-based testing approach presents case studies that

investigate correctness, extent and expressiveness of InSitu. This is supplemented



with a user trial to provide an objective assessment of both the expressiveness of
InSitu and suitability of the situation-based testing approach. Finally, a comparison
framework is used as an instrument to compare InSitu to the tools reviewed in the

state of the art survey.
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Glossary

Avatar A computer user’s representation in a virtual environment, often a

character of humanoid form.
Bot A character in a virtual environment controlled by artificial intelligence.

Context-aware computing Refers to systems that use context or situational
information to provide relevant information and/or services to the end-user,

where relevancy depends on the user’s task or situation.

Context-based action system Systems that invoke actions and perform
actuations on the physical deployment environment, in order to adjust the
state of the physical environment. These systems use a combination of decision
logic in the ubicomp system software, and actuators and device controllers

embedded in the deployment environment.

Design Considerations Refer to entities or aspects of the environment that
impact the state of the environment, but that cannot or should not be forced
to change in order to resolve problematic behaviour, i.e. the physical structure

of the building and the natural activity or work patterns of users.

Environment state Information which describes conditions that exist in an

environment.

Inappropriate situation A situation that arises due to the effects of unwanted
behaviour in a ubicomp system. This is not a technical problem of the ubicomp

system, but instead arises due to a specific combination of user activity and

XX1V



system activity, in a particular environment, social and task context. (Derived

from Fahrmair et al.’s definition of unwanted behaviour [39]).

Mobile computing Refers to mobile devices that use the wireless network to

connect to resources and services, and that are portable.

Pervasive computing Refers to physical environments richly embedded with
networked sensors, actuators and computing devices to support distribution

of information and services.

Physical-digital boundary The interface at which ubicomp system software and

ubicomp devices meet the physical environment.

Sensed context Sensed information about the conditions or -circumstances

relevant to an event or situation.

Situation specification A situation specification consists of one or more assertions
about context that are conjoined using logical connectives, and existential
and universal quantifiers. Assertions may comprise of further domain-specific
attributes, given that the required semantics are available. (Builds on Clear
et al.’s definition [28,27] and draws from the work by Henricksen and Indulska
[50]).

Traceability Attributing events and actions to that which caused them.
(Generalisation of Weber et al.’s definition [116]).

Ubiquitous computing Refers to environments that feature mobile computing,
pervasive computing and context-aware computing, in order to support
systems that react or adapt in response to changing conditions and situations

in the environment, with the over-arching aim of meeting end-user needs.

Unwanted behaviour The phenomenon where the behaviour of a given system,

while free of errors, still differs from the expectations of its current user.

(Defined by Fahrmair et al. [39]).
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Chapter 1

Introduction

1.1 Motivation

A new design challenge introduced by ubiquitous computing (ubicomp) is the
loose coupling, but also dynamic dependency, in the relationship between users,
the physical environment and a software system, as noted by Tang et al. [111].
This challenge stems from the combination of decision logic in the software
implementation and embedded devices in the physical environment, as discussed
by Cook and Das [31]. Smart buildings are a subset of ubiquitous computing
environments which are directly affected by this issue. Embedded sensor technology
enables ubicomp systems to meet user needs without requiring that users explicitly
provide input or instruction. This creates the invisible interface, often referred to in
the literature [118, 96, 31], which facilitates user interaction that is a by-product
of natural human activity or normal user work patterns. Embedded actuator
technology enables distributed ubicomp system outputs, which change the state
of the physical environment, and which support the computer to enter the human’s
world [119,76]. This distributed, invisible interface allows ubicomp systems to meet

not only the technological, but also the physical environment needs of end-users.

However, invisible interfaces only persist while technology performs effectively

and appropriately. Technology which disrupts an end-user’s activity or normal



behavioural pattern immediately draws the user’s attention back to the system.
Human mental models of their surroundings tend to be partial, non-technical and
for these reasons often inaccurate [47]. Users perceive the state of the world, but
not the underlying causal or physical factors that lead to changes in that state. This
means that users do not perceive the sensing, information processing, decisions or
actuation instructions undertaken by ubicomp systems, although expert users may
have some technical understanding of these processes. When a user does not have
a mental model of an application interface, i.e. due to invisibility, resolution of
problematic behaviour increases in difficulty for the user. At best the user may be
forced to deviate from their normal work pattern or natural behaviour, at worst the
user will have to operate in parallel with a problematic situation. The occurrence
of either breaks the ubicomp ideal of systems designed to meet end-user needs, as
put forward by Weiser [119]. This motivates a strong need for ubiquitous computing
systems that are well-designed so they exhibit behaviour that is appropriate to the

user’s current circumstances.

Compared to the desktop computing paradigm, the spontaneous nature of human
activity has a greater range to impact the effectiveness of ubicomp system behaviour.
Banavar and Bernstein [9] note that ubicomp systems must operate in harmony
with the dynamism of human-centric environments. Users may spontaneously or
serendipitously adjust their behaviour in response to changing circumstances in their
environment. This can make it difficult for a designer to anticipate the full spectrum
of behaviour that a deployed ubicomp system will encounter. For this reason, it is
not sufficient for ubicomp applications to be technically correct, they must also be
appropriate to their contextual setting. Fahrmair et al. [39] identify this as a new
form of failure, specific to ubicomp environments, which they refer to as unwanted
behaviour. According to this definition, unwanted behaviour is not a technical error,
but it is a problem perceivable by the end-user and that arises due to a certain
combination of user, situation and environment. It is termed a failure because
under these conditions the system does not meet the needs of the end-user. The

result of unwanted behaviour is an inappropriate situation arising for the end-user



in the physical environment.

A major challenge faced by designers testing ubicomp systems, in order to evaluate
the appropriateness of system behaviour, lies in the difficulty monitoring the effect
of ubicomp system behaviour because it is distributed in the physical environment.
The spatio-temporal relationships that exist between distributed inputs, outputs
and user activity raise a challenge for the designer in terms of anticipating both
when and where problematic situations will occur. As ubicomp deployments scale
in terms of physical space, as well as the number of users and entities, testing
correspondingly increases in complexity and therefore in difficulty. Additionally,
systems must operate across the physical-digital divide that exists between the
physical environment and the computing environment. This raises a second
challenge due to the difficulty tracing causal factors leading to a specific outcome
because the causes can be both physical and digital, and often are only loosely
coupled to the final outcome. Traceability for this purpose is defined as the process
of attributing events and actions to that which caused them, a generalisation of Weber

et al.’s definition [116].

Two approaches that show promise for designing and testing ubicomp systems
are iterative-prototyping and simulation. Iterative prototyping approaches show
promise for designing and developing ubicomp systems [111] as well as being
generally recognised for their strength in designing complex systems [67]. However,
to date prototyping tools for ubicomp systems have largely focused on rapid creation
and deployment of applications [94, 69, 6,70, 12], with less emphasis on structured
feedback to inform the next iterative cycle. Simulation has been shown to be
beneficial as a testing tool for ubicomp systems, e.g. UbiWise [14], DiaSim [59]
and UbiREAL [80]. Simulation can address issues for ubicomp system testers
such as provision of heterogeneous context sources, scalability of test environments,
rapid deployment configuration and lower cost testing. Additionally, Chalmers
suggests that approaches which use models of human behaviour have the potential
to support more thorough evaluation of ubicomp systems, particularly to cope with

the unexpected and unanticipated outcomes that can arise in a ubicomp deployment



[107].

In summary, these issues motivate the need for a testing approach that can assess the
summative effect of system and user behaviour in a ubicomp environment in order
to assess the appropriateness of situations that arise. This thesis therefore proposes
a situation-based testing approach which analyses a simulation of a ubiquitous
computing deployment to identify instances of specified inappropriate situations.
It is intended that this will provide structured feedback that can facilitate an
assessment of the overall appropriateness of system behaviour, which in turn can
inform design refinement within an iterative prototyping cycle. Structured feedback
for this purpose is defined as test results that are automatically annotated or marked
up in such a way that a designer can conduct an analysis to both assess situational
appropriateness and subsequently, where necessary, trace the relevant causal factors.
Structured feedback is intended to support traceability of causal factors in order to
draw links between distributed inputs, user activity, and resulting situations, and

thereby inform resolution of inappropriate situations in subsequent design iterations.

1.2 Research Question

Can situations be identified in a simulated ubicomp deployment, independent of the
causal factors, so that structured, traceable feedback can be provided that supports

assessment of the appropriateness of ubicomp system behaviour?

1.2.1 Thesis Objectives

The main objective of this thesis is to design, implement and evaluate a
situation-based testing approach for ubicomp systems, which can be used in support
of the evaluation phase of an iterative prototyping cycle, particularly for indoor

environments.

In order to address the research question of the thesis, the following objectives were

defined:



O1 To research and survey the state of the art in prototyping, testing and evaluation

tools for indoor, location-tracking, ubicomp systems.

O2 To provide a formal definition of the situation-based testing approach by

devising a test specification framework.

O3 To define a systematic test process, which includes identification of
inappropriate situations and which supports a feedback loop to assist informed

design refinement as part of an iterative testing approach.

04 To realise the framework and test process in a simulation-based test-bed, as a

mechanism for evaluating the situation-based testing approach.

O5 To evaluate the suitability and limitations of the proposed situation-based

testing approach.

1.3 Technical Approach

A background review of ubiquitous computing was conducted to identify the
category of ubicomp systems most relevant to this thesis. Further research of the
literature identified a set of recognised challenges and open issues that must be
addressed in order to advance support for designers of ubicomp systems, particularly

indoor, location-tracking systems.

An exploratory study of the state of the art looked at a broad set of tools
ranging from high investment, high fidelity live environments to lower investment,
lower fidelity prototyping and simulation tools. These systems were analysed and
compared with a view to understanding the advantages and disadvantages of each
in terms of addressing the challenges identified in the background review. A
comparison framework was devised as an instrument to draw comparisons about
the contributions of each tool, specifically in reference to the challenges central to
this thesis. The combination of this comparative analysis with the findings from the

background review helped shape a list of established and emerging requirements for



testing and evaluation tools that accommodate indoor, location-tracking, ubicomp

systems.

Research objective O1 is achieved through the combined output from the

background and state of the art reviews.

The requirements formed from the analysis of the state of the art review provide the
basis for the design of the situation-based testing approach. This testing approach is
realised in a two pronged design comprised of the InSitu Model Framework and the
InSitu Test Process. The InSitu Model Framework provides the key building blocks
for specifying a simulation-based test including situations, the environment and user
activity. The Test Process defines the role and realisation of the situation-based

testing approach in the context of an iterative prototyping cycle.

Research objectives O2 and O8 are achieved through the definition of the InSitu

Model Framework and the InSitu Test Process, respectively.

A technical implementation of the situation-based testing approach is realised
in the InSitu Toolset. The Toolset realises the InSitu Test Process to enable
run-time monitoring of a simulated ubiquitous computing environment using an
implementation of the InSitu Model Framework to reason about the state of the
environment. Output from a test cycle provides the feedback which can be analysed
by the ubicomp designer or tester between iterative prototyping cycles. The InSitu
Toolset provides the mechanism for conducting the evaluation of the situation-based
testing approach proposed in this thesis. Performance testing was conducted to
ascertain that the Toolset implementation is suitable as a mechanism to conduct

the evaluation of the situation based testing approach.
Research objective O4 is achieved through the implementation of the InSitu Toolset.

The research evaluation methodology is comprised of two case studies, a user trial
and a comparison framework analysis. A real life example is chosen as a case study
to investigate whether the situation-based testing approach proposed in this thesis
can correctly identify real life examples of inappropriate situations. A second case

study, builds on this finding, by increasing the complexity of both the physical



deployment environment and the situation specifications, for a multi-user problem.
A user trial was conducted to objectively assess the expressiveness and suitability of
the InSitu approach for testing ubicomp systems. The final part of the evaluation
used a comparison framework as an instrument to compare the InSitu approach to

the tools reviewed in the state of the art study.
Research objective O5 is achieved through the combined output of these evaluations.

The evaluations led to a set of conclusions which include an assessment of the
suitability and limitations of situation-based testing for ubicomp systems, as well as

possible future work.

1.4 Thesis Contribution

There are two contributions of this work, one major and one minor. The major
contribution is a situation-based testing approach which enables the designer to
test the effects and outcomes of exhibited ubicomp system behaviour in a simulated
ubicomp deployment environment. This is important because the mapping between
system behaviour and the state of the physical environment is not one to one, as is
more traditionally the case for the desktop computing paradigm. Instead, a ubicomp
system must be able to operate in harmony with the effects of user activity. However,
the less bounded scope on inputs and activities in a ubicomp deployment, and the
lack of prior knowledge about how spatio-temporal relationships will evolve, make
it difficult to test the actual effect of a ubicomp system. The situation-based testing
approach is novel in that it provides a generalised approach to testing the summative
effect of exhibited system behaviour and spontaneous user activity in a simulated

deployment environment.

The minor contribution is traceability of the causal factors leading to specific
situations. It is not sufficient to identify inappropriate situations that occur in
the environment. Designers must also be supported to uncover how these situations
came about. Feedback analysis has been demonstrated as a tool to trace the causal

factors, both physical and digital, that are instrumental in bringing about specific



situations. While this has significant potential, further research is required to achieve

seamless analysis for a broader range of the physical-digital environment.

1.5 Thesis Outline

Chapter Two presents a review of background literature relevant to ubiquitous
computing (ubicomp), including a discussion on categorisation of ubicomp systems
which narrows the scope of the thesis to focus on action-based ubicomp
systems. The chapter also presents the challenges associated with testing and
evaluating action-based systems, with particular reference to the combination of the
loose-coupling and spatio-temporal dependencies that exist in ubicomp deployment

environments.

Chapter Three presents a survey of the state of the art in testing, evaluation and
prototyping tools, suitable for action-based ubicomp systems, and particularly those
that address the challenges identified in chapter two. A comparison framework is
defined and used as an instrument to draw comparisons about the contributions of

the reviewed tools.

Chapter Four presents a set of requirements, which were informed by the
background and state of the art reviews, and which set out both novel and conformist
technical requirements necessary to realise the situation-based testing approach.
Chapter four discusses the formal definition of the InSitu Model Framework to
support test specification. Also discussed is the InSitu Test Process, which defines

the situation-based testing approach in the context of an iterative prototyping cycle.

Chapter Five presents the implementation of the situation-based testing approach
in the form of the simulation-based InSitu Toolset. The components of the
Toolset are discussed, including the relationships between components and the
implementation of the Model Framework for the Toolset. The realisation of the
Test Process, through the Toolset, is described including an illustration of the
role of the Model Framework in the Test Process. Finally, the performance of the

Toolset is presented to demonstrate the implementation is suitable for conducting



the evaluation of the situation-based testing approach.

Chapter Six describes the evaluation work undertaken to validate the contribution
of this thesis. The discussion of a real-world case study demonstrates that InSitu
Toolset can correctly identify real-world inappropriate situations in a sensor-driven
system. A case study of a hypothetical system for a real-world environment
demonstrates an example of a more complex test specification, both in terms of
the environment and inappropriate situations. The results from a user trial are
presented and analysed to provide an objective assessment of the suitability of the

situation-based testing approach for assessing indoor action-based ubicomp systems.

Chapter Seven presents the conclusions of the thesis. This includes key findings
relating to the major and minor contributions of the work, as well as a description
of the successful completion of the research objectives. The thesis concludes with a

discussion of possible future work, both technical development and further research.



Chapter 2

Background

2.1 Introduction

This chapter builds on the motivation section to address the background issues
which informed the direction of this thesis. Chapter 1 discussed the need for indoor
ubicomp systems to be well-designed in order to maximise the benefit to end-users.
A combination of related issues were noted that raise new challenges for testing and

evaluating these systems. This chapter elaborates on these challenges.

In the first part of this chapter, the general field of ubiquitous computing (ubicomp)
is discussed in order to narrow the focus of this thesis to the specific subset of
ubicomp systems that are most affected by these challenges. The following section
identifies and describes the challenges in testing and evaluating this subset of
ubicomp systems, with particular emphasis on those challenges most relevant to
the motivational issues already outlined. The chapter begins with a brief discussion
on terminology to differentiate between ubiquitous computing, pervasive computing

and context-aware computing.
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2.2 Terminology

The term ubiquitous computing' (ubicomp) was coined by Mark Weiser [119], at
PARC, to describe context-driven systems that are designed to meet end-user needs
and which are heavily embedded in the user’s environment. Although the terms
ubiquitous computing and pervasive computing are often used interchangeably,
a literature survey by Ronzani [93] uncovered subtle differences between the
two. Pervasive computing is a term that appeared four years after ubicomp,
predominantly in relation to the company Novell and in particular to refer to
Novell’s business strategy of widespread network connection for information users,

i.e. focusing on networked devices and the distribution of information to people.

Lyytinen and Yoo’s [74] discussion of ubiquitous computing provides a similar view
of the field. In their paper the authors provide an illustrative chart that maps
the fields of ubiquitous computing, pervasive computing, mobile computing and
desktop computing in terms of their level of embeddedness and mobility. The
authors’ key finding is that while ubiquitous computing demonstrates high levels of
both mobility and embeddedness, pervasive computing and mobile computing are
each only extensive in one dimension, i.e. respectively embeddedness and mobility.
Lyytinen and Yoo show that advances in the ubiquitous computing realm must build

on the advances from both mobile and pervasive computing.

Another term of significant relevance is context-aware computing, which is credited
to Schilit et al. [97,99]. These researchers were particularly interested in mobile,
distributed computing, under the direct influence of Mark Weiser’s work on
ubiquitous computing. Schilit and Theimer described the challenge of the user’s
changing circumstances and the need for systems to respond to this. They created
the term context-aware computing to describe software that could adapt to changes
in the location of people and objects. Later contributions from researchers such as

Dey and Abowd [36] generalised this definition by lessening the emphasis on location

!The term ubiquitous computing was actually first used by Steve Jobs three years prior to
Mark Weiser however for a different purpose. Jobs was marketing the Apple II desktop computer
as an educational resource (a ubiquitous computing resource) that could be used everywhere on
campus. [93]

11



information. Dey and Abowd defined context aware computing as:

A system is context-aware if it uses context to provide relevant
information and/or services to the user, where relevancy depends

on the users task.

The final term introduced in this section is Ambient Intelligence (Aml), a term
that originated in Philips [93, 58].  Many researchers describe Aml as the
convergence of many of the concepts central to ubicomp, pervasive computing and
context-awareness [46,44]. However, there are conflicting views about the extent
to which Aml is distinct from ubicomp. As an example of this, reports from the
Information Society Technologies Advisory Group in 1999 and 2003 clash in their
assertions. In 1999 this group noted that ubicomp and pervasive computing are
enablers of AmlI, however in a separate report, from 2003, the group suggested that
Aml was not clearly differentiated from its predecessors, and that further effort

could help clarify its exact nature.

Due to the similarity between ubicomp and Aml, this thesis will draw on research
from both fields, however the term ubicomp will predominantly be used because it

is more firmly established in the literature.

This thesis will use these terms according to the following definitions:

Mobile computing refers to mobile devices that use the wireless network to

connect to resources and services, and that are portable.

Pervasive computing refers to physical environments richly embedded with
networked sensors, actuators and computing devices to support distribution

of information and services.

Context-aware computing uses context or situational information to provide
relevant information and/or services to the user, where relevancy depends on

the user’s task or situation.

Ubiquitous computing refers to environments that feature mobile computing,

pervasive computing and context-aware computing, in order to support
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systems that react or adapt in response to changing conditions and situations
in the environment, with the over-arching aim of meeting end-user needs.

Ubiquitous computing is identified as the main focus of this thesis.

2.3 Design Issues for Ubicomp Systems

Weiser’s opening statement of his seminal paper The Computer for the 21st Century
[119] places heavy emphasis on the link between successful technology and the ability
of the technology to become invisible. Weiser’s vision for ubiquitous computing is
heavily user-centric in favour of systems that provide background support in order
to free the end-user from ‘using’ technology. Weiser closes this paper with the

statement:

“Machines that fit the human environment instead of forcing
humans to enter theirs will make using a computer as refreshing

as taking a walk in the woods.”

Milner [76] describes this idea as users being embedded in the ubicomp system.
Pederson and Surie [88] use the term egocentric to indicate the significant paradigm
shift that this aspect of ubicomp introduces. The use of the term egocentric also
signifies that the human, body and mind are at the centre of interaction in the

ubicomp world.

Fundamental to Weiser’s vision is physical integration of ubicomp systems in the
user’s environment, a key characteristic identified and discussed by Kindberg and
Fox [65]. To achieve this shift away from the desktop requires that systems are
embedded in the physical environment with the result that user interfaces can be
distributed in the environment. Embedded sensor technology is a key enabler of
this by providing dynamic input that is not solely from the user’s mouse and
keyboard. This distributed, embedded input source is matched by embedded
actuator technology. The combination of these technologies enables systems to
sense end-user needs and respond to them by proactively actuating the physical

environment. The result is a user interface, that crosses the boundary of the
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physical environment and the digital environment of the computer system. This
user interface is not only distributed in the physical-digital environment, but it can

also be invisible, i.e. indistinguishable to the user from the physical environment.

It is evident from this description that the state of a ubicomp deployment is impacted
by elements of both the physical and digital environments. It can be considered that
two entities exist in a ubicomp environment with the capability to proactively alter
the state of the environment. The first are the users who can change both their
own personal state, e.g. their position, as well as the state of mobile, fixed and
embedded devices in the environment. The second is the ubicomp system which can
perform actions and instructions on networked and actuatable devices and services
in the environment. Ultimately the state of the ubicomp environment, at any given
time, is the summative effect of user activity, system behaviour and the physical

environment.

One of the most significant changes introduced by this aspect of the ubicomp
paradigm is the dynamic spatio-temporal dependency that exists between users,
the system and the environment, which can significantly impact the effectiveness
and appropriateness of ubicomp system behaviour. This is brought about by the
combination of pervasive, mobile and context-aware computing, that together enable

ubicomp. There are two specific relationships that are key in this:

1. Pervasive and context-driven computing together introduce an inextricable

link between the physical environment and a computing system.

2. Mobile and context-driven computing together introduce tight spatio-temporal

dependencies between user activity and system behaviour.

As a result, ubicomp systems must be designed to accommodate both the
physical environment and natural user activity and normal work-flows. Physical
environments are generally difficult to adjust to any significant extent, without
requiring building or demolition work. Users are the centre of the ubicomp
environment, and so disrupting their behaviour breaks the ubicomp ideal. Consolvo

et al. [30] illustrate this in their discussion on experiences designing the Labscape
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system. In their paper, Consolvo et al. state that systems must be designed with
consideration for the target environment and end-users, particularly to ensure that

the ubicomp system does not disrupt the end-user’s natural work-flow.

For this reason, the term design considerations is defined for use in this thesis, in

reference to testing and evaluation of ubicomp systems:

Design considerations refer to entities or aspects of the environment that impact
the state of the environment, but that cannot or should not be forced to change
in order to resolve problematic behaviour, i.e. the physical structure of the

building and the natural activity or work patterns of users.

2.3.1 Categories of Context Aware Systems

Ubicomp systems feature context awareness so they can adjust their configuration,
presentation and actions according to context relating to users, entities and the
physical environment, and can function without explicit user instruction [5, 86, 7].
Dey and Abowd discuss the characterisation of context extensively in their papers
[4,35]. The resulting well accepted definition of context refers to situations defined

by people, places and objects:

Context is any information that can be used to characterise the
situation of an entity. An entity is a person, place, or object that
is considered relevant to the interaction between a user and an

application, including the user and the application.

There have been some attempts to categorise the functionality of context-aware
systems, notably by Schilit et al. [98], Pascoe [86], Dey and Abowd [36], and Becker
and Nicklas [16], who’s taxonomies all share elements in common. For the purpose
of this thesis, these taxonomies are summarised using four categories to reflect the
commonalities that they share: (A) Presentation of Information and Services, (B)
Information Annotation and Selection; (C) Discovery, Configuration and Selection

of Resources and Services; (D) Action, Instruction and Actuation, as summarised
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in Figure 2.1. This categorisation is used to narrow the scope of this thesis by
identifying and defining the target subgroup of context aware systems that are most

impacted by the previously identified testing and evaluation challenges for ubicomp

systems.
Taxonomy A. Presentation |B. Information |C. Resource D. Action
Automatic
. Contextual Context
. Proximate Contextual . . .
Schilit et al. (1994) . . Reconfiguration |Triggered
Selection Information >
Contextual Actions
Commands
Contextual
) Contextual
Contextual Sensing Contextual
Pascoe (1998) . Resource .
Sensing Contextual . Adaptation
i Discovery
Augmentation
Automatic
Tagging of Automatic
Dey and Abowd (1999) Information Execution of
Presentation of Information and Services
Services
Context-Based Selection
. Context-Based Context-Based
Becker and Nicklas (2004) i i
Presentation Context-Based Action

Tagging

Figure 2.1: Categorisation of Context-Aware Systems

A. Presentation of Information and Services: This category focuses on the
issues surrounding user and device interfaces, and appropriate presentation
and formatting of information to best support explicit interaction and/or
task-centric user actions. Becker and Nicklas [16] provide the example of a
navigation system which might adapt its view based on the speed of travel.
This is primarily a concern for device interfaces, including mobile, large-screen,
shared, private and public displays. As such, this is of lower relevance to
the more environment-centric concern of the spatio-temporal relationship that
exists between users, entities and locations. For this reason, this category has

been ruled out of the scope of this thesis.

B. Information Annotation and Selection: This category focuses on

management of information and appropriate selection of information, relevant
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to the current contextual situation. In parallel to the advances in sensor
technology, context management systems have emerged to gather, manage,
evaluate and disseminate context information, making the context aware
computing paradigm more feasible [17]. This category is largely concerned
with finding and filtering information for end-users, as discussed by Brown
and Jones [18]. The issue of finding and filtering information, although
necessary to support context-aware systems, is not central to investigating the
appropriateness of behaviour exhibited at the distributed interface of ubicomp
systems. As discussed by Yeung et al. [122], this is generally handled by the
frameworks and middleware that support context-aware system development.

For this reason, this category has been ruled out of the scope of this thesis.

C. Resource Discovery and Configuration: This category relates to
appropriate use of resources and services when availability changes
dynamically in the environment. For example, appropriate selection of wireless
connectivity to provide the best quality of service to the end-user. This is
an issue that is generally managed below the application level, as mentioned
by Rakotonirainy and Groves [92]. As such, this is not part of the general
application-level design problem, and is considered outside the scope of this

thesis.

D. Action, Instruction and Actuation: This category relates to appropriate
actions, invocations and actuations performed by a ubicomp application in
the environment and is closely linked to the system’s decision logic. Cook
and Das [31] define the decision layer of a smart building application, as the
layer responsible for controlling action in the physical layer. The physical layer
refers to the actuators and device controllers which can trigger and change the
state of the world. This is central to the scope of this thesis because it directly
impacts on the spatio-temporal relationship that exists between users and the
physical environment. For brevity in this thesis, this category will be referred

to as action-based ubicomp systems.
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2.3.2 Summary

This section provided a discussion on ubiquitous computing, but placed emphasis on
the issues directly related to the interface between physical and digital environments.
This section also looked at dependencies this introduces between users, physical
space, system behaviour and the temporal domain. Finally, the term design
considerations was defined to refer to entities or aspects of the environment that
impact the state of the environment, but which cannot or should not be forced to

change in order to resolve problematic behaviour.

The second part of this section presented four categories of context-aware systems:
Presentation of Information and Services; Information Annotation and Selection;
Discovery, Configuration and Selection of Resources and Services; and Action,
Instruction and Actuation. These four categories were informed by previously
published taxonomies. The relationships of each of the categories to other
taxonomies was presented in Figure 2.1. The latter of these categories, referred
to as action-based ubicomp systems, was identified as the focus of this thesis. The
next section of this chapter looks at the challenges relating to testing and evaluation

of action-based ubicomp systems.

2.4 Challenges for Ubicomp Testing and

Evaluation

As noted by Satyanarayanan [96], there are new challenges introduced by ubicomp
that have no obvious mapping to previous paradigms. Similarly, Davies et al. [34]
note that new approaches are required to address the new dimensions of complexity
that have been introduced by ubicomp. This discussion, on the challenges
surrounding testing and evaluating ubicomp system behaviour, focuses on the issues
most relevant to action-based ubicomp systems. Further, this discussion specifically
focuses on those challenges that are directly relevant to the issues central to the

motivation for this thesis, i.e. (a) the tight spatio-temporal dependency between
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physical and digital environments, (b) loose coupling between inputs, outputs, cause

and effect, and (c) spontaneity of user activity and dynamism in users’ environments.

In freeing users from the desktop, designers are faced with the challenge of creating
invisible, distributed interfaces that must respond appropriately to spontaneous user
interaction, both explicit and implicit. Testing and evaluating these systems is
particularly challenging because it is difficult for the designer to trace the exact
system behaviour, experienced by multiple individuals, under various circumstances.
Banavar and Bernstein [9] note the challenge of accommodating the spontaneous and
often unpredictable nature of humans, particularly since ubicomp users can trigger
actions in both devices and the physical environment. In a recent publication?,
Garcia-Valverde et al. [46] itemised a list of design and testing challenges for ubicomp
systems which includes the high variety of scenarios, heterogeneous devices, different
sources of information, changing contexts, unpredictable and changeable behaviours

and adaptation to users.

Ubiquitous computing also shares design and engineering challenges with more
mature fields such as networking and distributed systems. However, these issues
are not the focus of this thesis for two reasons. Firstly, network simulators
are well-established and it has been successfully demonstrated that they can be
integrated and reused in ubiquitous computing test-beds. Examples of this include
the work by Morla and Davies [78] using the ns2 simulator® and the work by
Huebscher and McCann [55] using TOSSIM*. Secondly, network management,
although crucial to enabling a ubicomp environment, is not elemental to the
spatio-temporal relationship between users and the environment. Similarly, issues
such as service and resource discovery, interoperability, network management, device
interfaces, privacy and security are all of significant importance, but addressing
these concerns does not assist designers in coping with spatio-temporal dependencies

during testing, investigating loosely coupled causal factors, or anticipating the

2Year of publication: 2010.

3ns2, Network Simulator (download):  http://www.isi.edu/nsnam/ns/ (Accessed 20"
September 2010).

4TOSSIM, Download as part of TinyOS: http://webs.cs.berkeley.edu/tos/download.html
(Accessed 20" September 2010).
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unexpected in the physical-digital environment.

The following sections will first discuss some long-standing issues associated with
testing and evaluating ubicomp systems, including scalability, heterogeneity of
context sources and heterogeneity of deployment environments. Following this,
challenges more directly related to testing the effectiveness of exhibited system
behaviour will be addressed. These include the appropriateness of the effect of
system behaviour in the physical environment, the problem of anticipating the

unexpected, and the difficulty tracing loosely coupled cause and effect.

2.4.1 Scalability

The first obvious challenge, for ubicomp system testing, is the scale of the distributed
computing environment. Sitou and Spanfelner [106] maintain that to ensure
acceptance of ubicomp applications, tests must be possible at scales that support
systematic investigation of all aspects of contexts and their change over time.
Similarly, Lyardet et al. [72] identified that a central challenge for these tools is
to enable designers and developers to rapidly explore large scale environments and
extensive scenarios that are infeasible to recreate in the real world due to the effort

and complexity involved.

Abowd [2] notes four aspects relating to scale of ubicomp environments: physical

space, number of people, number of devices and length of time.

e Physical space refers to the deployment environment in which a ubicomp
application will operate. Scale is not limited to floor area, also important are
the quantity and types of zone that make up the total area, as well as the

number of levels in indoor environments, i.e. floors in a building.

e Scale in terms of people, can be challenging when faced with large numbers
of mobile users. It can be difficult to recruit large numbers of volunteers
when running a trial with a large scale mobile ubicomp system, particularly

due to the issues of privacy and intrusiveness often associated with sensors and
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environment monitoring. Additionally, any trials involving real users introduce
the overhead of arranging ethical approval for the study. Finally, tracking
mobile users in large environments becomes linearly more difficult with each

added user.

e The third aspect of scale is that testers need to be able to deploy large
quantities of devices. Often researchers are limited in the scope of a test

by a finite amount of available resources.

e Finally, scalable time (duration) is necessary during testing because many
ubicomp systems are designed to run in the background, continuously
responding to the changing environment. Additionally, a user’s circumstances
are not defined by their surroundings alone, time has a significant impact
on end-users, whether it is the physical difference between darkness at night
and light during the day, or the passing of time and its impact on diaries
and schedules, or the relative time difference between meals and the need for
refreshment. Potts et al. [89,90] were among the first to write about the tight
relationship between time and location, and the impact of this on ubicomp

system design.

Designers need tools which can scale to the appropriate dimensions of physical space,
number of users and devices involved, and the length of time of a test. Testing
conducted using live deployments, although offering high fidelity, is ultimately
limited in terms of finite physical space. On the other hand, in the same way
that modelling and simulation has proven beneficial to both network engineers and
civil engineers, it has also been demonstrated as useful for the purpose of testing
ubiquitous computing systems, e.g. AmlISim [46], UbiREAL [80], QuakeSim [21]
and UbiWise [13].

2.4.2 Heterogeneity

Heterogeneity is often cited directly in relation to context generation and devices.

Context-awareness has evolved so that there are few bounds on what can be
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considered context [100]. Advances in hardware and processors have resulted
in smaller, more powerful, sensor motes, which means that context can be
generated in types and quantities previously not freely available [101,112]. Some
examples include: location, orientation, velocity, time, device configuration, device
capabilities, user preferences, temperature, humidity, luminosity, physiological state
and emotional state [35, 4,49, 52, 97,94, 101]. Additionally, permutations and
combinations of this information can support derivations of implicit knowledge, e.g.
an application that has information about time and location might be able to infer

when a user is on a coffee break.

Satyanarayanan [96] talks at length about the issues related to diversity in context
information. This information can differ in terms of source, format, freshness and
complexity. The source can be sensed (location, orientation) or non-sensed (user
profile, device specification). Data formatting differs across sources, e.g. according
to vendor, as discussed by Casola et al. [23] in their work on a common data model.
Context sources also vary in freshness, as discussed by Henricksen et al. [51]. Static
information can be considered ‘fresh’ all the time since it never changes. Dynamic
information changes at different rates, e.g. the relationship between co-workers may
exist for years, however a user’s location information changes regularly through the

day.

Designers will need access to diverse sources of context in order to test a variety
of ubicomp systems. This can also be beneficial during the design cycle because
it may not be immediately apparent which context sources are most suitable for a
specific deployment configuration. Availability of heterogeneous sources enables the

designer to test different configurations.

As distinct from the previous paragraphs, heterogeneity can also refer to diversity
of ubicomp deployment environments, e.g. home [121], office [115] or scientific
laboratory [30]. This can be due to significant or subtle differences between purpose
built structures. For example, both hospital and hotels can be characterised as
containing many beds. However, hospitals are likely to also have a lot of medical

equipment, whereas hotels are more likely to contain a lot of leisure facilities.
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It is unlikely that designers will be limited to developing one system for one
particularly deployment environment. It is more likely that designers will develop
many systems, and probably for many different types of buildings. Designers may
also face the challenge of developing one system that must be capable of operating
appropriately within many different deployment environments. Gaining access to
deployments for testing is not always possible, particularly if environments are
already operational with users occupying the space on a daily basis. However,
testing ubicomp systems in unsuitable environments can generate misleading results.
Consolvo et al. [30] discuss the importance of evaluating ubicomp systems in

appropriate settings with appropriate test-users.

In the same way that network simulators can assist designers to test different
network configurations, ubicomp simulation tools can assist ubicomp designers to
test different physical configurations and so address the challenge of heterogeneous

environments for testing ubicomp systems.

2.4.3 Appropriateness of System Behaviour

The term unwanted behaviour was first defined by Fahrmair et al. [39] as a new form
of problematic behaviour which arises for a certain combination of user, situation
and environment. Unwanted behaviours are exhibited system behaviours, that are
either perceivable by the end-user or result in an inappropriate situation that is
apparent to the end-user. The challenge lies in the issue that these are not defined
as technical errors and often only result for a certain combination of user, situation
and environment. It is a failure though because under these conditions the system
does not meet the end-user’s needs. The result can be that the system imposes
an unnatural pattern of behaviour on the end-user [30] or can leave the user in a

physically or psychologically uncomfortable situation [110].

The challenge for the designer is that inappropriate situations are not limited
to manifesting within the digital environment. Actuation technology enables

inappropriate situations to also exist in the physical environment. As a result, the
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appropriateness of exhibited behaviour can be subject to the summative outcome of
user activity in the physical environment and actuations stemming from the digital

environment.

In a live test-bed, when a designer is conducting multi-user testing, the designer
cannot physically be in enough places in order to monitor the effects of system
behaviour as experienced by each individual user. An aspect of user observation
approaches, e.g. Wizard of Oz testing [69], is that the designer shadows individual
users. This can provide an opportunity to observe users’ experiences, however there
are practical issues of scale, specifically in terms of the number of test-observers
required. Alternative approaches have used video recordings of live environments,
however again scalability has been identified as a limiting factor in practical terms.
Video recordings generally require annotation in order to make use of the information
contained in the recordings. Consolvo et al. [30] reported on their experience of this
process, during which they found it required eighty-five hours of manual annotation

to process eighteen hours of video footage.

Ultimately, during testing, the challenge of determining the appropriateness of
system behaviour stems from the physical-digital boundary that exists between the
situation experienced by the end-user in the physical environment, and the digital
environment of the ubicomp system. This is exacerbated by the issues of scale and

the distributed nature of both the physical and digital environments.

2.4.4 Unanticipated Situations

In a discussion on Robin Milner’s paper on ubicomp [76], Chalmers [107] addresses
the issues of the unanticipated and unexpected. According to the ubicomp paradigm,
users are not trapped in the confines of procedural tasks with the purpose of reaching
an end goal. The spatio-temporal freedom introduced by mobility and embedded
sensors means that computing is living with users and not just operated by users.
As a result, there is wider scope for user behaviour to impact on system output.

Davies et al. [34] also note the difficulty in trying to anticipate user behaviour and
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user acceptance in advance in order to deliver well-designed systems.

Scenarios are a well established medium to describe how a computer system might
be used. For desktop applications the user generally follows a sequence of steps to
achieve their goal, e.g. to open a document, start a print job or visit a website.
Scenario-based approaches are useful, in this case, for capturing how a user might
interact with the system. There are a clear set of steps from start to finish with
a clearly defined goal. However, scenarios are inherently rigid in their procedural
definition. Tang et al. [111] note that prediction-based design approaches will be
more complex and often ineffective when used for ubicomp systems because of the

unknown factors.

Chalmers asserts that although it is possible to put forward definitions of correctness
for ubicomp applications, it is not yet possible to incorporate the unanticipated.
Although Chalmers does not explicitly state it, the inability to account for the
unanticipated during testing means that it is difficult to guarantee completeness in
testing. The designer cannot be expected to anticipate every situation that will arise
and write a scenario to describe it. A research challenge exists in terms of finding
approaches that will assist designers to deliver robust applications in the face of the

broader input-output scope.

It is proposed here that the spontaneous interaction that is characteristic of
ubiquitous computing, as discussed in the literature [8,9,65], could be tested using
situations rather than predefined scenarios. In fact, situation was used as an
early synonym for context, as discussed by Dey [35]. The reactive and adaptive
nature of ubicomp applications means that it is more difficult to define a goal
and the sequence of steps that lead to it. Additionally, work by Henricksen and
Indulska [51], Nishikawa et al. [80] and Clear et al. [28] have made contributions
towards formalising the specification of situations. However, despite the trend
towards discussion of contextual situations in the literature, few application design

tools have incorporated situation-based testing as well as scenario-based testing.

It is worth noting at this point a distinction in two aspects of unanticipated

situations, these are wunanticipated situation specifications and wunanticipated

25



situation instances. A situation specification is a general definition of a situation,
for example using logical operators to combine variables that represent contextual
attributes. A situation instance is an occurrence of a situation specification at
run-time for a specific user, location or other environment state. For the purpose of
discussion in this thesis, and specifically in reference to Fahrmair et al.’s definition
of unwanted behaviour [39], it is the latter of these that is referred to when the term

unanticipated situation is used.

2.4.5 Traceability of Causal Relationships

Closely linked to the challenge of testing the appropriateness of system behaviour,
is the difficulty in trying to trace the causal factors leading to specific inappropriate
situations. Huebscher and McCann mention this challenge specifically for context
aware systems that react to the environment [55], noting that tracing areas of poor
performance is often difficult. Tang et al. [111] mention traceability as an open issue
even when limited to the digital environment, through analysis of logged device

events and interactions.

As previously mentioned, situations that arise in the physical environment are
the summative effect of user activity in the physical environment and system
behaviour originating in the digital environment. The physical environment is not
fully connected or integrated with the computing system, and so designers cannot
automatically trace relationships between cause and effect across this boundary.
It is the complexity of relationships between user activity, spatial and temporal
relationships, and the situations that arise as a result of exhibited system behaviour,
combined with the loose coupling between physical and digital environments, that

make traceability difficult in ubicomp deployments.

Traceability for ubicomp systems is often cited in relation to privacy. Weber et
al. [116] refer to it as “attributing events and actions to those who cause them”.
However, during testing, when attempting to uncover problematic and unwanted

behaviour, the aim is not to ascribe blame by identifying who caused a problem.
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Instead, Weber et al.’s definition is generalised and traceability is referred to as
attributing events and actions to that which caused them. Events and actions refer

to behaviours exhibited by a system at run-time.

Tools are needed that can analyse the causal relationships between physical and
digital events so that a full set of causal factors can be established even in the face

of the challenging conditions of ubicomp deployment environments.

2.4.6 Summary of Challenges

This discussion on the challenges faced by ubicomp designers during testing
and evaluation of ubicomp systems focused on the subset of systems that are
action-based. Action-based systems perform actions based on a user’s current
contextual situation but without requiring explicit input or instruction from the
end-user. These systems are also capable of performing actions in the physical
environment through the use of distributed actuators. For these reasons, this
discussion on challenges focused on the general, long-standing issues of scale and
heterogeneity, which are directly linked to implicit inputs and outputs that are
distributed in the physical environment. Scale refers to the quantity of devices and
users, the amount of physical space and the duration of a ubicomp system test.
Heterogeneity was discussed in terms of the types of devices and context sources in
physical environments, as well as the different types of deployment environments in

which a ubicomp system can be expected to operate.

Additionally, challenges that are more specific to testing and evaluating action-based
systems included the difficulty in determining the appropriateness of exhibited
system behaviour, anticipating the many situations a system will encounter, and
tracing the causal factors behind inappropriate situations. In terms of identifying
inappropriate situations, it is difficult for the designer to monitor the distributed
environment, particularly as tests scale to larger environments and greater quantities
of users which in turn increase the complexity of testing. The mobile, embedded

style of ubicomp has freed users from the desktop providing more freedom for user
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activity to impact the effectiveness of system behaviour. This less-bounded scope
however, makes is difficult for the designer to anticipate the many situations that
the system will encounter post-deployment. Finally, the loose coupling of inputs and
outcomes, combined with their existence across the physical-digital boundary, makes

it difficult for the designer to trace the causal factors leading to specific outcomes.

2.5 Chapter Conclusions and Summary

This chapter began with a discussion of the key areas closely related to ubiquitous
computing, including mobile computing, pervasive computing, context-aware
computing and ambient computing. Each term was grounded in a background review
of the literature and was defined with reference to how these terms will be used in
this thesis. The focus of this thesis is primarily on ubiquitous computing, which
was defined as: wubiquitous computing refers to environments that feature mobile
computing, pervasive computing and context-aware computing, in order to support
systems that react or adapt in response to changing conditions and situations in the

environment, with the over-arching aim of meeting end-user needs.

This was followed by a discussion on design issues in ubicomp systems, with emphasis
placed on the issues central to the motivation and research question for this thesis,
i.e. those surrounding the strong dependency between users, physical space, system
behaviour, the temporal domain, and the appropriateness of situations arising
in the environment. This part of the discussion also investigated categories of
context-aware systems and defined the category of action-based ubicomp systems,

which is the main focus of this thesis.

The third and final section of this chapter looked at the challenges related to
testing and evaluation of action-based ubiquitous computing systems. These
included scalability, heterogeneity, unanticipated situations, appropriateness of
system behaviour, and traceability of causal factors. Scalability and heterogeneity
are long recognised challenges associated with designing ubicomp deployment

environments. Simulation has repeatedly been demonstrated as a useful tool in
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addressing these issues, for example in AmISim [46], UbiREAL [80], QuakeSim [21]
and UbiWise [13].

The challenge of unanticipated situations stems from the combination of
context-awareness and mobile users, which together mean that ubiquitous
computing applications are more exposed to the spontaneous and sometimes
unpredictable nature of user behaviour, than other computing paradigms have been.
In light of this, it was proposed in this chapter, that a situation-based testing
approach could provide a potential alternative to scenarios when testing the reactive

and adaptive behaviour of ubicomp systems.

Assessing the appropriateness of system behaviour is challenging because the effects
are not always bounded or tightly coupled to the digital environment. The designer
must assess the appropriateness of situations that can encompass both physical and
digital environment state. An additional challenge lies in the distribution of the
users and devices affected by system behaviour, throughout a physical deployment
space. Traceability of causal factors is challenging because of the loose coupling

between cause and effect across the physical-digital boundary.

2.5.1 Chapter Summary

In summary, this chapter narrowed the scope for this thesis to action-based ubicomp
systems, with particular focus assessing the appropriateness of exhibited system
behaviour. The next chapter investigates the state of the art in testing and

evaluation tools which have made contributions to this area.
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Chapter 3

State of the Art

3.1 Introduction

Tools and approaches for testing and evaluating ubiquitous computing systems
remain active research issues, as noted by Tang et al. [111]. For this reason, a broad
set of tools, suitable for testing action-based systems, are included in this review.
The tools highlight the benefits and limitations of various approaches, as well as
illustrating some of the current open issues, particularly for early stage testing of

action-based ubicomp systems.

A comparison framework has been devised as an instrument for comparing tools
included in this survey. This framework is defined in order to highlight the
contributions, benefits and limitations of each tool, specifically in relation to testing

and evaluating action-based ubicomp systems.

In support of the survey and prior to commencing the survey, a review of
models to support these tools is discussed. This review looks at models for
situation specification with a view to supporting the situation-based testing
approach. Following this, the review looks at models that can represent the design
considerations, which were defined in the last chapter, including user activity and

the physical environment.

This chapter begins with the review of modelling approaches that can support
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ubiquitous computing testing and evaluation tools. This is followed by a definition
and discussion of the comparison framework. The final sections of the chapter
present the survey of tools, test-beds and other approaches, along with a tabulation

of the comparison framework and an accompanying analysis.

3.2 Models for Situation-Based Testing

This section discusses modelling approaches suitable for supporting a situation-based
testing approach. The first part of this section looks at situation specification
to support situation-based testing. In the remaining subsections, the discussion
addresses the issue of design considerations, which were defined in the last chapter as
the entities or aspects of the environment that impact the state of the environment,
but that cannot or should not be forced to change in order to resolve problematic
behaviour, i.e. the physical structure of the building and the natural activity or
work-flow of users. To address the design considerations both location modelling

and activity modelling will be discussed.

3.2.1 Situation Modelling

Dey was among the first to refer to situational abstraction [35]. He described it as a
level above widgets, interpreters and aggregators, i.e. in current terms a level above
the context management system. Dey’s motivation in defining the term situation
was to support context-aware designers to focus on the ‘heart of the design process’.
He proposed that a tool which focused at the situation level would free the designer
of lower-level concerns, so the designer could focus on the features, reactions and

adaptations for the ubicomp system.

Bettini et al. [17] provide a diagram which illustrates Dey’s references to the situation
level. For clarity, their diagram has been reproduced here in Figure 3.1. The diagram
illustrates the three layers of abstraction for sensor data and context, which Bettini et

al. define. At the base of this triangle is low-level context information, which is data
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in its least processed form, direct from the source, e.g. sensor outputs. The middle
layer is characterised by some semantic interpretation, while still formatted in such
a way that the data is composable and reusable. Finally, the top layer, situation

relationships, is most closely aligned with Dey’s description of the situation level.

Bettini et al.’s definition of the situation level refers to situational relationships as a
collection of situations. Dey refers to a situation as a collection of states. Although
the language is different, the fundamental meaning is the same. Both are describing

a highly abstracted level of context which is heavily focused at the application layer.

A definition of relationships between
Situation situations (e.g. temporal)

level of Relationships

abstraction
re-usable semantic interpretation of

High-Level Context low-level context information

Low-Level
Context Information sensor-based cues

Figure 3.1: Bettini et al.’s diagram of the layers of context [17].

Henricksen and Indulska [50] were among the first to formalise Dey’s early definition
of situation abstraction in their work on the Context Modelling Language (CML).
CML provides a formal example of a situation specification model, which uses
predicate logic to describe the relationships between fact types (information) from
the deployment environment. CML provides constructs to describe context for
the purpose of prototyping and fine-tuning context-aware applications, and so can
model metatdata as well as contextual information. Although this means that CML
extends beyond situation specification, it is fundamentally relevant to situation

specification.

CML is based around information tuples, which aggregate information through
the use of logical expressions. The main fact types defined by CML are Person,
Dewvice, Activity and Location. CML also defines some fact types for communication
resources in a ubicomp environment, however this issue was ruled out of scope in
the background chapter, so within the bounds of this thesis, these fact types are

not discussed. In terms of relationships CML defines located at (i.e. containment
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or physical coordinates), located near (i.e. proximity), engaged in (i.e. a user’s
relationship to an activity) and permitted to use (i.e. resource permissions). CML
also makes use of logical relationships including A (and), V (or), = (not). This
combination enables CML to address both logical and spatial relationships in

situation specifications. Henricksen and Indulska define a situation (S) as:

S(v1y...,v,) 0 @
where
{v1,...,v,} = Set of free variables

¢ = Logical expression

Clear et al. [28,27] have completed work on situation specification to support their
work on SituVis, a visualisation tool for situational analysis. SituVis provides
intuitive views of situations specifications, using Parallel Coordinate Visualisation,
which plots discrete pieces of information on a set of parallel vertical axes, each axis
representing a type of context. As part of this work, Clear et al. developed a formal

definition of a situation specification:

A situation specification consists of one or more assertions about
context that are conjoined using the logical operators AND (A), OR
(V) and NOT (—). Assertions may comprise further domain-specific
expressions on context, given that the required semantics are

available.

This provides the formal language required in order to chart situational data.
Additionally, it takes steps beyond previous efforts by contributing towards formally
differentiating between interpreted context and a situation specification. The work
by Clear et al. is not limited to situation specification. This work also looks at the
relationships that can occur between situations, i.e. in terms of overlap between
situations or situations that subsume other situations. In this way SituVis enables
evaluation and analysis of situations with a view to uncovering potential conflicts,
and so affords designers an opportunity to gain better understanding of the situation

space.
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Nishikawa et al. [80] use a computation tree logic (CTL) approach to situation
specification, in their tool UbiREAL. Their aim is to validate a system
implementation using a specification defined in CTL. Using this approach, Nishikawa
et al. use multiple situation specifications together to define a service specification.
To achieve this, it is necessary to create a formal situation definition that can be
used with the CTL language. The authors define the state of the environment (U)

as a tuple (R, D), where R is the set of all rooms and D the set of all devices, as

follows:
U= (R,D)
where:
R={ry,...,m}

D={d,...,d,}

Within these definitions, ; € R has attributes: position (pos), shape and size (base),
capacity (cap), temperature (temp), humidity (humid), heat capacity (heatcap),
illumination (éllum), and acoustic volume (vol). Attributes are denoted as r;.temp,
using temperature as an example. d; € D has attributes: room (r), position in a
room (pos), and state (state). Attributes for devices are denoted in the same way,
for example d;.r denotes the room attribute of device dj, i.e. the room in which the

device is deployed.

In addition to specifying the environment, Nishikawa et al. use CTL to define a
situational system specification. This specification is rule based, where the set of
rules, AP = {ly,...,l,}, define the system. Each rule is comprised of a condition
and an action, i.e. [; = (¢;, ;). The authors have not provided a full list of operators,

however they use examples such as the following as illustrations:

(Exist(uy,r1) A28 < ri.temp A70 < ri.humid, Aircony.on(24,60))

This example specifies that when user u; is in room ry, and temperature and
humidity are more than 28C and 70% respectively, Aircon; should be switched
to 24C, with humidity at 60%.
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Based on this discussion it can be seen that situation models must address the
attributes of and relationships between users, entities and locations. This falls in
line with Dey’s early discussion on situational abstraction in which he recognises

these as the basic elements of a situation [35].

3.2.2 Location and Spatial Relations Modelling

Location information was identified as one of the earliest forms of context by Schilit
et al. [98], in their paper that describes an approach for dynamic customisation of
mobile applications. Their discussion for intelligent adaptation of these services was
largely based on location information and spatial relations, motivated by the fact
that as a user moves the set of resources available in their surroundings changes.
Potts et al. [89,90] were among the first to demonstrate the relevance and importance
of location information during the design cycle for applications, in their work to
design an online diary scheduling system. More recently, Dias and Beinat [37]
showed that enhancing context-based action applications with location information
can increase user acceptance for certain types of applications, particularly in the

tourism industry.

Often for context aware applications, it is not enough to know the Cartesian
coordinates of an end-user. Embedded, mobile, context-aware computing needs
to be able to reason about the relationships between users, devices and the physical
world. In this respect, it is necessary to differentiate between spatial and location
information. Location information can describe the current circumstances of a user
or device. Spatial information enables the system to put relative meaning on that

location information in order to really benefit the user.

Location Modelling

Broadly speaking, location information can be classified and modelled as physical
(geometric) or symbolic information, as discussed by Becker and Diirr [15], Satoh

[95], and Bettini et al. [17]. Summarising their discussions on this topic, these types
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of location information can be described as follows:

Physical location models also referred to as geometric coordinates, represent
location as geometric information, i.e. points or areas in a geometrically
defined space, for example, the position provided by the Global Positioning
System (GPS). Geometric calculations can be performed on physical location
information, for example to calculate the distance between two points or
containment of a point in a geometric area. For context aware systems, these
geometric and geographical models are generally useful for performing the

mapping between map data and GPS sensor data.

Symbolic location models also referred to as symbolic coordinates, represent a
point or zone by an identifier, often in human readable form and providing
semantic information e.g. building name, embedded/fixed device ID or cell
ID. Symbolic location models require some knowledge of the relationships
between locations in order to infer location information about objects in the
environment. For example, a WLAN access point can be defined as being
contained (installed) in a specific room, which creates an explicit relationship
between the access point object and the physical space. On the other hand,
a mobile device connected to this access point has an implicit proximal

relationship to that part of the physical building.

Spatial Modelling

Becker and Diirr [15] identify four categories of location model including set-based,
hierarchical, graph-based, and combined graph and set-based. Set-based models do
not define relationships that exist between locations, however both hierarchical
and graph-based models can represent this information. Graph-based models are
well-suited to navigation tasks, i.e. finding a route between two points. Hierarchical
models on the other hand are well suited to representing containment and so
naturally lend themselves well to modelling the structure of a building, many

examples of which can be found in the literature [57,25,11,95]. These are discussed
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in the remainder of this section.

Lertlakkhanakul et al. [68] note that this hierarchical containment relationship is
also pertinent to user perception. Occupants of a building do not perceive the space
in terms of the mathematical morphology, instead human perception of space is
hierarchical across places, people and things. This is corroborated in the studies by
Lynch [73], which observed that errors in human cognitive maps of the environment
are most frequently metrical and rarely topological. Since the focus of this thesis
is on indoor environments, this section on spatial modelling focuses on hierarchical

and hybrid hierarchical models.

Jiang et al. [57] proposed the AURA Location Identifier (ALI) model, a hybrid
location model, which aimed to combine the benefits of both hierarchical modelling
and physical location information. ALI features three types of location, space,
area and point. A space is a physically demarcated location, e.g. a room or a
floor. An area is a virtual space defined for specific technology or applications,
e.g. the area covered by a particular wireless access point. A point is defined as
the location of an object in the environment, e.g. the position of a user or device.
ALI also features a set of operators that can be applied to locations, including
distance, contains and within. The distance operator stems from physical location
modelling by computing the distance between two points. The contains and within
operators stem from hierarchical modelling and can be applied to a hierarchical
space tree model, in which each node corresponds to an actual space in the physical
environment. Each node in the tree has a set of associated geometrical attributes,
which provide additional information about shape, area, volume, origin and spatial
orientation. These attributes mean that the model is not limited to the containment

relationship of a pure hierarchical model.

Chen et al. [25] provide one of the early and well-cited formalisms for the hierarchical
containment relationship in their ontology for context-aware pervasive computing
environments. In their paper, the authors define two subsumption relationships as
spatiallySubsumes and isSpatiallySubsumedBy. These relationships can be applied

to places (locations) that are atomic or compound, with the restriction that the
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cardinality of atomic places for the spatiallySubsumes relationship is zero. Chen
et al. acknowledge that the implementation of their model is limited to focus on
aspects of the environment that is of interest to their research. For example, they
note that they chose to model a room as an atomic location, but acknowledge that
other research may require finer granularity. Chen et al.’s model is an example of a

pure hierarchical model.

Bandini et al. [10, 11] identified three fundamental spatial relations, which they
consider key to ubiquitous computing systems, namely proximity, containment and
orientation. They refer to this as their Commonsense Spatial Model to distinguish
it from more mathematically based models. In their approach to modelling they
specifically aim to address the target physical deployment environment and the
components of the ubiquitous computing system. Bandini et al. define proximity

as:

Two places are said to be proximal if it is possible to go from one

to the other without passing through another place.

Although proximity by distance is not directly modelled by hierarchical models, this
definition can be supported. Becker and Diirr [15] noted that hierarchies can be used
to compare the distances between positions by considering the smallest spaces in the
hierarchy. Objects or positions contained by smaller spaces can be considered closer

to each other than positions contained by larger spaces.

Bandini et al. define orientation in terms of four cardinal points, North, South,
FEast and West. While proximity and containment are measures of relative position,
orientation is different in that it can also be defined as an absolute in terms of
the physical space coordinate system. However, regardless of whether a physical
or relative measure is used, either approach requires a hybrid variation of the

hierarchical model.
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3.2.3 Activity Modelling

Ubicomp simulators, particularly those that feature 2D or 3D visualisations of the
environment, often provide either user controlled bots [14,21] or simulation driven
bots [59,105] in the environment. To operate user controlled bots, a human must
drive a bot’s behaviour, often through standard PC controls. For simulation driven
bots, artificial intelligence (AI) or multi-agent based simulations (MABS) are used to
generate believable user activity. Re-use of existing simulation engines has generally
been acceptable. Examples include the work by Serrano et al. [105] who built Ubik
on MASON!, Jouve et al. [59] who created DiaSim as an extension to Siafu?, Bylund
and Espinoza [20,21] who created QuakeSim as an extension to Quakelll Arena®
and Barton and Vijayaraghavan [13] who built UbiWise on QuakeSim. Although the
latter two of these simulators do not implement activity models, they still need to
make use of related features such as velocity and collision detection for avatars. The
discussion in this section assumes that low-level simulation concerns, such as the

physics, navigation and collision detection, are handled by the simulation engine.

Song et al. [109] acknowledge the importance of the spatio-temporal relationship in
their modelling approach for tracking the location of complexly moving objects, i.e.
those objects that can manifest both random and linear movement patterns. Their
model is fundamentally based on a travelling pattern that users are either moving
or paused. Moving refers to the time when the user is moving between destinations.
Paused refers to the time when the user is at their destination. Song et al. based

this on a number of observations including:

e A mobile subscriber mainly switches between two states, stop and move.

e The majority of objects in the real world do not move according to statistical

parameters, but instead with intent.

'MASON: Multiagent Simulation Toolkit, http://www.cs.gmu.edu/ eclab/projects/mason/
(Accessed 15" November 2010).

2Siafu: An Open Source Context Simulator, http://siafusimulator.sourceforge.net/ (Accessed
15" November 2010).

3Quake III Arena, http://www.idsoftware.com/games/quake/quake3-arena/ (Accessed 1
November 2010).

5th
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e Mobile objects can be grouped by class, which shares common characteristic

of maximum speed, e.g. pedestrians, bikes and cars.

e Motion has random and regular parts.

It is the first two items on this list that are most interesting for this thesis, since they
are highly relevant to situation or scenario descriptions. The latter two are more
relevant to algorithms for sensing technologies which need to efficiently track users
in the environment. In implementing activity models for simulation-based ubicomp
test-beds and tools, particularly those that address the spatio-temporal relationship,
a number of research projects have demonstrated success with high-level models that

use ‘hotspots’ [55] or ‘states’ [45].

Huebscher and McCann [55] proposed a simulation-based test-bed using a model
of contexts to test the context logic of a context-aware application. Their activity
model is a high-level description of common activities, e.g. get out of bed, get dressed
and go out of home. To create a simulation, the designer associates these activities
with hotspots in a 2D map. When an avatar executes an activity, it moves to the
associated hotspot and takes a defined time (At) to arrive there. This simulated
user activity drives context generation suitable for testing context-aware application

logic.

Garcia-Valverde et al. [45] make use of the MASON engine which handles the
low-level concerns such as simulating velocity and speed in movement. These
researchers add a state-based transition model of user behaviour on top of the
MASON engine which uses probabilistic models of human behaviour. States are
divided between basic states, states with memory and states without memory. The
basic state is the primary activity for an agent, i.e. the state that the agent will
spend most of their time in during the day. Agents move between the basic state
and other states according to a probabilistic model based on the time since a specific
state was last entered, i.e. an agent which has just had a break is likely to wait a

while before taking another break.

Scourias and Kunz [102] found that when simulating mobile computing
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environments, fully random mobility models perform poorly compared to models
that more accurately represent user activity, such as activity based modelling. This
corresponds with Song et al.’s [109] observation that user mobility generally adopts
a move-pause pattern, and users tend to move with intent, i.e. their behaviour is not
random. The study by Scourias and Kunz was motivated by the observation that
the profile of mobile computing users had changed since random models were first
used. They note that early mobile computing was largely adopted by users who
were continuously mobile. However, wider adoption of the technology has meant
that it is now used by users who are often stationary, which changes the movement

pattern.

Tabak and de Vries [110] note that there is a current trend towards activity
based modelling for human behaviour in building usage simulation. Activity based
modelling aims to approximate simulations more closely to real user behaviour. Hoes
et al. [53], in their results on energy simulations for smart buildings, indicate that
user behaviour should be assessed in greater detail, specifically targeting individual
buildings and their intended occupants. This fits well with an activity-based
modelling approach, because activities are often associated with specific locations in
buildings. For example, to post a letter a user needs to go to a mailbox or mailbag,
to get a coffee a user needs to go to a coffee machine, or to collect a printout a user

needs to go to the printer.

3.2.4 Summary of Modelling Approaches

This section discussed current modelling approaches for situations, environment and
activity. Situation modelling is important in order to assist designers and developers
to gain greater understanding of the relationships that comprise situations in a
ubicomp environment. Situation modelling is seen at the core of work by Henricksen
and Indulska [50], and by Clear et al. [28]. Both groups have developed approaches
to support specification and exploration of situations. Tools which aim to support
exploration of situations, fundamentally need to be able to clearly, formally and

logically define situations.
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There are two aspects to modelling location information about the physical
environment, location modelling and spatial relations modelling.  Location
information refers to a place and can be represented as either physical coordinates
or symbolic information. Spatial relations provide the relationships between places
or zones in the environment. These relations are important, not only for describing
the static relationships between two or more places, but also the dynamic spatial

relationships between users, entities and places.

Finally, activity modelling is an important feature of simulation-based tools for
ubicomp, particularly in terms of mobility in the environment. While fully random
mobility models perform poorly for simulating mobile computing environments,
activity based models which make use of hot-spots or activity states can provide
a more realistic simulation. Tabak and de Vries [110] noted the trend towards

activity based modelling particularly for building occupant mobility patterns.

3.3 Comparison Framework Definition

The remaining sections of this chapter present a survey of tools and test-beds
for action-based ubicomp systems. Prior to commencing the survey, this section
defines a comparison framework, which has been created as an instrument for this
thesis to compare the contributions made by the tools that are reviewed in the
survey. The comparison criteria are based on the findings from the background
chapter, which identified a set of challenges related to testing and evaluation
of action-based ubicomp systems. These included scalability, heterogeneity,
unanticipated situations, appropriateness of system behaviour and traceability
of causal factors. Additionally, general design and testing issues such as cost,

reusability, extensibility and repeatability also feature in the framework.

The following sections discuss the framework in more detail and identify and define
the key criteria. The comparison framework is revisited at the end of the chapter, in
a charted format, to summarise the contributions of the tools reviewed in the state

of the art survey.
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3.3.1 Tool Design

The Tool Design category refers to the design and function of each of the reviewed
tools. Generally speaking reusability and extensibility are important traits because
they increase the applicability and usefulness of the test environment. Reusability
of the environment and its resources lowers the amount of investment required,
while reusability of complex configurations lowers the amount of time that must
be invested. FExtensibility of the test environment is important since it provides
the opportunity to address emerging technologies and is generally beneficial for

improving the capabilities of the tool.

Tools that support application testing must provide access to sources of context,
either simulated or real. Context generation should at a minimum address some
aspects of user, entity and location information in order to support thorough
ubicomp application testing. Finally, toolkits and testbeds differentiate the purpose
of each tool. Prototyping toolkits facilitate rapid conversion of ideas into interactive
system implementations. Test-beds on the other hand provide instruments to

facilitate testing prototype implementations.

3.3.2 Deployment Environment

The Deployment Environment category refers to the physical deployment
environment, simulated or real, used in the design process. Scalability refers to
the extent of the physical space and the number of devices and users that can be
accommodated during testing. Heterogeneity refers to diversity both in context
sources and in terms of the types of physical environments that the design tool can
support. Configurability refers to the ease with which devices and physical spaces
can be (re-)configured. Environments that are configurable are more flexible and will
lend themselves to a wider range of testing. Fidelity of the physical environment
refers to the visual realism of the physical environment. Finally, low investment
refers to the resources, man-hours and financial investment required to run a test

for each of the approaches.
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3.3.3 Testing

The Testing category refers to each tool’s run-time analysis capabilities.
Repeatability is useful for resolving problems because it enables the designer to
re-run exact sequences of events in order to conduct further inspection. Scalability
of time refers to the duration of a test that can be conducted. Since ubicomp
applications are often required to run continuously, co-existing with users, it is
worthwhile to conduct long running tests. Facilitating spontaneous or unanticipated
situations to arise, particularly through user activity, is beneficial because user
behaviour is often a primary factor behind unanticipated effects of technology. The
two monitoring subcategories refer to a tool’s ability to assist the designer to monitor
all aspects of the environment. Automatic monitoring is more desirable for thorough
analysis throughout the deployment environment. Visual monitoring is beneficial
because the designer can use human reasoning to watch for issues that an automatic
monitoring tool might not be programmed to detect. Finally, the spatio-temporal
relationship is included in this category because the temporal relationship only

manifests at run-time.

3.3.4 Evaluation

The FEvaluation category describes issues associated with testing and assessing a
ubicomp application. It is also the category that contains most of the identified
emerging needs and open issues.  Technical effectiveness refers to testing a
ubicomp deployment to determine that it produces intended outcomes. Situational
appropriateness refers to investigation of the design of a ubicomp system to
determine that it produces outcomes which are appropriate to specific situational
instances.  Traceability of causal factors refers to the ability to trace causal
relationships, both physical and digital, in order to determine the factors behind
problematic behaviour. Structured feedback refers to the need for informative
evaluations that can complete iterative prototyping cycles in order to support design

refinement.
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3.3.5 Summary

This section presented a comparison framework, which has been devised with specific
focus on testing action-based ubicomp systems. In real terms, the framework
represents a niche area of testing and evaluating ubicomp systems. This is primarily
because the complexity and many dimensions of ubicomp systems make it difficult
for any single tool to be all-encompassing. Factors which have already been ruled out
of scope for the thesis are not included in the framework. The framework is intended
to provide criteria to compare the contributions made by each tool in terms of the
challenges central to this thesis. It is not intended to provide a ranking of these tools
by merit because many of the surveyed tools have additional aspects and features
that are outside the scope of this thesis, and so are not addressed by this framework

definition.

3.4 Survey of Live Test Environments

Live test environments enable applications to be tested in a real physical deployment
that is appropriate to the application being tested. These are high fidelity test
environments in which conditions can be approximated with high accuracy while
still maintaining some control over tests. It was considered important to include
live test environments as part of this survey because testing under these conditions
has provided evidence of delivering well designed ubicomp applications, for example

in the Labscape project [30].

Three live test environments are reviewed in this section, which provide well-cited
examples of both live test-beds and a live test-environment. The Aware Home
[62] and Ubiquitous Home [121] provide examples of live test-beds, i.e. ubicomp
deployments dedicated to testing and evaluation, and designed for reuse. Labscape
[30] on the other hand, provides an example of a live test environment in which
a ubicomp system was developed by conducting testing in the target deployment

environment.
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3.4.1 Aware Home

Description

The Aware Home [62] is a living laboratory project (live test-bed) based at the
Georgia Institute of Technology. The Aware Home is a purpose built environment
consisting of two identical floors (3 bedrooms, 2 bathrooms) and a basement which
focus on a domestic setting. The motivation for including two identical floors is
to support parallel prototyping and experimentation, where experiments involve
monitoring live-in occupants. Included as part of the design are dropped ceilings,
conduit through walls and floors as well as indirect, diffuse lighting with low-sheen
floors for working with computer vision technology. The aim of the Aware Home
is to investigate sensing technologies that automatically observe inhabitants using a
variety of sensing technologies including video, audio, motion and load (weight per

floor tile).

The Aware Home has investigated a range of technologies and applications.
Location-tracking has been achieved both at room level granularity (PowerLine
Positioning) and through a self-contained solution for precise indoor
location-tracking (7TrackSense).  Applications focus on improving the living
conditions and lifestyle of the occupants. For the elderly, applications promote
social well-being and independent living such as the Digital Family Portrait which
help keep older family members connected with relatives. For parents and families,
applications focus on improving efficiency in domestic tasks, family well-being and
making home life more enjoyable. The Cook’s Collage helps the family ‘cook’ to
resume food preparation after an interruption, e.g. to help with homework or take

a phone call.

Analysis

In the literature this project is also referred to as the Aware Home Research
Initiative (AHRI) [63] and the Broadband Institute Residential Laboratory [3] which

is indicative of the wide range of research challenges that the project aims to address,
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i.e. ranging from domestic lifestyle to optimal home connectivity. As with all living
laboratories the Aware Home is a high fidelity approximation of home life. Access to
high fidelity test environments enables these researchers to form deep understanding
about how users interact with the environment in order to best inform the design of
emerging ubicomp applications. In terms of building size, the Aware Home is well
suited to its purpose. The relatively small size of the living quarters would make
it easier to perform detailed analysis of activities in the home since it will produce

more targeted data sets.

The limitation of the Aware Home is that it is best suited to domestic situations.
Researchers interested in outdoor or large-scale deployments, such as those required
in office blocks, will need to use an alternative testing approach. Also worthy of
mention is the difference in behavioural patterns and environmental control that
occupants of a domestic situation have compared to occupants of a shared working
environment. Occupants of working environments spend long periods of time there
but with less control over how the environment operates. Usually a facility manager
controls the policies that dictate how the environment operates and as such it can
be expected that the behaviour of occupants in a domestic setting and formal work

setting will be different.

The Aware Home is a sophisticated project and test-bed which contributes
significantly to deep understanding of user behaviour in domestic environments.
However, it has required significant investment, in terms of both time and resources,
and despite this, still faces limitations in terms of the diversity of deployment
environments that can be approximated using this test-bed. The Aware Home’s
strengths lie in the fidelity of testing that can be achieved, which in turn means
that true unforeseen situations can arise. However, there is a potential limitation in
terms of identifying and analysing these situations due to the use of video analysis,

and the issues of scalability in testing when using this approach.
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3.4.2 Ubiquitous Home

Description

The Ubiquitous Home is another real-life test-bed for home services [121]. It is
constructed at the Keihanna Human Info-Communication Research Center building
at the National Institute of Information and Communication Technology in Japan.
The test-space contains spaces for living, working, cooking, cleaning and sleeping.
The technology in the space includes cameras, microphones, floor pressure sensors,
infra-red sensors, two RFID systems, accelerometers, speakers and wall-mounted
displays. Robots are an additional feature and are treated as appliances by
connecting them to the home network so they can be accessed as a home service.
Two types of robots are included in the space. The Ubiquitous Computing Home
(UCH) is a monitoring robot that observes occupant context but does not interact
with occupants. Phyno, on the other hand, is an active or conscious robot with a
natural language interface so that occupants can interact with it. The humanoid
shape of Phyno and natural language interface is designed so that all family members

from age 3 and upwards can interact with Phyno.

The Ubiquitous Home supports a number of applications that have been developed
for occupants of the space. These include automatic notification systems, gentle
wake-up calls and intelligent entertainment systems. In a paper on daily living [77]
the authors propose three objectives for the space that focus on occupants’ feelings,
behaviour and the usefulness of context-aware systems in sensor based homes. The
authors report initial findings collected from experiments in which five families have
lived in the Ubiquitous Home for a duration of two weeks each. The key findings
were: (1) that occupants are initially very aware of sensors but after three days
adapted to living with sensor-driven applications; (2) occupants reported frustration
trying to live with Phyno when the robot could not understand their instructions;
(3) occupants reported finding it difficult to form a mental classification of Phyno,
i.e. human, pet or robot;(4) occupants found it psychologically easier to be watched

by Phyno than by an anonymous background entity in the environment.

48



As well as investigating the applications that support these living environments,
the ubiquitous home is conducting research into the management of information
using a distributed environment action database system. The apartment has its
own Network Operating Center (NOC). The Ubiquitous Home includes spaces in
both the ceiling and floor as well as behind-the-scenes corridors that experimenters

can access for machine installation and cabling.

Analysis

The Ubiquitous Home is a similar project to the Aware Home, both in terms of
the research objectives and the execution of the project. As such, the benefits and
limitations of the test-bed are similar to those already discussed for the Aware Home.
Physically the two test environments are very similar. The Aware Home is slightly
larger including more bedrooms and bathrooms than the Ubiquitous Home. Both
test-beds have custom designs to facilitate deployment and installation of sensor

technology.

The primary difference between the two projects is the investigation conducted in the
Ubiquitous Home into the personal relationship between occupants and the ‘home
computer’. The active or passive nature of context-aware systems in the future may
well impact on the acceptance of these technologies. Occupants that feel helped
rather than watched are more likely to be accepting of this presence in their home.
The Ubiquitous Home has a valuable contribution to make in this area, including the
comparison between passive, active and humanoid robots, and the understanding

that is gained through the experiences of occupants living with these robots.

Overall, the Ubiquitous Home provides a significant contribution in terms of gaining
deep understanding about how users behave in smart homes, which is similar to the
Aware Home. Ubiquitous Home is differentiated by the mother-child metaphor that
it has adopted, under which occupants are looked after by robots, affording analysis

of the relationship between users and context-aware robots.
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3.4.3 A Ubicomp Environment Study: Labscape
Description

Labscape [30] is a custom ubiquitous computing deployment and so differs from
the previous examples in that the environment is not reusable for testing different
prototypes. The authors, Consolvo et al., are particularly interested in methods of
evaluation that can be used on ubicomp deployments to confirm that the technology
is not disruptive to a user’s natural work patterns. The objective of the project is to
use a domain specific live deployment as a medium to demonstrate the strengths and
weaknesses of different user study techniques when applied to ubicomp systems. The

Labscape application is designed to support work flow in a cell biology laboratory.

The authors make use of Contextual Field Research (CFR) (observing users)
and Intensive Interviewing (questioning users) to capture requirements for the
system and inform the design of Labscape. More interesting though is the Lag
Sequential Analysis (LSA) approach used to assess the deployed system. LSA
gathers quantitative data by observing users as they perform routine activities to
determine ordering of tasks and relationships between tasks. Data can be recorded
using pen and paper, however coded video capture can also be used. Video footage
capture must subsequently be coded to represent the activities performed during
the experiment and their temporal duration and sequence. This study collected 18
hours of video data from 10 experiments. Forty five hours and thirty minutes were
spent training five coders to analyse the footage, and eighty five hours and thirty

minutes were spent coding the video.

Analysis

The significant benefit of this style of design are that experiments and assessment
are conducted in the user’s environment using real activities rather than contrived
activities. This results in a tailor made system that is not disruptive and achieves
the biologists goal of minimising the number of movements required by reducing the

number of movements compared to the previous method of completing their work.

50



The authors were able to show that a highly authentic study was able to produce a

well-designed system that meets the needs of the target user group.

The authors also draw a comparison between Labscape and another live deployment
by HP Labs called the CoolTown Exploratorium [64] [42], a ubicomp science museum
project. Consolvo et al. note their observation on the impact of different application
domains on the implementation of the ubicomp system. Since ubicomp is still
relatively immature the research community has yet to learn the impact of differences
in terms of scale and purpose when it comes to ubicomp environments. Different
applications, cultures and social scenes will impact on the implementation and
appropriateness of ubicomp environments. In comparing Labscape to CoolTown
the authors note that for Labscape’s biologists the value is in the record of
the experimental experience, however for CoolTown’s visitors the value is in the
experience itself. The result of this difference led to the development of an implicit
interface for CoolTown and an explicit interface for Labscape. Access to real users
and their environment is a significant benefit in determining an appropriate design

for user interaction.

A significant disadvantage of the LSA approach is the investment required to
extract results, particularly in terms of man hours. This limitation would become
problematic for a large scale experiment, especially as the number of users increases.
Effectively the amount of coding required is a multiple of the number of users in an
experiment, since users can conduct tasks in parallel. Also there is the possibility
that in multi-user experiments, users could unwittingly obscure one another in the

path of the camera’s view leading to incomplete data sets.

There are also some risks associated with this approach. As with many observation
methods there is the problem that users may alter their behaviour because they know
they are being watched. A second risk is that the final design of the ubicomp system
could be highly tailored to the test environment. The risk is that the application
could be over tailored for the test user group and might not be easily reused in other
similar work environments. The authors mention that, at the time of writing, they

were surveying a wider user-group with a view to redesigning the Labscape user
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interface.

Overall, the Labscape project made a significant contribution in terms of
demonstrating the role which user-centric evaluations can play in delivering
applications that achieve the goal of being non-disruptive and that compliment the

natural work-flow of end-users.

3.4.4 Summary Findings for Live Test Environments

Predominant in the reporting for live test environments, is the deep understanding
that these environments afford about how users will behave and interact with
ubicomp environments. In the Ubiquitous Home [121], this was explicitly mentioned
in reference to the occupants preference for a humanoid presence in the apartment,
rather than an all-seeing big-brother style observer, to assist with managing the
home. In Labscape [30], the authors relate that their choice of an explicit user
interface was based on their user study findings about the biologists’ work-flow.
This is central to the contribution that comes from live test-beds, which is to inform

best practice in the design of ubicomp systems.

A limitation of these environments is the cost and investment required to configure a
suitable deployment. It is difficult to determine exact costs for a live test-bed since
no two are alike and costs are generally not reported in the literature. However,
to demonstrate the scale of cost that can be involved in live testing, a Ubisense?
UWB Location Research Package consisting of four sensors and ten tags, is listed at
a price of £17,500 on the Inition website®. Although not all sensor hardware is this
expensive, sensors are not the only cost for these environments. The construction or
purchase cost of a deployment space is also a significant part of the total expenditure.

The house used in the Aware Home project was a custom build for the research.

A second limitation is the time and effort required to configure a sensor

network. Although advances are being made to deliver self-configuring networks,

4http://www.ubisense.net (accessed 15" November 2010).
Shttp://www.inition.co.uk/inition /pdf/mocap_ubisense_locationresearchpackage.pdf (accessed
17t April 2011).
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improvements to the speed and ease at which these networks can be deployed is still
an active research problem [41]. Ubisense in particular must be physically mounted
in the environment and requires careful calibration to achieve accurate location
tracking. Patel et al. [87] report on their experience and note that often several
configurations must be tested before a suitable setup can be found. Researchers have
also reported other problems that hamper sensor network deployment including,
bugs in the operation systems for the sensor network [120] and hardware not working

as planned or expected [66].

Designers may also need access to large-scale test environments, for example in the
case of deployments in office blocks, hospitals or airports, which are not feasible to
recreate in the real world. There is also the challenge of finding consenting users to
take part in heavily observed experiments. Consideration needs to be given to ethics
and privacy. Garcia-Valverde et al. [46] make the point that real environments can
be inappropriate for testing emergency situations. Additionally, in the longer term
for mass produced systems, it is unlikely that developers will have access to high

fidelity test environments throughout the development cycle.

In summary, although user testing is still considered essential in order to gain
deep understanding and produce well-behaved systems, lower fidelity tools have
the potential to address some of the limitations of live test-beds, particularly
early in the design cycle. Often during early stage testing designers can benefit
from being free of the low-level concerns required to deploy and integrate with
sensor and actuator networks. The next section discusses the contribution that

simulation-based test-beds make to the field.

3.5 Survey of Simulation-Based Test-Beds

Simulation is already an established and accepted tool for testing and evaluation

in the field of networks and distributed systems, e.g.  J-Sim [114], ns-2°

SInformation Sciences Institute, The University of Southern California. ns-2 The Network
Simulator, http://www.isi.edu/nsnam/ns/ (accessed 15" November 2010).
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and OPNET?. Ubiquitous computing shares common concerns with these fields
including the distributed nature of the infrastructure and the issue of mobile users.
Simulation offers benefits such as scalability, flexibility, extensibility, re-useability
and repeatability to help overcome these challenges. These benefits provide
assistance in addressing some of the long standing hurdles for ubiquitous computing
developers, i.e. cost and effort. Simulation requires less space and equipment and
can allow for easier experimental configuration and manipulation of distributed
test environments. Simulation is extensible and configurable, and so can address
heterogeneity of context sources and physical environments. Finally, simulation
enables early prototypes to be tested without the risk of real world repercussions

should the prototype system fail.

This section reviews simulation-based ubicomp test-beds, including descriptions of
individual test-beds and analytical discussions of their benefits, limitations and
contributions. The test-beds reviewed in this section provide examples of older
well-cited tools as well as newer active research that is addressing current open

issues.

3.5.1 QuakeSim

Description

QuakeSim, a very early ubicomp simulator, made it possible to test and demonstrate
ubicomp applications without a real deployment or requiring test-users to move
around a real test environment. The test-bed is a modification of the Quake III
Arena computer game. By altering how objects in the game engine behave the
authors, Bylund and Espinoza, enabled QuakeSim to generate simulated context
data about the position of each user in the environment. Location information in
the game engine is converted to longitude, latitude and altitude coordinates which

is particularly relevant if the test-environment is a real world place.

TOPNET.com, OPNET Technologies, Inc. http://www.opnet.com (accessed 15 November
2010).
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QuakeSim retained the interactive nature of the game engine that allows test-users to
move about the environment. The example application called GeoNotes makes use
of this interactive element for testing and demonstration purposes [38]. GeoNotes
is a location enabled messaging or tagging system that lets users annotate their
location with additional information using a virtual Post-It note. During testing
and demonstration of GeoNotes, the system was configured to receive location

information from QuakeSim via the Context Toolkit & [94].

In this work, Bylund and Espinoza specified the following requirements for a

development and demonstration tool that provides context simulation:

1. Tt should provide a realistic simulation of real world environments, complete
with people and other complex objects (for example buildings, animals and

water).

2. Multiple users, represented by avatars, should be able to share an environment

and interact with each other.

3. It should be possible to create and equip the simulator with new environments,

avatars and objects.
4. Tools for building environments, avatars and objects should be available.

5. Sensors that register information such as the position and altitude of individual

users should be simulated.

Analysis

Bylund and Espinoza identified the challenge that distributed context sources posed
for developers of context-aware services. They noted the ‘extreme’ difficulty that
arises from trying to test and demonstrate location-enabled services that are under

development. They recognised that by using a simulation approach, functioning

8The Context Toolkit is a prototyping tool which simplifies the task of integrating a ubicomp
application with sensor nodes and is discussed later in this chapter.
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services could be developed effectively for the real world but which would be supplied

with a simulated stream of context information.

The rendering engine of Quake III Arena provides what the authors refer to as
‘semi-realistic’ surroundings for the test-users during an experiment. In a separate
paper about the GeoNotes systems, Espinoza et al. [38] refer to a simulation model
of Sodermalm in Stockholm. Although the model is not discussed in depth and no
screenshots are presented, this reported achievement would indicate that Quake II1

Arena modelling tools are capable of replicating some degree of realism.

The adoption of longitude, latitude and altitude would indicate that QuakeSim
is targeted at outdoor environments since this is more akin to technologies like
the Global Positioning System (GPS) which does not work indoors. However, the
authors do not explicitly mention anything about this in their publications. The
authors also discuss the potential for implementing actuatable devices such as lights
and doors in the environment. However, they also discuss support for inputs to the
QuakeSim engine as part of their future work, so it is unclear if this was achieved

[20,21].

The requirements presented by Bylund and Espinoza are heavily tailored toward
location-enabled mobile services. Interactive, shared test environments are beneficial
for addressing spontaneous interaction in ubiquitous computing and as such are
important requirements. Extensibility and reusability are also important so that an
extensive range of ubicomp applications can be tested. However the specificity of
singling out altitude and position as important pieces of context could be considered

unnecessarily limiting as a requirement for a ubicomp demonstration tool.

QuakeSim made a significant contribution in terms of facilitating multi-user testing
of distributed, mobile systems in relatively large-scale physical environments,

particularly in comparison to the live test-beds already discussed.
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3.5.2 UbiWise

Description

Following directly on from QuakeSim, UbiWise emerged [13,14]. Barton and
Vijayaraghavan learned of QuakeSim at a UbiTools workshop®and decided to extend
it further. UbiWise modified the Quake III Arena code so that weapons were
replaced with virtual handheld devices to enable testing of hardware and low-level
software, e.g. device protocols. This modification of the weapons system is referred
to as UbiSim. UbiSim provides a first person 3D view of the simulated environment

and its devices, including the device that is held by the test-user.

The second component of UbiWise is the Wireless Infrastructure Simulation
Environment (WISE). WISE uses Java’s Swing Toolkit to provide a 2D view of
the control surface on a physical device. Users interact with the device using mouse
clicks to press buttons on the device in the 2D view. UbiWise is the integration
of UbiSim with WISE. UbiSim provides the 3D view of the physical world. WISE

provides the separate 2D device view.

One of the test-cases discussed for UbiWise includes three device types, a digital
camera, a wireless PDA and a set of digital picture frames. The test-case uses these
devices to demonstrate how UbiWise can investigate both resource discovery and
data transfer. In the UbiSim view of the environment, the user sees three picture
frames physically mounted on a virtual wall. The users also sees a partial view of
the device that their avatar is carrying. In the WISE view, the user sees the digital
screens of all shared devices and all of their own devices. UbiWise updates the views

across all versions of these devices.

The authors describe their efforts to accommodate the perspective of three types of
stakeholder in the design of UbiWise. The test-user can interact with a simulation
by using the devices in WISE and changing their location in UbiSim. The researcher
can configure a simulation. The developer can extend UbiWise to include additional

devices and protocols.

9UbiTools 2002, Atlanta, Georgia
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In this work, Barton and Vijayaraghavan specified requirements for a ubiquitous

computing simulator, as summarised below:

1. Experiment with new sensors, whether hand held or environmental, without

building and deploying them.
2. Aggregate device functions without connecting real devices.

3. Develop new service and device discovery protocols without implementing

these protocols in multiple mobile devices.

4. Observe how users might react to new devices and services before we can fully

realise them.

5. Explore the integration of hand held devices and Internet services without the

huge cost and large teams needed to realise this integration.

6. There should be a balance between fidelity and simplicity but the environment

provided must be close enough to reality to validate ideas.

Analysis

At the time that Ubiwise was developed the ubicomp research community were
caught in a situation where application developers were waiting for protocols and
hardware to be developed, while hardware developers were waiting to see what
kind of applications would need to run on their devices. Ubiwise provided a
simulation-based test-bed to break this circle of dependence. Appropriately, the
test-cases focus on resource discovery and data transfer, issues identified earlier in
this chapter as part of the general middleware problem. UbiWise is unique in the
field in its combination of 3D and 2D simulation to support device control and
low-level protocol development. Environment simulation in ubicomp test-beds is

often reserved for testing aspects of these systems that focus on mobility issues.

The requirements set out in this work focus on issues relating to testing and

managing hardware and low-level resources in the environment. The most general
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requirements that Barton and Vijayaraghavan identified included extensibility,
minimising effort and cost for researchers, and repeatability, however even some

of these were described in device specific terms.

Overall, UbiWise made a significant contribution to the field at the time by enabling
services to be tested using devices and protocols that were available only in virtual

form, i.e. prior to realisation of the real world counterparts.

3.5.3 UbiREAL
Description

UbiREAL is a ubicomp environment simulator or smartspace simulator as the
authors refer to it, developed by Nishikawa et al. [80]. UbIiREAL incorporates
simulators for physical quantities, network simulation and a 3D visualisation
mechanism. This enables the simulator to facilitate deployment of virtual devices
in a 3D space, simulation of communication between devices from MAC level to
application level and to simulate changes in the physical state of the environment,
e.g. temperature change. The focus of UbiREAL’s evaluations are invisible physical
quantities such as temperature, humidity, electricity and radio as well as audible

quantities such as acoustic volume.

The most relevant aspect of UbiREAL with respect to this thesis, is the approach
towards systematic testing of the correctness of a ubicomp system. The authors have
approached this challenge by providing a formal model for system specification. A
smartspace U is defined as a tuple U = (R, D), where R is the set of rooms and D is
the set of devices. This is similar to the set-based location models mentioned earlier
in this chapter. The service specification is defined using a set of rules AP = [, ..., 1,
where each rule [ is comprised of a condition and an action. The example service
specification that the authors provide is an air-conditioning system. If a room
exists at a certain temperature that is defined as hot by a user, then switch on the

air-conditioning unit.
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To test an implementation of the system specification, a tester must either
manually specify routes for mobile objects through the smartspace, or define a
test specification which contains a sequence of test cases or scenarios that are
automatically executed. These sequences are tested against a set of propositions, P,
which if they hold true, infers that the system is correct. The authors fundamentally
aim to determine correctness of a system specification by testing its implementation

to determine if the following conditions hold:

1. For every rule [ = (¢,a) € AP and every state s of U, if condition ¢ holds for

state s, then action a is executed.

2. Every proposition p € P holds.

Due to the large state spaces that often must be tested for ubicomp systems, the
authors advocate testing either using a predefined set of samples or at predefined

time intervals.

The authors present performance results for sequence execution and simulation
visualisation. The authors do not appear to have published example output or
results from a defined set of propositions. The authors also do not appear to have

published performance results for test execution.

Analysis

The major contribution of this work is an approach for formal specification of
smartspace applications, along with an approach for testing correctness of these
specifications. Additional strengths include the extensive simulation capabilities
that feature in the work, both in terms of physical environment phenomena and
network connectivity between devices. Also worth noting is that UbiREAL is one of
few tools which attempt to address a full prototyping cycle, from system specification

through to testing.

However, the use of a set-based location model is a limiting factor in terms of

the reasoning that can be conducted about the spatial relations of the ubicomp
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environment. Moreover, UbiREAL as a tool suffers from a lack of generality. The
service specification must be defined in specific terms. The examples provided by
the authors refer to individual users and devices. It is also difficult to assess the
expressiveness of the tool because the user, device and room models are not formally

documented in order to illustrate their attributes.

In terms of testing, a limitation of the work, which the authors acknowledge, is
that they can only validate correctness for the inputs that are known to have been
tested. This is because of the challenges surrounding the scale of testing required in
order to address the full state space. The authors advocate eliminating test-cases
that are unlikely to occur, however adopting an approach such as this does not fit
well for testers who may wish to investigate unanticipated and outlier test cases.
Additionally, because the inputs are tested against a system specification, the tests
are effectively locked into the assumptions made in the system design. This leaves
less room and flexibility to investigate the key challenges of unanticipated behaviour

and unexpected situations.

The authors refer to the use of temporal logic, such as Computational Tree Logic,
which they describe as being used to intuitively determine the state to which
a system will transit. However, the details on how this is used to investigate
correctness are insufficient to draw conclusions about the contribution of this
particular aspect of the work. The authors also claim that inconsistencies in system
specifications should be detected by UbiREAL, however the description of this is
short and lacking detail. It appears that detection of these inconsistencies is through

observation and visual monitoring of the simulated smart space by the tester.

Overall, the contribution of this work is notable since few tools have addressed
the issue of correctness and validation for ubiquitous computing systems and smart

spaces.
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3.5.4 DiaSuite and DiaSim

Description

DiaSim [59, 19, 24] is part of DiaSuite [60, 61], a tool suite which aims to
address the full development life cycle for pervasive computing systems, including
implementation, testing and live deployment. Of the tools in the suite, DiaSim is the
most relevant to this thesis. DiaSim is a parameterized simulator which means it is
flexible in terms of the domains that it can be used to test. The parameters are drawn
from the underlying layers of the tool suite, part of which is a taxonomy defined by a
domain expert using a custom design language, and which a custom compiler uses to
automatically produce a domain-specific programming framework. This underlying
support means that testing can be transparent for a pervasive computing application
prototype, regardless of whether it is being tested on a live, hybrid or simulated

environment.

DiaSim simulates a 2D representation of a pervasive computing environment,
comprised of polygon shaped regions which model walls and areas. The authors
mention a hierarchical environment model, however presentation of this model
was not found in the papers reviewed [60, 61,59, 19, 24]. The environment can
be populated with sensors and actuators. Sensors are activated by stimuli, e.g.
temperature, light. Stimuli are simulated using simple models which approximate

their intensity by assuming they are uniform in a region.

The simulation engine is connected to a rendering engine which produces a 2D
visualisation of the environment. The authors also refer to this as a monitoring
engine, although currently it is only capable of visual monitoring and visual
debugging. It does however accept live user interaction in order to modify a
simulation on the fly, e.g. to add a stimulus. DiaSim produces a simulation log
and supports browsing the raw data in this log to help determine the events leading
to an error. However, automatic error detection is not mentioned as a feature of

DiaSim.
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Analysis

The DiaSuite toolset has a number of sophisticated features including transparent
testing across simulated, hybrid and live deployment environments. DiaSim appears
to be a newer addition to this body of work and as such is less mature, however the
goals and direction of the work closely align with current open issues, in particular

thorough testing and debugging of pervasive computing applications.

The limitations of DiaSim appear to lie with the monitoring engine which has
mainly been reported as a rendering or visualisation engine. The monitoring engine
produces the 2D view of the environment that allows the tester to visually monitor
how scenarios unfold in the environment. The strength of the rendering engine is
that it can use logs to replay problematic sequences of events. It is unclear, however,
how the tester is notified of problematic behaviour. There is no indication that any

automatic notification of problems has been implemented.

This seems to be the major limiting factor of DiaSim, particularly because the
authors are targeting large, complex environments where many users and devices
are interacting. The authors note simulations which feature 200 users and discuss
scenarios which could scale to 900 users. The authors also discuss a scenario which
involves a three story building with an area of 13,500m?. The visual monitoring
and debugging approach, or even manually tracing raw data in log files, have the
potential to place significant cognitive load on the tester for certain simulation

configurations.

Overall, DiaSim makes a significant contribution by enabling ubicomp systems to be
specified at a very high level and subsequently allowing the code base to be tested in

both the real and simulated test environments, without requiring any modifications.
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3.5.5 Ubik and AmISim

Description

AmlISim is a multi-agent based simulator (MABS) which Garcia-Valverde et al.
[46,45] and Serrano et al. [105, 104] have created with a view to addressing ‘all
features’ relating to Aml, and integrating them into a common framework. The
high-level aim is to create a design and development framework capable of testing,
validating and verifying Aml environments. The authors describe their intention
to make use of existing forensic analysis techniques for MABS [103] to support
debugging in Aml applications. The AmISim architecture takes a layered approach
to support separation between four key concerns (in this order from the bottom
layer up): the environment model, the agent (user) model, the context model and
the adaptation (Aml service/application) model. The tiered architectural approach
is used to support hybrid testing, potentially allowing the simulated environment to

be replaced with a real test-environment.

The environment and agent models are implemented using MASON??, a Java-based
fast discrete event multi-agent simulation library core. The authors use the name
Ubik to refer to the combination of AmlI-specific models and MASON. Ubik uses a 2D
model of physical space which can be comprised of rooms, windows, doors and stairs,
as well as sensors and actuators which are active throughout an experiment. The
sensors listed by the authors in an example of an emergency fire evacuation include
RFID, sensors for fire intensity and sensors to detect open doors and windows [46].

Agents are visualised as 2D circles with directional indicators.

Individual users are modelled as agents, each with their own physical and
behavioural characteristics, e.g. role in an organisation, velocity and level of panic.
This agent model was discussed as the beginning of this chapter as an example of an
activity model. In the paper by Serrano et al. [105], the authors describe AmISim’s
use of a state-based model to represent activities, and probabilistic transitions to

determine agents movement between activities, for an everyday scenario. In the

1OMASON, http://www.cs.gmu.edu/ eclab/projects/mason,/ (accessed 15" November 2010).
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paper by Garcia-Valverde et al. [46], the authors describe their use of random
behaviour in agents combined with attractors to specific events based on proximity,

for emergency scenario simulations.

The context model makes use of the Open Context Platform (OCP) [79], a
middleware which provides support for managing contextual information. OCP
provides the functionality of a context management system, including gathering,
merging, interpreting, reasoning and storing information. OCP works by classifying

situations of interest and triggering relevant information and actions as appropriate.

The purpose of the adaptation model is to simulate the services and applications
offered to users of an Aml environment. The model is comprised of two parts,
the context model API and the adaptation logic. The API provides an interface
between OCP and the Aml application logic, and is responsible for extracting
and formatting contextual information. The adaptation logic is responsible for
generating appropriate actuation instructions which are sent to the environment
model via OCP. The authors list a number of techniques which this model can make

use of including SWRL!", reinforcement learning and machine learning.

Incorporated alongside MASON and Ubik is an Analyzer which provides the
features for investigating simulation results. The details provided for this are brief,
however the authors mention that any agent method starting with ‘get’ or model
method that returns a property can be stored in a relational database (RDB), e.g.
creation/destruction of agents and agent interaction. The authors mention that

events of interest must be registered, however the details for this are not covered.

Analysis

This work appears to be relatively new in the field with the earliest publication
on AmISim, found during this literature survey, dating from 2009. There are few
experimental results presented in the papers reviewed here [46,45,105,104], so it is

difficult to ascertain the exact capabilities of AmISim. The authors repeatedly refer

HSWRL: A Semantic Web Rule Language Combining OWL and RuleML
http://www.w3.org/Submission/SWRL/ (accessed 15" November 2010).
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to testing, validation, verification, debugging and forensic analysis, however without
detailed descriptions of how these have been realised or the results a designer can
expect to generate using the tool, it is difficult to determine which of these objectives
the researchers have achieved. Further publications, that will clearly define the
extent and limitations of AmISim’s models are still needed in order to make a solid
judgement on this work. However, the research challenge that has been identified is
very worthwhile, and the proposed objective can be expected to make a significant

contribution to the fields of both ubicomp and Aml.

Results presented by the authors include tests to scale their simulations, which have
achieved a building of 200 floors and 200,000 agents, however there is no indication
whether this is a 3D model or a 2D model similar to that illustrated in their papers.
A gap in their current research is the application of AmISim to real world scenarios,
which the authors acknowledge. The authors do not discuss the fidelity of the
building evacuation simulations, compared to the actual behaviour of real users,
which is of significant importance because the authors state that their objective is

to validate applications for the real-world.

The primary benefits which seem to emerge from this work are as follows. The
authors discuss the configurability and extensibility of the technical architecture to
address varying scales and types of both physical environment, devices and users.
The authors consider the querying power of an RDB for performing data-mining
on logged simulation events to be a considerable contribution, referring to it as a
‘breakthrough’. It is true that, in general, debugging, monitoring and analysis of the
effectiveness of ubicomp and Aml systems is currently poorly addressed for these
fields, however it is difficult to determine how great is the contribution of AmISim in

this respect without more details on the capabilities of the simulator and Analyzer.

Overall, AmISim currently provides benefits to the designer through the use of
a sophisticated MABS approach, matched with powerful context management
services, for extremely large scale simulations of physical environments. The authors
also mention the potential for hybrid testing, for which context management services

will provide additional benefit in terms of easily switching an application between
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real and simulated test environments.

3.5.6 Summary Findings for Simulation-Based Test-Beds

The overwhelming benefit of using simulation based test-beds is the level of scale
that can be achieved in terms of users, devices, physical deployment space and
duration of test simulations. For automated simulations, i.e. those that use agents
or artificial intelligence, the tester can also achieve scale in terms of long running
experiments. Simulation based test-beds are useful for testing early stage concepts
in a low-risk, low-investment environment at scales that are often infeasible in the
real world. Additionally, experiments can be more easily repeated, or replayed in
the case of DiaSim, since they are not affected by the noise that is an issue in live

deployments.

However, simulations are limited in the fidelity that they can achieve, both in terms
of the physical environment model and sensed context generation. Often test-beds
must make a tradeoff between maintaining simplicity which is beneficial for early
stage testing and achieving higher fidelity that is required for testing to ensure
robustness in the final application. As such, it is not expected that they will offer a

replacement or alternative to the deep understanding gained through live testing.

The focus of this thesis is on action-based ubicomp systems, and so requirements
drawn from seminal simulation test-beds reflect this. The motivating factor for the
creation of UbiWise was testing devices and protocols, with less emphasis on testing
ubicomp systems or applications. As a result, UbiWise is less relevant to this work
and only a subset of UbiWise’s requirements are used to inform the design in this
thesis. These are combined with the more relevant requirements from QuakeSim.
Their influence on this thesis will be discussed in more detail in Chapter 4, however
in short, the relevant requirements include the issues of heterogeneity, user-centric

evaluation, cost-effectiveness and environment realism.

UbiWise and QuakeSim used simulation for the purpose of testing during exploratory

research. However, a trend among newer tools, is a move towards simulation for
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the purpose of testing and error detection, e.g. UbiREAL’s approach to testing
system specification or AmISim’s proposal for forensic analysis of ubicomp system
behaviour. This adds to the requirements set out by UbiWise and QuakeSim to

include the need for structured testing and evaluation of ubicomp systems.

3.6 Survey of Prototyping Tools

Incremental and iterative development (IID) has repeatedly been identified as
beneficial to successful development of complex systems [67,32,81,48], a trait which
both Tang et al [111] and Davies et al. [34] note as relevant to ubicomp systems.
An evolutionary prototyping approach, a form of 11D, produces the appearance of
stability, incrementally building on tested prototype stages but without investing the
resources of a full deployment [48]. Rapid prototyping and iterative design cycles
offer a method to support exploratory research, a contribution that has repeatedly
been mentioned as beneficial to ubiquitous computing, for example by Li et al. [69],

Huebscher and McCann [55], Davies et al. [34] and Tang et al. [111].

Li et al. [69] identify three key benefits for ubicomp as: (i) lowering the barrier to
entry; (ii) speeding up design cycles; (iii) making it easier to capture feedback early
in the design cycle. Davies et al. [34] provide a similar discussion, referring to lower
costs and the possibility to explore and trial ideas. Huebscher and McCann [55] also
make reference to incremental and iterative approaches (IID), by mentioning the

capability to incrementally build and test context logic in a controlled environment.

Tang et al. [111] provide a thorough discussion on the issue of user-centric, iterative
rapid-prototyping for ubicomp. In their paper, the authors provide a diagrammatical
representation, which illustrates the iterative cycle between design, prototyping and
evaluation, in relation to the many forms of prototyping. The authors illustrate how,
during successive prototyping cycles, a developer can progress through the tools
including sketches, paper prototypes, interactive prototypes, computer prototypes
and production ready prototypes. Tang et al.’s diagram is reproduced in Figure 3.2

due to its significant relevance to this thesis.
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Figure 3.2: Tang et al.’s [111] diagram of user centred iterative prototyping

approaches for ubicomp.

Prototyping tools are included as part of this survey because part of the motivation
of this thesis is to provide support for the evaluation stage of an iterative prototyping
cycle. This section discusses the contributions that have been made by three
examples of prototyping tools and techniques in the field. The Context Toolkit
[94] provides an example of one of the earlier and well-cited prototyping toolkits
which produces computer prototypes. Topiary [69] provides a newer and well-cited
example of a prototyping tool which produces interactive implementations that can
be evaluated using Wizard of Oz studies. Finally, PALPlates [22] is an example of
how paper prototyping can be used for distributed applications.

3.6.1 The Context Toolkit

Description

One of the earliest prototyping tools is the Contezt Toolkit [94] which emerged in the
late 1990’s. The Context Toolkit aimed to make it easier to build context-enabled
applications. The design of the toolkit drew inspiration from the success of widgets
used in the process of rapidly prototyping graphical user interfaces (GUIs). In the
same way that GUI widgets hide underlying functionality from the UI designer,
context widgets were designed to be reusable and to manage the specifics of

underlying hardware and middleware for the ubicomp developer. For example,
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an IdentityPresence widget would manage detection of user presence and provide
call-backs to the context-aware application when updates to the location status

occurred.

This effectively allows a context-enabled application to subscribe to certain types
of context. A drag-and-drop approach enabled designers to rapidly pull together
context sources to support the prototype application. In this paper the authors list
six widget types: IdentityPresence, Activity, NamePresence, PhoneUse, MachineUse
and GroupURLPresence. The three applications discussed which were developed

using this tool focus on shared displays for information presentation.

In later work by Bylund and Espinoza [21] the QuakeSim was integrated as an
additional context widget for the Context Toolkit. This enabled the Context Toolkit
to supply simulated location information and real context information to prototype
applications. Additionally, by integrating QuakeSim as a context widget, designers
are able to easily switch between real and simulated context data simply by changing

the widget used during a test.

Analysis

In their paper on this work the authors, Salber et al., identified some of the
key challenges faced by developers working with ubiquitous computing systems.
Context aware systems acquire their input from what were considered at the time
unconventional sources, i.e. sensors. Sensor data often needs to be abstracted, i.e.
into context, in order to be beneficial to the context aware system. Additionally,
context is sourced from multiple distributed, heterogeneous and dynamic sources.
The Context Toolkit was developed to remove some of the labour involved in this
process, and to enable the developer to focus on the application rather than the

underlying technology.

Salber et al.’s approach promoted separation of concerns between context sensing
and application semantics. This offered support for rapid prototyping of

context-aware applications and was among the earliest tool-kits to address this
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need. This has benefits in the early design of an application when designers wish to
focus on the semantics of the application and not re-implementing the underlying
information sources. Low-investment prototyping is also beneficial for exploratory
research and quickly testing ideas, an issue which is repeatedly mentioned in the
literature as central to ubicomp development due to the relative immaturity of the

field [69,33,111].

The reason for including the Context Toolkit in this review is its close relationship
with the simulation test-beds already discussed, as illustrated in Figure 3.3. The
integration of the Context Toolkit with a simulation context source immediately
makes it more accessible for testing early stage prototypes. As previously discussed,
Bylund and Espinoza developed QuakeSim [21,20] to test and demonstrate context
aware services using a 3D simulator to generate location coordinate information.
The Context Toolkit on the other hand encapsulated real context information,
from sensors, in context widgets. In the integration of these tools, QuakeSim
acted as a source of simulated location context to the Context Toolkit. The
combination of these tools provided a more powerful test-bed than each had been
independently. Developers could perform quick, lower fidelity tests using simulated
context. However, using the context supply from real-sensors, developers had the

facility to perform usability testing and full-scale deployment tests.

Other similar tools have been developed since the Context Toolkit, in particular
VisualRDK [117]. This latter tool is not included here due to space constraints
and because progress on its planned integration with a 3D simulation tool, for the
purpose of testing, was not found in the current literature. However, it is worthy of
note because it produces two types of prototypes, a production-ready version and a
debugging version. A developer can examine the control flows of the non-distributed,
debugging version on a local development machine to inspect program flow and
data structures. This supports investigation of the technical implementation of an
application, however VisualRDK does not appear to address the more user-centric

issue of appropriateness.

The Context Toolkit is a seminal tool, which provided a major contribution to
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Figure 3.3: Relationship between Context-Toolkit, QuakeSim and UbiWise.

the field by enabling rapid high-level prototyping of ubicomp applications. The
extension by Bylund and Espinoza added further value to the Context Toolkit
by extending the range of context sources available to prototype context aware

applications, as well as supporting an early form of hybrid ubicomp test-bed.

3.6.2 Topiary
Description

Topiary [69] is a graphical tool for rapid prototyping of both ubiquitous computing
test scenarios and ubiquitous computing applications. Topiary is specifically
designed to look at applications for mobile devices and is capable of generating
a deployable prototype from very high level instruction. Prototypes can be run on
a 2D simulation, called the Active Map, where users are moved around in much
the same style as a board game. Alternatively, prototypes can be deployed on
devices in the wild so that users can interact with the system interface on a mobile
device. This latter form of testing uses a Wizard of Oz approach in which the tester

follows the test-user in the real world. By observing the user and the situations the
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user encounters, the Wizard (tester) can play the role of the prototype system and

generates the behaviour of the real system.

Active Map can be used to model both indoor and outdoor environments. Designers
use it to model the spatial relationships between people, places and things, e.g. Alice
is near Bob or Bob is in the Gym. Topiary supports two basic relationships in both
static and dynamic capacities: presence (in, out, enters, exits) and proximity (near,
far, moves near, moves far). The Scenario Producer tool allows the designer to
generate a collection of location relationships in order to define a scenario. The final
component of Topiary is the Test Workspace which manages both the End-User
UI and the Wizard UI. Topiary tests can run off location information generated
from defined scenarios or using live location data where available. To demonstrate
live testing, Topiary has been integrated with PlaceLab [56], a live test-bed at
Massachusetts Institute of Technology (MIT), similar to the Aware Home and

Ubiquitous Home which were already discussed.

PlaceLab is not discussed in depth in this review because many of its research
objectives overlap with the previously reviewed live test-beds. PlaceLab also places
significant emphasis on capturing large reusable datasets, with less emphasis on
testing and experimentation directly in the living space, the latter of which is

considered more relevant to this thesis.

Analysis

Topiary focuses on providing three main benefits to interaction designers. Firstly,
it lowers the investment required to develop an operational prototype that can be
tested with real users. Secondly, this naturally speeds up the development cycle
meaning that early iterative cycles can be completed more quickly. Finally, Topiary
allows user feedback to be captured while prototypes are still in a low-risk and
highly flexible state. These contributions are all in keeping with findings from
Abowd’s Classroom2000 project [1]. In this discussion, Abowd asserts that ubicomp
prototypes should be developed quickly, tested and explored quickly, so that lessons

can be learned quickly.
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Topiary’s creators claim that the tool is the first for prototyping location enhanced
applications.  Their main contribution in this respect is that they facilitate
interaction designers to create high-level designs rather than customise or ‘cobble
together’ existing technology. Topiary provides a tool that allows designers to
visually relate to an overview of the environment including the relationships between

people, places and things.

Topiary is particularly smart in making the most of its 2D view. It could be expected
that in using a 2D view it would be difficult to prototype scenarios for more than one
floor of a building. However Topiary allows for composite scenarios and provides
the facility to define scenarios on different pages, which are effectively separate
bitmaps. Although not explicitly mentioned in their paper, this should assist in
overcoming the limitation faced by many 2D simulators when attempting to model

3D environments.

The obvious limitation of Topiary is the scale of testing. The Wizard of Oz style
approach used during the testing phase is limited by the observation capabilities
of the Wizard. For location enabled applications the Wizard needs to follow an
individual test-user in the environment which means that one Wizard is required
per test-user. This is a significant investment of man hours for large scale testing

both in terms of the experiments run as well as the training required for new Wizards.

The second limitation is the spatial relations model, which is described as basic by
the authors. Bandini et al. defined containment, proximity and orientation as the
minimal set of spatial relations in their Commonsense Spatial Reasoning Model [11].
Topiary only satisfies two of these, containment and proximity. It is not expected
that extending to include orientation would be a difficult task, however Topiary
only features spatial and to a certain degree temporal context; additional forms of

context are desirable in a ubicomp prototyping tool.

Overall, Topiary addresses its objectives well and makes a strong contribution to

early stage prototyping of location tracking systems for interaction designers.
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3.6.3 Paper Prototypes: PALplates
Description

Paper prototyping is a low-investment, user-interface design and evaluation
technique often used for developing graphical user interfaces (GUI). The approach
involves drawing all proposed views of the GUI and its dialog boxes on sheets of
paper. Similar to the Wizard of Oz approach, the tester must play the part of the

system by manually changing the interface in response to the test-users actions.

In this work with PALplates the authors, Carter and Mankoff [22], apply the
paper prototyping approach to a ubicomp system featuring a distributed interface.
The PALplaces system is designed to support office workers in everyday activity
by providing relevant information at appropriate locations using public displays
distributed throughout the office building. Office workers were also able to interact
with these displays to send notification messages to colleagues, the example used in

the paper is to notify someone in maintenance that a printer is almost out of paper.

The system was implemented by combining notebooks and post-it notes. The
notebooks played the role of the mounted display units, also called the PALplates.
The post-it notes played the role of messages or notifications in the network and as
such they could be transferred to other PALplates. Researchers played the role of
the network and their responsibility was to respond to user requests by scheduling
meetings, fetching supplies and delivering messages. A network update ran once

each day.

Analysis

The obvious significant benefit of the paper prototype approach is the low investment
required before a trial of an idea. Designers can turn very early stage concepts
into a functioning prototype. Although the underlying technology has not been
implemented, test-users are still able to experience how the application might

operate in a real deployment. The tester benefits by observing how users interact
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with the prototype and from the facility to capture feedback from the test-users very
early in the design cycle. Carter and Mankoff observed a link between location and
usage patterns for individual PALplates. For example, the authors give an example
of unique functionality that occurred on the kitchen PALplate, that lead to social

interaction through discussion on the PALplate.

In both the PALplates project and in similar work by Liu et al. [71], scalability of
paper prototypes was identified as a potential limitation when prototyping ubicomp
systems. As both the distribution of the sensor network and the quantity of data
being transferred between devices increase, the manpower needed to emulate system

behaviour can become substantial and difficult to maintain.

Overall, the paper prototyping experiment provided a useful insight to inform
further development of the PALplates system, specifically the impact of location
on how PALplates were used. For example, the kitchen PALplate generated social
interaction through discussion, whereas the hallway PALplate was used to book the
meeting room. More generally, paper prototyping offers the potential to inform

about how users will interact with ubicomp systems.

3.6.4 Summary Findings for Prototyping Approaches

Prototyping tools can provide significant benefit in terms of freeing the developer
from the low-level concerns required during a live deployment. The tools presented
in this section also demonstrate that these low-fidelity systems still enable the tester
to gain some understanding about how users will interact with a ubicomp system.
Carter et al. [22] were able to gain insight into how location impacts device usage.
Li et al. [69] demonstrated how they could use a Wizard of Oz approach for testing
mobile systems in the wild. The Context Toolkit on the other hand made use of
QuakeSim to test the GeoNotes system in a virtual version of a real world location
using accurate simulated coordinates so that researchers could test a mobile system

without leaving their desk.

Rapid-prototyping is particularly beneficial in the early stages of design because,
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as Li et al. [69] point out, it lowers the barrier to entry. Evolutionary or iterative
prototyping allows complex systems to be built in small validated steps, with each
iteration providing feedback to inform design refinement. Although there have been
many examples of prototyping tools for ubicomp systems [94, 69, 22], for the most
part these have been lacking structured testing and evaluation approaches, which are
necessary to complete iterative cycles. VisualRDK [117] goes some way to addressing
this issue by providing an approach for debugging systems, however this is limited
to investigating technical effectiveness of an implementation and is less suited to
assessing user-centric issues. In the longer term the field will benefit from structured
methods of providing testing and evaluation feedback, which can inform design

refinement, as part of an iterative prototyping cycle.

3.7 Comparison Framework Analysis

This section revisits the comparison framework defined earlier in this chapter to
provide a charted comparison of the tools reviewed in this chapter. The charted
comparison framework, shown in Figure 3.4, illustrates the four main sections of
the framework, which include tool design, deployment environment, testing and
evaluation. Due to the density of information presented in the charted comparison
framework, it is not possible to discuss each tool individually for all characteristics

defined in the framework.

For brevity, this section presents a condensed discussion of the comparison
framework analysis for the surveyed tools. The full analysis is included for reference
in Appendix G. The shading of squares in Figure 3.4 indicates whether tools were
discussed in specific terms, general terms or not at all, for each of the comparison
criteria in the framework. Darker squares illustrate where tools have been singled
out for discussion in relation to a specific comparison criterion, in either Section 3.7
or in Appendix G. Paler squares illustrate that a tool has been discussed in general

terms, e.g. broadly in terms of the category to which it belongs.
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3.7.1 Comparison Framework Criteria Analysis

The following subsections focus on discussing individual comparison criteria from
that framework, particularly focusing on criteria that are of central interest in this

thesis as well as being relevant to open issues in the field.

Visual Monitoring

Many of the reviewed simulation and prototyping tools provide visualisations of
the deployment environment. These allow the designer to visually monitor the
effect of the ubicomp system in the physical environment. The exceptions are
Paper Prototypes, Context Toolkit and VisualRDK [117], which all have in common
that their prototypes run in live physical buildings. Live environments can achieve
visual monitoring by using cameras to record activity in the environment. The
disadvantage of this is the significant man hours that must be invested in order to
process the recordings and extract meaningful data. SituVis is listed as partially
providing visual monitoring for testing purposes because it provides intuitive views

of the relationships and potential conflicts between situations.

Automatic Monitoring

Less has been achieved in terms of supporting designers with tools that automatically
monitor ubicomp system behaviour. Of the surveyed tools, UbiREAL has made a
notable contribution by enabling designers to define a system specification and check
the execution of this logic in a simulated environment. VisualRDK makes a notable
contribution by enabling developers to debug specially compiled localised versions of
pervasive computing prototypes. DiaSim and AmISim, both more recent work, state
that their ambitions also lie in this area, however neither have produced publications

with evidence of significant advances in this area yet.
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Spontaneous/Unanticipated Situations

Live environments perform best in this category, primarily because the complexity
of the human condition and spontaneous action cannot currently be truly simulated.
However, models which simulate key aspects of human behaviour can provide some
of the dynamism of human behaviour, for example the models in AmISim [46].
Simulation or prototyping tools driven by real users also provide some opportunity
for unanticipated situations to arise, particularly if the test-user is a target end-user
or at least is independent of the design process. DiaSim is not listed as featuring
spontaneous user activity because the details available on its user model are sparse.
UbiREAL is also not listed as supporting spontaneous user activity because it only
allows a tester to define static procedural routes for a simulated bot. SituVis [27] is
listed as partially supporting discovery of unanticipated situations, because although
SituVis does not support run-time testing, it provides an opportunity to uncover

unexpected situational conflicts, which might otherwise not be foreseen.

Technical Effectiveness

UbiREAL provides a significant contribution in this subcategory by enabling
designers to define a formal service specification which can in turn be tested for
correctness in a simulated deployment environment. DiaSim is also making progress
in this category with its parameterized approach to system specification, which in
the longer term is expected to support debugging for ubiquitous computing systems.
The researchers behind AmISim aim to provide forensic analysis as a method of
testing, debugging and analysing ubiquitous computing systems, however it appears

that this remains part of their future work.

Situational Appropriateness

Live test-beds provide researchers with the opportunity to perform relatively
long-term testing and evaluation of ubicomp systems. The close approximation

of these test-beds to real living conditions provides the opportunity for test-users
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to uncover unintended consequences of system behaviour. These conditions
also provide the opportunity to uncover unusual or outlier situations that arise
infrequently. The strength of this is the deep understanding and learning that is
gained about these environments. However, the level of investment required for
these test-beds is prohibitive to using them for mass development. Designers can
benefit from tools which can evaluate the appropriateness of system behaviour using

a more affordable approach.

Traceable Causal Factors

Among the reviewed tools, DiaSim comes closest to providing traceability of events
leading to situations of interest. This is achieved through recorded log files,
which can be replayed or manually examined, in order to identify the sequences
of events leading to a specific situation. The limitation of DiaSim is that the tool
does not provide automatic monitoring. The designer must visually monitor the
simulated environment in order to identify problems, which has the potential to
place significant cognitive load on a designer and may not be as thorough as an

automated monitoring approach.

3.7.2 Comparison Framework Analysis Findings

The comparison framework analysis uncovered that there is little to differentiate
individual tools in the categories of Tool Design or Deployment Environment.
Generally, simulation-based test-beds tend to perform better in terms of scalability,
configurability and to a certain extent heterogeneity, simply because both devices
and the physical environment can be modified more easily and at relatively little
cost. Live environments are realistically only configurable in terms of the devices and
network deployment. Live test-beds also tend to have the highest costs, particularly

those that are custom built and include the expense of the physical building.

However, live environments produce the highest fidelity experiments because

test-users can interact with the system in an authentic setting. This provides
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the opportunity to gain deep understanding about how these environments will
operate, and make informed decisions about best practice for ubicomp design. At
the same time though, the development cycle for individual systems also needs more
accessible tools that can be used regularly, repeatedly, and with lower investment.
Simulation-based test-beds have the necessary characteristics to be well-suited for

frequent testing, particularly in the early-mid stages of the development cycle.

In terms of testing ubiquitous computing systems, the comparison framework
analysis uncovered that few tools address the issue of automatically monitoring
system behaviour at run-time. UbiREAL and Visual RDK provide the only examples
among the reviewed tools. UbiREAL does this by adopting a situation-based
service specification and requirements testing approach. The aim of UbiREAL is to
support end-users to prototype applications, for their own domestic environments,
and visually demonstrate how a prototype will behave for specific situations at
run-time. VisualRDK makes a contribution to automatic monitoring by supporting
developers to debug specially compiled, localised versions of their code. Although
both of these tools make contributions to this issue, both also place more emphasis

on technical effectiveness, than on the more user-centric issue of appropriateness.

It was also uncovered that no tool provides automatic monitoring while also
engineering the opportunity for spontaneous or unanticipated situations to arise.
UbiREAL comes closest with its situation-based approach to system specification.
However, UbiREAL’s approach is limited due to a lack of generality and

over-specification of test cases, which make it difficult to test for the unanticipated.

Evaluation has generally been poorly addressed by early stage and low investment
tools. It is probable that the trend for lower investment tools is only emerging now
because earlier tools needed to first focus on supporting designers to more easily
prototype ubicomp systems. The Context Toolkit was seminal in this respect, and
more recently Topiary has also made a significant contribution in terms of enabling

developers to rapidly create ubicomp systems.

Live environments have been demonstrated to provide reliable results in terms of

evaluation, however they have not yet been demonstrated as a practical solution
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for mass testing of systems on a large scale. Limitations in terms of cost and lack
of flexibility, make them inaccessible to many projects. UbiREAL and VisualRDK
provide some degree of evaluation for technical effectiveness. UbiREAL enables
a tester to determine that for specific inputs the system behaves as intended.
Visual RDK supports the tester to examine the program flow and data structures of

a ubicomp system at run-time.

In recent years, a trend has emerged of simulation and prototyping that is placing
more emphasis on addressing the issue of testing and evaluation of ubicomp systems
earlier in the development cycle and requiring lower investment. Many of these
tools are looking to more formal, systematic and automated approaches to testing.
UbiREAL made a notable contribution by enabling end-users to define a formal,
testable, situation-based system specification. VisualRDK supports a designer to
debug the program flow and data structures of a ubicomp system at run-time,
using a specially compiled localised version of the system. This addresses technical
effectiveness but not the more user-centric issue of situational appropriateness, the

latter of which is more central to the focus of this thesis.

DiaSim provides an element of traceability by enabling the designer to manually
examine log files which can uncover sequences of events leading to specific situations.
This is more than most tools report, however it is still insufficient for thorough
examination of a system’s behaviour, particularly because DiaSim does not support
automatic monitoring for problem detection. The large quantities of data that
ubicomp systems can produce has the potential to make this a tedious and laborious
task. AmISim aims to support forensic analysis as a method of testing, debugging

and analysing ubicomp systems, however results for this are yet to be published.

3.8 Chapter Conclusions and Summary

This chapter began by presenting a survey of modelling approaches appropriate for
supporting a situation-based testing approach. The chapter also presented a survey

of ubicomp tools that have made contributions to the area of testing and evaluating
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action-based ubicomp systems. A comparison framework, based on the challenges

identified in Chapter 2, was devised as an instrument to compare the surveyed tools.

Based on the review of tools, there is promise in simulation-based approaches and in
the use of iterative and incremental development cycles. It is apparent however, that
although much work has been conducted towards addressing the prototyping phase
of an iterative development cycle, there has been less emphasis on the testing and
evaluation stages required to complete each cycle, particularly for lower investment
testing. There is a need for methods and approaches to testing that address the
novel issues introduced by ubiquitous computing. In particular gaps and open
issues remain surrounding (i) monitoring spatio-temporal relationships throughout
large scale environments, (ii) assessing the appropriateness of situational outcomes
that result from the implementation of a particular design, (iii) traceability of
causal factors across the physical-digital boundary, and (iv) provision of structured

feedback to the designer to inform subsequent iterations in the design cycle.

3.8.1 Summary of Findings

This chapter began by looking at the state of the art in modelling that could be
used to support a situation-based testing approach. Models by Henricksen and
Indulska [51], Nishikawa et al. [80] and more recently Clear et al. [27], provide a
basis for a situation specification model. The section on modelling also look at
models to address the design considerations that were identified and defined in the

background chapter as user activity and the physical environment.

Tabak and de Vries [110] noted a current trend towards activity based modelling,
particularly for building usage simulation. Scourias and Kunz [102] found that
activity based models performed better than fully random mobility models, which
they attribute to changes that they have observed in the types of end-users making
use of mobile systems. Activity-based models can provide more targeted testing, and
recent examples can be found in work by Garcia-Valverde [45] and Tabak and de

Vries [110]. In terms of physical environment modelling, specifically spatial relations,
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hierarchical models were found to naturally lend themselves to modelling the
containment relationship of the internal structure of buildings. Hybrid-hierarchical
models have the advantage of accommodating additional information about physical
location information, and other spatial relations. The combination of a situation
model, with a hybrid hierarchical model and an activity-based model, has the
potential to support situation specification as well as addressing the design

considerations defined in Chapter 2.

The comparison framework analysis uncovered that there was little to differentiate
individual tools, of similar classifications, within the categories of Tool Design
and Deployment Environment. However, generally simulation-based tools are
better in terms of extensibility, scalability, heterogeneity, configurability and lower
investment. Live environments are generally better for high fidelity, accurate

approximations of physical deployments.

In terms of the Testing and Evaluation categories of the comparison framework, it
can be seen that evaluation is an issue mostly addressed by live environments and by
some of the more recent research on design tools. Live environments have generally
provided the most detailed and thorough user-centric evaluations of ubicomp
systems, particularly for late-stage prototypes. However, the limitations of scale
and significant investment required, make live testing impractical and inaccessible to
many research projects, particularly for early-stage testing or exploratory research.

There is a need for alternative tools and approaches.

It was found that there is no tool that combines automatic monitoring with the
opportunity for spontaneous and unanticipated situations to arise. This requires a
degree of generality in test specification, not seen in the current tools. Generality is
required because it is difficult to script specific tests and scenarios for unanticipated

outcomes.

Overall, the charted comparison framework illustrates that many aspects of
testing and evaluation remain open issues for ubicomp systems. In particular,
the issue of realising approaches for evaluating user-centric issues such as

appropriateness of system behaviour, through a structured traceable approaches,
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that are lower-investment and so suited to early stage testing.
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Chapter 4

Design

4.1 Introduction

The hypothesis of this thesis is that a situation-based testing approach could identify
inappropriate situations in a simulated deployment environment. Inappropriate
situations were characterised as those situations that arise due to the effects of
unwanted behaviour in a ubicomp deployment. Fahrmair et al. [39] stated that
unwanted behaviour is not a technical problem in a ubicomp system, but instead
arises due to a specific combination of user activity and environment, social and

task context.

The state of the art review showed that while much emphasis has been placed
on the design and prototyping phases of iterative development cycles for ubicomp
systems, less has been achieved for the evaluation phase. Due to the scale of ubicomp
deployments, both in terms of run-time duration and physical space, designers
will benefit from tools that can automatically monitor and test the global state
of a deployment environment. While UbiREAL [80] and VisualRDK [117] have
gone some way to addressing evaluation of technical effectiveness, little evidence
was found of tools which can test more user-centric issues, automatically and

systematically, with the exception of high investment live testing.

This chapter presents the requirements and design for the situation-based testing
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approach, which are informed by the findings from the state of the art. The chapter
concludes with an analysis of the design that relates back to the research objectives

and technical requirements, and that discusses the novelty of the approach.

4.2 Situation-Based Testing Approach

The situation-based testing approach focuses on assessing the state of a physical
deployment, as opposed to examining execution of a ubicomp system. As
such it must identify inappropriate situations independent of system behaviour,
user activity, and environment configuration and layout. The state of the art
review illustrated the benefits of simulation in terms of scalability, configurability,
extensibility and reusability. However, simulation provides an additional advantage
for the situation-based testing approach because the state of a simulated ubicomp
deployment can be captured, including both physical and digital artefacts. This
provides the opportunity to test the summative effect of user and system behaviour
in the environment, in order to assess the appropriateness of system behaviour,

based on actual effects and outcomes.

In Chapter 1, research objective O2 set out the objective to formalise the
situation-based testing approach in a test specification framework. The InSitu
Model Framework has been designed to address this and is presented in this chapter.
Research objective O3 set out the objective to define a systematic process of testing
that supports a feedback loop. The InSitu Test Process has been designed to address
this and is presented at the end of this chapter. The Model Framework and Test
Process together define the situation-based testing approach. These are defined

independent of technology and so can be realised in various implementations.

Research objective O4 set out the objective to realise the situation-based testing
approach in a simulation-based implementation. This is addressed by a toolset
implementation. An overview of the InSitu Toolset is presented in this chapter, but
a detailed discussion on the Toolset is deferred to Chapter 5. The Toolset provides

the mechanism to evaluate the underlying test approach.
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4.3 Influences from State of the Art

This section discusses the influences from the state of the art that were instrumental
in realising the InSitu Model Framework, Test Process and Toolset. These influences
led to a set of technical requirements that must be satisfied in order to realise the
situation-based testing approach. For the purpose of discussion, these are divided
into two sections, the first focuses on the Model Framework, and the second set

focuses on the Test Process and Toolset.

4.3.1 Influences on the InSitu Model Framework

At the core of all of the situation-based approaches discussed in the state the art
review, is a situation specification model. Situations are abstractions of context
and can be defined through aggregation of contextual information. Situation
specification enables situations to be formally defined through logical and spatial
relationships between elements of the physical deployment space. Examples can be

found in UbiREAL [80], CML [50] and SituVis [27].

Of these examples, UbiREAL provides the only example of a situation-based testing
approach, however a limitation of the UbiREAL approach is over-specification
of test-cases. This is prohibitive for testing that aims to uncover unanticipated
outcomes arising in the deployment environment. Situation specification must be

generalised in order to accommodate testing for the unanticipated.

This leads to the following requirement:

Requirement R1: A situation specification model must feature in
the Model Framework, which supports generalised definitions, and which
can specify the logical and spatial relationships between elements in the

deployment environment.

Requirement R1 addresses the issue of writing situation specifications that are
capable of testing the unanticipated and unexpected. However, it is also necessary

that unanticipated situations have the opportunity to arise. ~Chalmers [107]
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suggests that model-driven simulations of users and computers can assist with
the examination of ubicomp systems, particularly for emerging or unanticipated
situations. Tabak and de Vries [110] are more specific in noting the current trend

in activity based modelling for building usage simulation.

Activity-based approaches reflect the scheduling of activities in time and space.
Routes taken through a building are a result of the activities that occupants need
or want to perform, and the locations associated with those activities. Activity
based modelling provides a more accurate approximation of human behaviour than
purely random models [102], without requiring complete fidelity and so can be a
lower investment approach. The inclusion of an activity-based model addresses one
of the design considerations defined in the background chapter, user activity. An
activity-based model should be included in the model framework to drive simulations

that approximate the natural work-flows or activities of occupants.

The second design consideration is the physical environment and in particular its
spatial relations. Spatial relationships are central to situation specification and so
a situation-based testing approach must be able to reason about this aspect of a
building. This is primarily because often the structure of the physical environment
cannot be changed, except in terms of the operational use of the environment, and

so a system must be designed to behave appropriately for the target environment.

Hierarchical models best represent the natural containment relationship in the
environment, and there are many examples in the literature [25,95]. Hybrid
hierarchical models are more flexible by accommodating extra spatial relationships,
as well as physical location coordinates, and there are also a number of examples in

the literature [57,10].

Proximity regularly appears in the literature in relation to sensing technologies, due
to the relevance of a user’s immediate surroundings. Henricksen and Indulska [50]
include it in CML, along with containment, as a key spatial relationship for situation
specification. Bandini et al. [10] identify three key spatial relations for ubiquitous

computing as containment, proximity and orientation.
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These findings lead to the following requirement:

Requirement R2: An activity model must be included to drive simulation
of user activity; a model of the built environment must be included
to promote relevancy of testing by representing the target deployment

environment.

The situation specification model, from requirement R1, must be able to test
situation specifications using an up to date view of the state of the environment.
A benefit of simulation noted in the last section is the ability to capture both
simulated state and sensed information. An environment state model is necessary
that can represent a unified view of this information, and which includes the main

elements of situations and the spatial relationships in the environment.

This leads to the following requirement:

Requirement R3: A testable model of environment state must be defined

and maintained.

4.3.2 Influences on the InSitu Test Process and Toolset

Simulation-based ubicomp test-beds generally support prototype systems to remain
independent from the test-bed platform. To enable this, test-beds need to provide
sources of context information to the prototype under test. Papers on the seminal
simulation-based ubicomp test-beds, UbiWise [13,14] and QuakeSim [21], set out

requirements for these type of test-beds.

The requirements from QuakeSim focus on the need for realistic, configurable and
extensible deployment environment simulations, featuring multi-user interactions
and simulated sensors to generate location information. The requirements from
UbiWise focus on user-centric assessment of ubicomp technology prior to a
product-ready prototype, testing at lower costs, and providing sufficiently realistic

simulated deployment environments.

Consolidating the requirements put forward by QuakeSim and UbiWise, the

following requirement is put forward for a simulation-based ubicomp testbed:
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Requirement R4: A simulation based test-bed for ubicomp should
be configurable, extensible, reusable and scalable, with relatively low

investment and should support heterogeneous context generation.

Core to the situation-based testing approach is the necessity to maintain separation
between sensed context and environment state. A ubicomp system should only
receive a sensed view of the environment based on the information generated by
sensors embedded in the deployment environment. However, it is necessary for the
situation-based testing approach that a state view of the environment is available,

which represents the actual conditions that exist in the deployment environment.

Simulated sensed context should only be supplied to the ubicomp system in order
to drive system behaviour. State information is supplied only to the testing engine
and makes it possible to test the effect of ubicomp system behaviour by examining

the situations that arise in the deployment environment.

This leads to the following requirement:

Requirement R5: Separation between simulated sensed context and

environment state information must be maintained.

The challenge in assessing the effectiveness and appropriateness of system behaviour
in ubiquitous computing environments lies in monitoring the distributed nature of
their effect. Therefore, monitoring ubicomp deployments must be performed at a
global level, i.e. across the whole space. Examples of visual monitoring tools were
found in the literature, in which the designer can observe simulations unfold and
watch for problems to arise, e.g. DiaSim [59]. However, visual monitoring is not
particularly suitable for thorough testing. Testing is a tedious computational task,
better suited to a computer than to a human. Video recording of live test-beds
provides another option for monitoring ubicomp deployments, however the time
investment required to process the recordings is prohibitive to both rapid iteration

and low investment testing.

Also, as already noted in this section, in order to test for unanticipated and

unexpected outcomes a monitoring engine must be able to apply abstract test
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definitions. Test definitions should be represented using a situation specification

model so they can be tested against the state of the environment.

This leads to the following requirement:

Requirement R6: A monitoring engine must be able to test environment
state, which can be distributed in the ubicomp space, to automatically
identify instances of inappropriate situations, without prior knowledge of

the sequences and scenarios that will arise at run-time.

Structured feedback is particularly useful as part of an iterative prototyping cycle in
which successive iterations produce incremental, testable changes, as discussed by
Tang et al. [111]. Evaluation feedback, particularly for a prototyping cycle, is largely
an open issue for ubiquitous computing and one that is actively being researched,

e.g. the DiaSim [59] and AmISim [46] projects.

On identification of situational instances, the designer needs to be able to trace
the causal factors. Generalisation of Weber et al.’s definition [116] resulted in a
definition of traceability as: attributing events and actions to that which caused
them. According to this definition, traceability should support identification of both
the user activity and system activity that can effect change in the state of the

environment.

This can in turn be provided as structured feedback. Although the user should not
be held accountable for inappropriate situations arising in the environment, user
activity that is instrumental to these outcomes should be used to inform the design

refinement process.

This leads to the following requirement:

Requirement R7: Structured feedback must be generated, which can
be analysed and traced for the purpose of investigating the causal factors

leading to specific situations.
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4.4 Overview of the InSitu Design

The InSitu Model Framework provides a formal model of test specification for the
situation-based testing approach, in line with research objective O2. The InSitu
Test Process defines a systematic method of testing, which includes a feedback
loop to support evaluation and design refinement, in line with research objective
03. Together the InSitu Model Framework and InSitu Test Process define the
situation-based testing approach. A toolset implementation of the framework and

process is required to realise the situation-based testing approach.

InSitu Model Framework : InSitu Toolset : Legend

—InSitu Test Process—

Toolset Component
Actuate

Simulated ——

Simulation Engine

(Simulated Ubicomp
Environment)

Contextand  Environment
State Updates  Actuations

Deployment Pro_totype
Update Router : Ubicomp
Send Context System

Updates
N I r———77 I H
E | Spatial | Populate_ | State i Populate Model
' : Model model : Model | 1with State Updates

_____ | R |

I
Analyse Test
Results to inform
Design Refinement
/

: /
' /
putputs—> Test

' Results

/
HE /

_____ lestable State—+——f

HE Monitoring

Engine

i r i

;| Situation | HE

: : Model | Situation Specificationsi———!|
' ]

Figure 4.1: Overview of InSitu Model Framework, Test Process and Toolset.

Figure 4.1 illustrates an overview of the InSitu Model Framework, InSitu Test
Process, and the relationships between the models, process and InSitu Toolset
components. The InSitu Model Framework and Toolset are each bounded by dashed
lines, and each are respectively labelled. The InSitu Test Process is defined by the

arrows between the models and components in the diagram.

The Activity Model is used to drive user behaviour in a simulated deployment. The
Stmulation Engine generates sensed and state update messages to drive testing. The
Spatial Model and state update messages combine to form the State Model, which

is a testable representation of the state of a simulated deployment environment.
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The Situation Model and State Model are reconciled in the Monitoring Engine to
examine the state of the environment for inappropriate situations. Test results are
analysed to assess the extent of occurrences of inappropriate situations during a

simulation, and to inform design refinement of the prototype ubicomp system.

The remaining sections of this chapter describe the design of individual models in

the InSitu Model Framework and the design of the InSitu Test Process.

4.5 InSitu Model Framework

The InSitu Model Framework provides the test specification framework necessary
to address objective O2. The Activity Model and Spatial Model have been designed
to describe the design considerations, which include user behaviour and layout of
the physical deployment environment. The inclusion of these models in the Model
Framework improves the relevance of tests to the intended deployment configuration.
The Situation Model supports situation specification that is generalised and so can
be used to test unanticipated outcomes at run-time. Finally, the State Model is
used to maintain an up-to-date view of the environment state which can be tested

at run-time using the Situation Model.

4.5.1 Spatial Model

Becker and Diirr’s [15] survey of modelling approaches discussed the suitability of
hybrid hierarchical models for representing the structure of buildings. This section
discusses a hybrid hierarchical model that provides the facility to model both
physical and operational aspects of a building. Common elements of hierarchical
models are floors and rooms, as was previously discussed in relation to Satoh’s
model [95]. For many 2D simulators which look at only one floor at a time this can
be sufficient. However, modelling multi-floor buildings requires both horizontal and

vertical zones.

A zone called vertical-spaces was introduced to model stair-wells which are important
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Zones

Zone Type Description

Building Physical Root of the model for the internal layout of
a building.

Vertical-Space | Physical Zone which spans more than one floor, e.g.

stairwells and atriums.

Floor Physical Floor in a building.

Room Physical Room in a building.

Space Operational Zone which contains two or more rooms.
Area Operational Zone which does not contain any other zones.

Table 4.1: Zones in the Environment Model

because they act as the connection between floors. Vertical-spaces are also useful
for modelling atriums, a popular feature in modern buildings, which provide natural

light through an open column in the centre of a building.

Another limitation of many spatial models is that they focus on describing only
physical aspects of a building. However, operational usage of a building often results
in semi-permanent zones, many of which do not have tangible boundaries but can be
perceived by occupants and ubicomp systems. For example, in modern offices large
work spaces are often shared by many occupants, each individually occupying a unit
of space approximately the size of a desk. To accommodate this, an operational zone
was introduced to the hierarchical model called an area. The building, floor, room
and vertical-space types all share in common that they are all bounded by walls. An
area is different in this respect. Areas are not physically defined by walls, instead

they are small symbolic zones, that are located inside rooms.

The final type of zone added to the hierarchy is called a space. Spaces are larger
than areas and cover two or more other zones in the hierarchical model. Spaces
are particularly aimed at addressing the issue of internal rooms or inter-connected

rooms. The way in which these rooms are used on a day-to-day basis is also an
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Figure 4.2: Environment Model: Hierarchy of Zones.

operational feature of a building. In day to day operation, if the doors between
interconnected rooms are generally left open then the rooms effectively operate as

one space, subject to social norms observed by the occupants.

Table 4.1 lists the zones included in the Spatial Model. These are the building,
vertical-spaces, floors, rooms, spaces and areas. An intuitive illustration of the
hierarchical relationships between these zones is illustrated in Figure 4.2. For
example, a building node can directly contain vertical spaces or floors. These in
turn act as containers for other nodes, such as spaces, rooms, areas, doors, users
and entities. Vertical-spaces do not contain rooms, but they can contain interesting
areas, e.g. an exit point to a floor on a stairwell, as well as containing entities, e.g. a
lift. Floors can contain rooms, and can also contain areas. Figure 4.3 defines, more

formally, the restrictions on the containment relationship between zones.

Proximity is addressed using granularities of zones in the environment model

hierarchy. Bandini et al. [10,11] define proximity as:

Two places are said to be proximal if it is possible to go from one

to the other without passing through another place.

Adjusting this slightly for users, entities and zones, this model defines proximity as:
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Figure 4.3: Restrictions on containment relationship for zones.

Entities and users are said to be proximal if it is possible to go from

one to the other without passing through another zone.

Becker and Diirr [15] noted this point similarly, in their discussion on hierarchical
models. It is possible to compare the distance between positions by considering the
smallest zones in the hierarchy. The hierarchical spatial model presented in this
section becomes a hybrid hierarchical model when supplemented with information
from the State Model. The resulting combination features the spatial relations
of containment, proximity, orientation, as well as physical coordinates from the
environment. The State Model also provides attributes about zones to differentiate
between different zone types, for example a coffee-room, office or corridor. At

run-time the model exists in the zone states of the State Model.
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4.5.2 State Model

This section describes the State Model, which is used to represent the state of
the environment at a particular point in time. The UML diagram in Figure 4.4
illustrates the attributes of the main elements of the model, which include users,
entities, doors and zones. Doors are included as a distinct element in this model,
because although they could be classified as entities, they have the unique position
of directly impacting the routes that users travel through a building, and as such
impact how spatio-temporal relationships evolve. Table 4.2 provides definitions for

all of the attributes used in the State Model.

Attributes of the State Model can be static, dynamic or semi-permanent. Static
attributes are unchanging, e.g. user ID, and so only need to be populated with
data once. Dynamic attributes are subject to change with time, e.g. user location,
and so need to be updatable. For simulation purposes, initial values should be
provided for all dynamic elements in order to reflect the starting configuration for
the simulated test-environment, and so that false positives do not occur during
testing. Semi-permanent attributes are static for long durations and do not change
during a test simulation, however, in the real-world these attributes would change

over time, e.g. a user’s position of employment.

Figure 4.4 also illustrates the supported relationships between elements of the model.
Elements can be contained by zones, elements can be near to other elements,
and zones can be contained by other zones. The restrictions on the containment

relationship between zones was already discussed.

User State

User state information describes an individual user at a given point in time. The
state of a user is defined in terms of a unique identifier (ID), the user’s role, a
symbolic location, physical coordinates, orientation, the user’s field of view and a
timestamp for the information. The value for symbolic location is the zone ID for

the zone that a user is in at a given time.
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Figure 4.4: Environment State Model including Spatial Zones.
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Environment State Model Attributes

Attribute Cat Description

Contained By S The parent location of a zone.

Contains S The child locations of a zone.

Entity Type S Type of entity e.g. motion sensor, proximity
sensor, door, light.

Entrance S Describes a directional entry point to a zone.

Exit S Describes a directional exit point from a zone.

Field of View D Set of users and entities in a user’s field of view.

ID S A unique identifier.

Location Type SP The purpose of a zone, e.g. coffee room, meeting
room, office.

Orientation D Orientation of a user.

Physical D Coordinate location information.

Coordinates

Role SP Role of a user in the building.

State D State of an entity or door, e.g. on/off, open/closed.

Timestamp D The time at which the last update was received
and recorded for this user.

Zone 1D D Symbolic location identifier.

Zone Type S Spatial element type, e.g. area, room or floor.

Table 4.2: Environment State Model Attributes. Categories (Cat): S = Static, D

= Dynamic, SP = Semi-Permanent.

101



Entity State

Entities can represent any device, sensor, actuator, or object in the deployment
environment. This supports situation specifications, which will be discussed in the
section on the Situation Model, to include both physical and digital objects in the
environment in situation specifications. The attributes used to describe entities,
as shown in Figure 4.4 are identity, type, symbolic location, physical coordinates,
entity state, and a timestamp. As is the case for user state, the symbolic location

of an entity must correspond with the ID for a location.

Door State

Doors are generally not contained by any single room since they are connectors
between zones and so they are contained by floors or by spaces. All doors in the
model have an entry and exit point. This enables the model to define which side
of the door is contained by the parent location (entry), and which side of the door
is contained by the child location (exit). In the case of ambiguous containment
relationship between locations, e.g. for conjoined offices, where the parent-child

relationship cannot be defined, the entry and exit points are arbitrarily assigned.

Zone State

The Spatial Model defined the relationships between zones in the physical
environment. Zone state on the other hand defines the attributes of an individual
location. Zone state is defined in terms of ID, purpose, zone type, parent location
and child locations. Parent location and child location attributes provide access to

nodes above and below this location in the Spatial Model hierarchy:.

4.5.3 Situation Model

The state of the art discussion on situation modelling described work by Henricksen

and Indulska [50], Nishikawa et al. [80] and Clear et al. [27]. This section builds on
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these situations models with the aim of providing a more generalised approach to
situation-based testing than Nishikawa et al., by adopting a model more akin to the
work by Henricksen and Indulska [50]. The Situation Model presented here enables

elements of the State Model to be aggregated using logical and spatial relationships.

Situation Specification

This Situation Model generally observes Clear et al.’s [27] definition of a situation,
with a minor amendment to remove the limitations on logical relationships to fall
more in line with Henricksen and Indulska’s [50] use of existential and universal

operators. The resulting definition is as follows:

A situation specification consists of one or more assertions about
context that are conjoined using logical operators. Assertions
may comprise of further domain-specific attributes, given that the

required semantics are available.

The State Model, which maintains the global state of the environment (G), provides
the source of available information for this situation-based testing approach. Based
on this, a situation (S5) can be defined in terms of users, entities, zones, and their

attributes, at some point in time, ¢, as follows:
S(t) ={U(t), E(t), L(t)}
where

S = A situation specification.

U = {uy,...,u,} The set of users that exist in the physical environment.
E ={ej,...,e,} The set of entities that exist in the physical environment.
L ={ly,...,l,} The set of zones that exist in the physical environment.

Following the work by Henricksen and Indulska [50], situation specifications combine
logical connectives AND, OR and NOT, as well as the existential quantifier exists,
and the universal quantifier for all. Table 4.3 defines the notation used in the

Situation Model.
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Operator Explanation

Exists

For All

Not Exists

Not

And

Or

Is a Member Of.

Is Not a Member Of.

Tﬂlm<>_|t|:L<El_l_l

Assignment

Table 4.3: Notation for logical operators of the Situation Model.

Finally, these situation specifications are defined for the purpose of testing the state
of the environment at specific points in time. The purpose of testing environment
state is to determine if behaviour exhibited in the environment has resulted in
inappropriate outcomes. For this reason, test specification follows the format of
Nishikawa et al. [80], which uses an if ... then rule-based structure. To support
traceability, test specifications must log records of their findings, which are a
subset (O(t)) of the global state (G(t)), and are not limited to the situation state

information S(t). A test specification can be defined as:

if exists
S(t)=A{U(t), E(t), L(t)}
then

Output (O(t) C G(1))
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Situation Model Example

The following logic provides an example of how a situation might be defined.

if

3 ( U( type = “visitor”) «— v )

A 3 ( L(( id = v.roomLocation ) A ( type = “office” )) )

A B ( U(((type = “staff”) Vv (type = “student”)) A (roomLocation =
v.roomLocation)) )

then

Output (v.roomLocation, v.userID, Situation ID, wunique Alert ID,

Timestamp)

This example situation specification, featured in this test, reads as follows:

A visitor EXISTS in the building, assigned the variable name v

AND a location EXISTS which is the same as v’s location AND the location

is an office

AND there DOES NOT EXIST a staff member or student in the same location.

4.5.4 Activity Model

This section discusses the Activity Model which drives user activity and which
focuses on large granular activities in a simulated deployment environment.
This Activity Model bounds random behaviour of simulated occupants in the
spatio-temporal dimension. The Activity Model is a state-transition based model,
similar to that used by Garcia-Valverde et al. [45]. A simulated user travels to
some location, or “hotspot” to use Huebscher and McCann’s term [55], and stays
there for some duration while involved in an activity, e.g. attending a meeting.
The spatio-temporal bounds define limits on reasonable occupant behaviour within

which randomness can be applied.
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Figure 4.5: Example Activity Model including example relationships between

activities.

Padovitz et al. [84] discuss this idea of boundaries using the term situation subspaces.
These subspaces define boundaries in the larger context space where situations can
arise. They provide the example of the physical limitations on the speed of the
human body, both in terms of walking and running. Using these definitions, Padovitz
et al. can demarcate areas of the context space where situations arise, and minimise
their search which is relevant to the issue of state spaces which can quickly explode

n size.

The purpose of the boundary points in this Activity Model is to enable a simulation
to test the bounds of reasonable behaviour and to augment the designer’s ability
to anticipate possible test scenarios. Figure 4.5 shows a directed graph illustrating
some example activities that a user might participate in and the possible options for
sequences of activities. Each oval includes information about the type of activity
(Activity), the location where the activity will occur (Location), and the bounded
duration of the activity (Duration). Table 4.4 defines these attributes of the Activity
Model. The directional connections in the graph represent the dynamic sequence of

activities that can be generated during a simulation.
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Activity Model Attributes

Attribute | Description

Activity The name of the activity.

Location The location of an activity.

Minimum | The minimum amount of time an occupant spends at an activity.
Duration For example, the time spent getting coffee might be determined

by the time it takes to boil the kettle.

Maximum | The maximum amount of time an occupant spends at an activity
Duration before moving to another activity. For example, most users can
only work for a limited time without the need for refreshment.

This is a limitation of the human condition.

Next The list of possible next activities that a user can perform, one

Activity of which is randomly selected.

Table 4.4: Attributes of the Activity Model

Three activity types were identified for multi-user environments that feature both
individual and group activities. These are individual activities, shared activities,
and group activities. The basic difference between these activities is that individual
and shared activities only have one participant at a time. Group activities can have

one or more participants at the same time. The three activity types are more clearly

defined as:

Individual Activity: Individual activities have one participant and are owned by
one occupant. For example, in an office environment occupants often have

their own desk.

Shared Activity: Shared activities engage one participant at a time, but can
engage many occupants over time. For example, a water dispenser is a shared
resource in a work environment, so many users will fill their glasses during
the course of a working day, however this activity will be done one at a time,

assuming only one tap is available.
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Group Activity: These activities arise when one or more participants take part
in the same activity physically and temporally co-located, e.g. attending a

meeting.

4.5.5 InSitu Model Framework Summary

This section presented the design for the InSitu Model Framework, which consists
of the Spatial Model, State Model, Situation Model and Activity Model. The
Spatial Model defines the hierarchical representation of the internal layout of a
building. The realisation of this model in the State Model, through the parent child
relationship, combined with physical coordinates and orientation, provides a hybrid
hierarchical model. The State Model defines a testable representation of the state
of the environment at any given point in time. The Situation Model defines test
situation specifications, for inappropriate situations, which can be used to identify
instances of situations at run-time. Situation specifications are an aggregation of

environment elements using logical operators and spatial relationships.

4.6 InSitu Test Process

At the beginning of this chapter, Figure 4.1 illustrated the division of concerns
between the InSitu Model Framework, Test Process and Toolset. The Toolset
components, which are used at run-time, include a Simulation Engine, a Monitoring
Engine and an Update Router. The Simulation Engine is responsible for generating
both state and sensed context updates. The Monitoring Engine is responsible for
generating the State Model at run-time, and testing it against the Situation Model.
The Update Router is responsible for maintaining the separation between sensed
context and state updates, to ensure that the ubicomp system only receives a
sensed view of the environment. This section discusses the underlying process of
the situation-based testing approach, that must be realised in the implementation

of the InSitu Toolset to support this approach.
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Figure 4.6 illustrates the InSitu Test Process. The situation-based testing process
begins with the designer designing and building a computer-based ubicomp system
prototype. These are the first two phases of an iterative prototyping cycle, as defined
by Tang et al. [111]. When this is complete, the designer can begin the testing and
evaluation phase. The steps in the InSitu Test Process have been coded in Figure
4.6 for ease of reference, i.e. ITP 1, ITP 2 and ITP 3. These codes are reused later
in the thesis, in Chapter 5 to illustrate the relationship between this process design
and its implementation. The codes are also used in Appendix D to illustrate the

relationship between the end-user instructions and this process definition.

The first step (ITP 1) of the evaluation process is to define the Spatial Model,
the Situation Model and the Activity Model. The Activity Model needs to be
embedded in or linked with the simulated deployment environment in order to drive
spontaneous user behaviour at run-time. The Spatial Model should be representative

of the simulation model of the physical environment.

The second step (ITP 2) is run-time testing which begins when the ubicomp system,
Simulation Engine and Monitoring Engine are running in parallel. The Simulation
Engine generates both sensed context and state updates, which are sent to the
ubicomp system and Monitoring Engine respectively. The ubicomp system sends
actuation messages to the simulated deployment that alter the state the simulated
environment. The Monitoring Engine uses the state update messages to dynamically
generate the State Model based on the received state updates, and tests it against
the Situation Model. If this results in a positive identification of an inappropriate

situation, a log of the instance is output to a set of test results.

In the third step (ITP 3), the designer analyses the test results (Alert Report) to
evaluate the appropriateness of exhibited system behaviour. An evaluation cycle
ends with the designer either looping back to the start to use the findings from the
test results to refine the ubicomp system’s design, or with the designer exiting the
prototyping cycle because the testing approach is no longer uncovering new flaws in

the design.

This test process is core to the situation-based testing approach. An implementation

110



of this process is presented in the next chapter.

4.7 Chapter Conclusions and Summary

This chapter presented the design for the InSitu Model Framework and the InSitu
Test Process. The requirements set out for this design expanded on objectives
02 and O3, which respectively state the need for a formal framework for test
specification, and the need for a systematic test process which features a feedback

loop.

The Spatial Model builds on previous hybrid hierarchical models, by providing a
formal definition of containment and proximity. Containment in this model is more
expressive, in terms of zone types, than the models of Satoh [95], Bandini et al.
[11,10] or Jiang et al. [57]. The definition of proximity is a modification of Bandini’s
definition, to include people and objects, as well as zones. The inclusion of novel
operational zones in the Spatial Model aims to reflect the observation that the
operational usage of buildings is not totally dictated by the physical structure of
a building. Operational zones provide the capacity for the hierarchical model to

represent this.

The State Model provides a vocabulary of attributes that can be used in situation
specifications. This vocabulary was defined for the purpose of testing action-based
ubicomp systems in indoor environments. It is not a definitive vocabulary for the full
ubicomp field. However, this is to be expected based on Clear et al.’s [27] definition
of situation specification which states that attributes can be domain specific and are

subject to availability.

The Situation Model follows the models by Henricksen and Indulska [50], Clear
et al. [27] and Nisikawa et al. [80]. It is more generalised that Nishikawa et al.’s
approach, which is important, because that was a central limitation identified in
the UbiREAL situation-based testing approach. The Situation Model features the
logical operators of Henricksen and Indulska and follows Clear et al.’s definition of

a situation specification.
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The Activity Model has followed the trend of activity-based models, which Tabak
and de Vries [110] note as useful for building usage simulation. It has been defined
to bound situation subspaces at reasonable limits in the spatio-temporal dimension.
This aims to promote realistic simulations that still allow for spontaneous,

unanticipated and outlier situations to arise.

The combined features of the Situation, Spatial and State Models address
requirement R1. The Activity Model, and the combined Spatial and State Models,
address requirement R2. Although the InSitu Test Process goes some way to
addressing requirements R4 to R7, the implementation of the Toolset is needed
to fully address these requirements. For this reason, they will be discussed at the

end of the next chapter.

The novelty of the InSitu design lies in the support it provides for monitoring the
global state of a simulated ubicomp deployment environment, specifically to identify
inappropriate situations, without prior knowledge of the scenarios or sequences of
activities that will arise at run-time. The Spatial Model is instrumental in this
because it informs the Monitoring Engine about the layout of the space, thereby
enabling the engine to reason about the spatial relations between elements and
zones at run-time. The State Model provides the vocabulary of attributes that can
be tested. The discussion on the implementation of this model, in the next chapter,
will show how this model is testable by the Monitoring Engine. The Situation Model
provides generalised definitions of situations that can be used to identify instances
of situations at run-time. This promotes efficiency during test specification, and

thoroughness of testing at run-time.

The InSitu Test Process is also core to the novelty of the design. This is largely due to
the role of simulation in the testing approach. Simulation affords an opportunity to
capture a state view of the deployment environment, something which is not possible
in live test environments, even using current state of the art sensing technology.
This is key to testing the summative effect of system and user behaviour. The
combination of the Simulation Engine with the Update Router enable the Monitoring

Engine to maintain a state view of the simulated environment, i.e. the State Model.
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Testing this against the Situation Model allows for the actual effect of the system,

in the deployment environment, to be assessed.

4.7.1 Summary

This chapter began by providing an overview of the situation-based testing approach.
A set of requirements were defined based on the findings and influences from the state
of the art. Following this, an overview of InSitu was provided, including the Model
Framework, Test Process and Toolset. The Model Framework and Test Process
provide a generalised, technology independent, definition of the situation-based
testing approach. The Toolset is an implementation which provides the mechanism
for evaluating the situation-based testing approach. The Model Framework and Test
Process were presented in this chapter. The Toolset is a technical implementation

of the approach and is presented in the next chapter.
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Chapter 5

Implementation

5.1 Introduction

The previous chapter presented the design for the situation-based testing approach
in the form of the InSitu Model Framework and InSitu Test Process. The Model
Framework was defined to provide the formal test specification framework, while the
Test Process provides the systematic method of testing which supports feedback to
the designer. This chapter focuses on the toolset implementation that realises this
design. The InSitu Toolset implementation is necessary as a mechanism to evaluate
the underlying situation-based testing approach. This chapter discusses the main
divisions of the implementation, which are simulation, message routing, situation
testing, and results analysis. This chapter also presents a brief discussion on the
performance of the Toolset to demonstrate that it is satisfactorily efficient for use

as an instrument to evaluate the situation-based testing approach.

5.2 Overview of the InSitu Implementation

Figure 5.1 provides an overview of the InSitu Model Framework, InSitu Test Process,
and the relationships between the models, process and InSitu Toolset components.

The Model Framework and Toolset are each bounded by the green and blue dotted
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rectangles, respectively. The InSitu Test Process is defined by the arrows between
the models and components in the diagram. The red dashed rectangles indicate the

main divisions in the functionality of the InSitu Toolset.
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Figure 5.1: Overview of InSitu Implementation. The horizontal, red dashed-line,

rectangles, highlight the main divisions of the Toolset.

The Simulation Engine is configured with a 3D model of the target deployment
environment and draws on the Activity Model to drive bot behaviour. The

Simulation Engine generates both sensed and state updates.

The Update Router directs messages within the Toolset. Sensed context is directed
from the Simulation Engine to the prototype ubicomp system. State messages
are directed from the Simulation Engine to the Monitoring Engine. Actuation
instructions are directed from the prototype ubicomp systems to the Simulation

Engine.

The Monitoring Engine uses situation specification test definitions from the
Situation Model to examine the state of the environment for inappropriate
outcomes. The Monitoring Engine outputs these test results which detail the
instances of inappropriate situations that were detected in the simulated deployment

environment. Analysis of the test result log provides insight into the extent of
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inappropriate situations arising in the simulated deployment environment. This is

used to inform design refinement for a prototype ubicomp system under test.

The implementation of the Toolset components is discussed over the course of this

chapter.

5.3 Deployment Environment Simulation Engine

This section focuses on aspects of the implementation that address requirement R4,
which was stated in Chapter 4 as A simulation based test-bed for ubicomp should
be configurable, extensible, reusable and scalable, with relatively low investment and
should support heterogeneous context generation. The Activity Model, Simulation
Engine and configuration tool, together address this requirement through simulation
of the Activity Model, the physical building, mapping zones from the Spatial Model
to the building simulation, and finally generation of sensed context and state update

messages.

5.3.1 TATUS and Half-Life 2

The Simulation Engine for this Toolset builds on an existing well-cited ubicomp
simulator called TATUS [82,83]. TATUS extended the Half-Life game engine' as a
tool for simulating the physical environment. Trenholme and Smith [113] provide
a survey of the role game engines can play in research projects, and identify the
merits of these as research tools. Game engines are particularly beneficial as a basis
for building simulation environments, because they have already undergone rigorous
testing for performance, reliability and usability. Modern games, including Half-Life
and Half-Life 2, are sophisticated, offering realistic environments and advanced
artificial intelligence for believable bots, which with standard animations can walk,
run, jump, crouch and sit, as well as navigate around collisions and obstacles. Many

are provided with software development kits (SDK) enabling developers to build

'Half-Life and Half-Life 2 website http://orange.half-life2.com/ (accessed 6" December 2010).
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on them. The Half-Life SDKs? provide both source code for the game and also a

mapping tool called Hammer for building models of the physical world.

TATUS extended Half-Life by introducing simulated sensed context sources, which
generate context messages in response to bot or avatar activity. Avatars in TATUS
move based on input from a user operating the Half-Life game controls. In addition
to context sources, TATUS made two other key modifications to Half-Life. The first
provided a TCP/IP connection to send information (sensed context and actuations)
in and out of a simulated physical world. The second modification added software
objects to the game, which were responsible for directing context messages out of the
game, and directing actuation instructions to appropriate simulated physical objects
in the game. Through this mechanism, ubicomp systems can receive context updates
about the environment, and in response actuate physical objects in a simulated

deployment.

Since TATUS was developed, the Half-Life 2 engine was released. Half-Life 2 is
a more sophisticated engine, which offers realistic physics, a particle system for
environmental effects, and fine-grained control for character animation, including
facial expressions. Although not all of these features are used for InSitu, their
presence contributes to extensibility of the Simulation Engine. The tools in the
SDK for character and facial animation, physical object model creation, and world
creation (Hammer) mean that the simulator is also immediately configurable. More
recently, Valve the creators of Half-Life 2, have released a plugin® for Hammer which
supports map creation in Google SketchUp*. This not only provides an additional
tool for world and object creation, it also provides the potential for reusing models
from the Google SketchUp Gallery®. The caveat of Gallery models is that some are

too complex for game engine rendering, and so not all are candidates for reuse.

2Developer pages for Half-Life 2 http://developer.valvesoftware.com /wiki/Main_Page (accessed
6" December 2010).

3Valve plugin for exporting Google SketchUp models to VMF or SMD formats.
http://developer.valvesoftware.com /wiki/SketchUp_to_Hammer_Export_plugin  (accessed 6"
December 2010).

4Google SketchUp http://sketchup.google.com/ (accessed 6* December 2010).

5Google SketchUp  Gallery  http://sketchup.google.com/intl/en/community /gallery.html
(accessed 6" December 2010).
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5.3.2 Simulation Overview

Figure 5.2 provides an overview of the implementation of the Simulation Engine
featured in the Toolset. The Hammer World Editor is used to construct the model
of the physical environment, including positioning of sensed context sources and
state update sources, and to perform the task of configuring the Activity Model for
a simulation. The map compiled by Hammer is used at run-time to drive a test

simulation.

During testing sensed context sources in the environment generate messages
appropriate to the type of source. For example, a motion sensor only includes
information that indicates presence, it should not include the identity of individuals
within its range. State update messages are generated by the Simulation Engine to
reflect the actual state of the environment at a particular point in time, as opposed
to a sensed view. Actuation instructions are received via the Update Router, which

include information to alter the state of the physical environment.
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Figure 5.2: Overview of Simulation Component implementation, including its

relationship to TATUS, Half-Life 2 and Hammer.
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5.3.3 Activity-Based Simulation

In Chapter 4, an activity-based model was introduced that is bounded in the
spatio-temporal domain. The Activity Model uses randomness to determine the
sequence and duration of activities for a bot. Three standard Half-Life 2 game
entities were used to implement this model. A scripted sequence is used to define
the location and orientation of an activity. For visual effect, scripted sequences can
make use of a suitable animation from the Half-Life 2 library of animations. A logic
timer defines a maximum and minimum duration for a state, at some point during
which the timer randomly fires. A logic case is a logic decision point, which can be

programmed with up to 16 options that can be activated during game-play.

The process of including the Activity Model in a simulation involves manually
configuring these game entities in Hammer. As already mentioned, Half-Life 2
provides sophisticated Al-driven navigation for bots, which addresses collision
detection and obstacle avoidance. This is used to provide the animation and
simulation of bots moving between activities. Hint entities are used to assist bots to
navigate more believably, e.g. through doors, or to prevent bots walking in particular

areas if necessary.

A limitation of the scripted sequence game entity is that they are not designed
to be shared. Each scripted sequence is only intended to be used by the bot
explicitly named in its property set, which is a problem for simulating shared or
group activities. To overcome this issue, a system of hand shakes was implemented,
as a modification to the scripted sequence, so that ownership of an activity can be

dynamically changed at run-time.

The randomness of the timers and logic case is an in-built game function, which
is contained in a closed source part of the game engine. For this reason it is not
possible to ascertain the method used in the random function, however it is assumed
that this function does not provide true randomness, but rather a pseudo random

number®.

6Comments in the Half-Life 2 source code indicate that the random function uses an MD5 hash
and that it takes a seed as a function parameter in order generate a pseudo random number.
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Activity Types

This section discusses the implementation of the three activity types identified

in Section 4.5.4 which included Individual Activity, Shared Activity and Group

Activity. Figure 5.3 illustrates the connections between the game entities already

discussed which make up the implementation of each of these activity types.

A start timer fires periodically, using short time cycles, until it confirms that a bot

has reached its next activity. The start timer then invokes the animation sequence

for the activity. The end timer randomly stops the animation at some time between
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the maximum and minimum durations. The end timer invokes a random selection
of one of the pre-programmed options in the logic case. The logic case activates
the start timer for the randomly selected activity. Figure 5.3 (top) illustrates this

sequermnce.

Individual Activity: An individual activity is one that is generally owned by an
individual occupant, e.g. a desk space. Implementation of individual activities

follows the description outlined above.

Shared Activity: A shared activity is one that is only occupied by one individual
at a time, but can be used by many occupants over time, e.g. a water dispenser.
A shared activity is basically the same as an individual activity, except that
a check must be completed before the logic case activates the start time, to

confirm that the activity is vacant.

Group Activity: A group activity is one in which multiple bots participate
simultaneously, e.g. in a meeting room situation. Figure 5.3 (bottom)

illustrates that this is implemented as a collection of shared activities.

5.3.4 Environment Zones

Chapter 4 discussed the hierarchical Spatial Model which divides the internal
layout of a building into zones. While the Spatial Model provides the containment
relationship between zones, it did not provide the physical delineation of the size
of individual zones. Figure 5.4 illustrates how this is achieved through the use of
Hammer to map out zones on a floor plan. Each zone in the floor plan is a game
entity and so can have its own unique identifier. This unique identifier corresponds

to the zone’s ID, which featured in the Spatial Model.

Zones entities are dual purpose. In addition to demarcating the floor-plan for the
hierarchical model, they also act as the state update generators. Their role in this

is discussed in the next section.
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5.3.5 Sensed Context and State Update Generation

The InSitu Toolset extends TATUS by providing support for state update messages,
in addition to sensed context messages. State update messages include the necessary
information to populate the dynamic attributes of the State Model, as well as unique

identifiers to assist reconciling this information.

Context sources, and the messages that they produce, are modelled to generate
the type of information that sensed sources will realistically supply. Figure 5.5
illustrates some examples of context value sets used for various information sources.
For example, a motion sensor detects presence, but not position or identity, and so
its context values include entity ID, entity type and a timestamp. A state update
message, on the other hand, requires a full picture of all relevant information, and

so includes all of the values listed in this table.

Both sensed and state information sources in the Simulation Engine are based on
Half-Life 2 game objects. The SDK code base and the Hammer Map Editor are
extensible for this purpose, and so Hammer can be used as the configuration tool
for placing and configuring sensed context and state update sources in a simulated
deployment environment. Although Hammer provides limited opportunity for

fine-grained configuration of sensed context sources, work by McGlinn [75] has
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Figure 5.5: Sensed Context, State Update, and Actuation Information.

progressed this area by providing more control over the configuration of sensor

models in the simulator.

State update sources poll the environment periodically. The frequency for this can
be set using the Hammer properties dialog box. This setting is at the discretion of
the tester or system designer, however a relevant consideration is the duration of
an inappropriate situation. Short-lived situations require more frequent updates to

ensure they are not missed.

Sensed context and state update messages are encoded in XML and timestamped
in the game engine. The XSD schema for these messages is included for reference

in Appendix H.

5.3.6 Simulation Engine Analysis

The strengths of the Simulation Engine implementation lie in the use of open
source game technology that actively supports modification of the game’s code-base.
The Half-Life 2 source code is accessible and extensible, with an active developer
community and forums. The SDK provides tools to build and configure the physical
world as well as bot animation and appearance. The world editor, Hammer, is
extensible enabling context source types to be added to it, so it can act as a

configuration tool for placement of context sources in the physical environment.
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The Simulation Engine is scalable in comparison to live test environments and user
controlled simulations. The Half-Life 2 game engine supports up to 2048 entities
per simulation, which includes simulated users and entities. As an example of scale,
a project separate to this thesis constructed a three storey office building model,
which includes 104 rooms comprised of offices, computer labs and seminar rooms,
and which is furnished with 520 desks, 352 chairs and 257 replica desktop computers.
This model was created in a project separate from the research for this thesis, and

features as a tool in the work of Feeney [40] and Quinn [91].

Many aspects of the Simulation Engine are reusable. The maps and bot animations
are configurable and reusable, which means that they can be reused in consecutive
test cycles. The separation of Model Framework from the Test Process and Toolset,
also means that individual models can be reused. The exception is the State
Model, but because this is automatically generated at run-time, it does not need
to be accessible to the tester or reusable. Finally, the implementation of the test
configuration files for the Update Router and the Monitoring Engine, also promotes

reusability of test configurations.

Finally, in terms of lower investment, the price of the Half-Life 2 game engine,
less than €10.007 at the time of writing this thesis, is by comparison to a live
deployment very low cost. Configuring a test simulation still requires an investment
of man hours, however game entities, including context sources and Activity Model
configurations, are positioned using drag and drop interaction. During a user trial,
the average time to configure an activity in Hammer, after a learning curve was
overcome, was four minutes and seven seconds. An activity is comprised of four
game entities, whereas a context source is a single game entity. Based on this it can
be expected that, if timed, the task of positioning a context source in a map, would

average a time notably less than four minutes.

The most significant investment is the man hours required to construct a physical

deployment environment using Hammer. Two buildings modelled for the Simulation

"Price listing for Half-Life 2 on Steam http://store.steampowered.com/app/220/ (accessed 10t"
December 2010).
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Engine, as part of other projects, took approximately six weeks each of dedicated
man hours to create. The first project modelled the first three floors of a building in
Trinity College Dublin, the second project modelled a two storey building located
at Cork Institute of Technology®, Cork.

5.3.7 Simulation Engine Summary

The choice of the Half-Life 2 game engine, as the basis for the Simulation Engine,
addresses configurability, extensibility and reusability, in requirement R4. The
integration of TATUS functionality into Half-Life 2 addresses context generation
that is heterogeneous and representative of users, entities and locations. The
extension of the context generation functionality to also include state generation
using zone entities contributes towards satisfying requirement R3. Zone entities
are also relevant in terms of realising the hierarchy of the Spatial Model from
Chapter 4, and so contribute towards satisfying requirement R2. The activity
simulations realise the Activity Model from Chapter 4 and contribute towards

satisfying requirement R2.

8Cork Institute of Technology http://www.cit.ie/ (accessed 16!* December 2010).
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5.4 Routing Sensed Context and State Updates

The discussion in this section focuses on addressing requirement R5, which was
stated as separation between simulated sensed context and environment state updates
must be maintained. The Update Router addresses this requirement by maintaining
the connections between the ubicomp system, the Simulation Engine, and the
Monitoring Engine. It routes sensed context, state updates and actuation messages

appropriately across these connections.

5.4.1 TATUS Proxy

A proxy, implemented in Java, was a feature of the TATUS architecture that acted
as a middleman between a ubicomp system and the Half-Life game engine. Its
role was to support asynchronous communication between these two components so
that each could operate independently. This proxy also provided the functionality to
establish and maintain TCP /IP network connections between the TATUS Simulator
and ubicomp system during testing. This has two specific benefits. Firstly, the
simulator can be run on a dedicated machine because the Half-Life game engines
are resource intensive. Secondly, the ubicomp developer can run their code base
from their own development machine, and do not need to either move their code
or install TATUS on their local machine. This distributed network architecture is

reused in the implementation of the Update Router for this Toolset.

5.4.2 Update Router

The internal components of the Update Router, and their respective relationships,
are illustrated in Figure 5.6. The Router component is responsible for directing
sensed, state and actuation messages to their appropriate destinations at run-time,
as indicated by the arrows in Figure 5.6. The Manager components are responsible
for establishing connections with the Simulation Engine, prototype ubicomp system

and Monitoring Engine. The Simulator Manager houses the original TATUS Proxy
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code to connect to Half-Life. System Managers support ubicomp systems to connect
and disconnect at run-time without disrupting a test. This allows for parallel testing
of ubicomp systems, which can be expected in real deployments. The Monitoring
Engine Manager reuses the System Manager class, but only requires an output

connection to route state updates.
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Figure 5.6: Components of the Update Router.

Message routing between the Simulation Engine, ubicomp system and Monitoring
Engine uses a unique identifier for individual ubicomp systems and a set of
information subscriptions per recipient. Unique identifiers for ubicomp systems are
used to support parallel testing, so the router can differentiate between ubicomp
systems and the Monitoring Engine. Data subscriptions go further to support
parallel testing, by allowing each system to specify the type of information sources
that they wish to subscribe to. The ubicomp systems should only ever subscribe to
sensed context sources during testing. Similarly, the Monitoring Engine should
only subscribe to state update sources during testing. The Monitoring Engine

only receives updates about actuation instructions when the actuation has been
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completed.

The main focus of this discussion on the Update Router was to illustrate that it
satisfies requirement R5. However, the Update Router has a number of additional
features that promote ease of use. The first of these include the use of Java Remote
Method Invocation (Java RMI) which enables the Update Router to automatically
start the Simulation Engine on behalf of the tester as soon as the Ubicomp Prototype

establishes a connection.

A second feature of the Update Router is a test configuration file. The test
configuration file supports definition of connection settings, e.g. simulator host and
ports, directory for model framework and subscriptions to updates from the router.
The test configuration file is defined as an XML file. The XML Schema Definition
(XSD) for this file is included in Appendix H.

5.4.3 Summary

The Update Router presented in this section was developed to address requirement
R5 by ensuring that it is possible to separate state and sensed context updates.
Although this does not provide a full context management system (CMS), as seen
in other ubicomp test-beds, e.g. Garcia-Valverde et al. [46, 45], it provides the
necessary functionality to implement this part of the InSitu Test Process, with the

guarantee of separation of sensed and state updates.
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5.5 Situation Monitoring

The implementation discussion in this section focuses on addressing requirement R6,
which was stated as a Monitoring Engine must be able to test environment state,
which can be distributed in the ubicomp space, to automatically identify instances of
inappropriate situations, without prior knowledge of the sequences and scenarios that
will arise at run-time. A Monitoring Engine has been implemented to address this
requirement, together with implementations of the Spatial Model, Situation Model
and State Model. The representation of environment state in an information model
enables the Monitoring Engine to reason over the global state of the environment.
Generality of situation specifications allows them to be dynamically reconciled with

global environment state at run-time.

5.5.1 Drools and the Adaptive Engine

Drools? is a business rule management system (BRMS) which includes a production
rule system. Production rule systems operate by testing a defined condition against
the state of the world. The Drools rule engine uses an enhanced implementation of
the Rete algorithm [43] in its production rule system. The Rete algorithm improves
efficiency by using pattern matching on a network of nodes. This is beneficial in

terms of the speed at which rules can be executed.

A limitation of the Rete algorithm is that it is memory intensive and ultimately
this is a limiting factor in terms of computing resources. However, the case studies
presented later in this thesis do not reach the scale where this becomes problematic,
and as such Drools is a suitable technology for the implementation of InSitu used
to evaluate the situation-based testing approach. The separation of concerns in
Drools, which means the condition is encoded as a declarative rule, and the state
of the world is defined as a set of facts, is a further benefit of the technology for
implementing InSitu. There is a natural mapping between the separation of rules

and facts, and the separation of concerns between the Situation Model and State

9Drools website http://www.jboss.org/drools (accessed 6" December 2010).
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Model.

The Drools engine used in the Toolset implementation is housed in an eLearning
Adaptive Engine [29]. Although not directly related to this work, the Adaptive
Engine also uses a model framework and as a result has existing functionality for
model management, including loading, reading, writing to, and saving models. In
particular the Adaptive Engine has in-built custom functions specifically for reading
from Drools Rules and XML models, and writing to XML models. The existing
integration of XML in the Adaptive Engine, and also in TATUS, was influential in
the choice of XML to represent the Spatial Model, state initialisation file, and the

test results, as opposed to an alternative data modelling technique.

5.5.2 State Model Generation

Drools facts use a Java bean implementation and are an extensible part of the Drools
rule engine. This made it possible to create custom domain specific facts relevant
to the ubicomp deployment environment. The State Model, defined in Chapter 4,
models the state of the environment at a particular point in time. A Drools fact
vocabulary has been defined, which implements the State Model. The attributes
of the vocabulary are accessible through getter and setter bean methods. Most
attributes in the State Model can be populated directly from the state updates

received from the Simulation Engine.

Static state and initial dynamic state values are read from an XML file
containing initialisation values to describe the initial configuration of the deployment
environment, as illustrated in Figure 5.7. The Spatial Model is also part of the
initialisation process because for the purpose of testing it is assumed that the

hierarchy of zones is static.

Dynamic state information, supplied by the Simulation Engine and received via the
Update Router, is processed continuously throughout testing by the Update Service
and State Model Generator. At run-time, the State Model Generator dynamically

updates the State Model, creating new Drools facts if it encounters new users,
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Figure 5.7: Overview of Monitoring Engine Component

entities, doors or locations, however this should not be the case for the latter two of

these because the hierarchical model is unchanging during a simulation.

For the purpose of efficiency, due to the role of the Rete algorithm and pattern
matching analysis, user and entity facts have been implemented to store the full
hierarchical location of the individual or object that they represent. This means that
these facts have a record of location at each of the building, floor, vertical-space,
space, room and area, levels in the hierarchy. Zones which do not have a valid value

at a specific point in time, are set to null.

The only attribute that is not taken directly from state update messages, and which
requires additional processing, is field-of-view (FOV). The State Model Generator
performs additional calculation to generate the set of other users and entities in
each individual user’s field of vision. The model of human vision is based on

anthropometric data from the book Human Dimension & Interior Space —A Source

Book of Design Reference Standards [85].

According to these parameters, the human horizontal field of vision is comprised of

a central binocular region of vision of 124°, and two monocular regions of vision,
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left and right, each of between 32° and 42°. This provides a maximum horizontal
field-of-vision of 208°. This defines the range that can be seen without a person
moving their eyes or head, however objects are less clear in the regions of monocular
vision. Bots in Half-Life 2 have presets for FOV at 50°, 90°, 120°, 270°, and 360°.
Since these options are not particularly close to the anthropometric model, this
calculation was performed outside the game engine, based on the state value of a

bot’s orientation.

An assumption made in this model is in the calculations of physical boundaries for
a bot’s FOV. The model assumes that a bot can see the full distance of the room
in which they are present. This means that walls are the obstacle and boundary
to a bot’s FOV. A limitation of the model is that it is calculated as a view wedge,
rather than a view cone. A more complete model would take into account the human

vertical field of vision.

5.5.3 Situation Model Implementation

Drools rules take the form of a when ... then statement. These are referred to as
left-hand-side (LHS) and right-hand-side (RHS) respectively. The LHS defines a set
of conditions that must be true in order for the rule to fire. Situation specifications
are defined in the LHS of a Drools rule. The example below illustrates a situation
specification which describes a user in the dark. The first part of the example shows
the situation specification, as would be written using the Situation Model format
defined in Chapter 4. The second part of the example, shown in Listing 5.1, provides

the equivalent Drools rule encoding.

Situation Specification A.1: User in the Dark

if

J(U+«—nu)

A F(E (( type = “light” ) A (roomLocation = u.roomLocation) A (state = “on”)))
then

Output O(t) C G(t)
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Listing 5.1: Example Drools Rule: A user is in the dark.

rule "ID.1: Lights O0ff for User"

when
$user : UserStateFact ($userlLocation:userLocationRoom)
not exists ( EntityStateFact (entityType — "light",
entityLocationRoom = $userLocation,
entityState = "on") )
then

//$O0utput alert using Adaptive Engine Java method calls

end

Logging Test Results

The RHS of a Drools rule is used to generate test results when an instance of a
situation specification is found. The information recorded by the RHS of a Drools
rule is at the discretion of the tester, however it is recommended that, at a minimum,
it should include an identifier for the situation specification, as well as spatial and
temporal information so that the spatio-temporal time line can be charted during
analysis of test results. The RHS of a rule is a collection of Java method calls which
produce an alert. Each alert logs information about a detected situation. Alerts
can contain information from any part of the State Model, which means that the
information content of an alert is limited by the State Model, and not by the bounds

of the situation.

The Adaptive Engine provides the custom functions which are used to navigate and
output Test Results. These are generated in XML format and saved in a file called
an Alert Report. Four functions in particular are used for this process. The first is
navigateModel which is used to change location in the XML nesting. The second is
addNode which is used to add a new element to the XML report, e.g. when creating
a fresh alert. The third is addAttribute which is used to add an attribute to an
existing element. The fourth is storeModel which is used to save new changes to the

XML file after a new alert has been output to the model.
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At run-time, the RHS encoding of rules for the Situation Model generates one alert
each time any rule detects a specified situation. This can result in multiple outputs
by the same rule if two instances of a situation are detected in the same rule cycle.
For example, in Listing 5.1, the rule is testing for occupants in the dark. According
to this encoding, if two users are experiencing this situation simultaneously, the rule
will output two alerts. Additionally, multiple alerts will be output for the same

situation instance if it persists over two or more rule cycles.

Rules can be configured to run after each state update or on a timed cycle, at the
discretion of the tester. A number of factors should be considered when deciding
on this setting. The criticality of an inappropriate situation is influential in how
important it is that all instances are found. For highly critical situations, rules may
need to be configured to run after each state update, particularly, if situations are
of short duration. This should be paired with highly frequent generation of state

update messages in the Simulation Engine.

Duration is the second factor that should be considered. Situations of long duration
tested by rules configured to run very frequently will generate very large Alert
Reports. This has the potential to place an increased, and in some cases, an
unnecessarily heavy load on the tester during manual processing and analysis of

the Alert Report.

Examples of full situation specification encodings, i.e. Situation Models, are
provided in Appendix A and Appendix B, which include both situation specifications
(LHS) and alert structure definitions (RHS).

5.5.4 Monitoring Summary

This section presented the implementation of the Monitoring Engine, which is
included in the Toolset to address requirement R6. It also completes the fulfilment

of requirement R3, which was partially fulfilled by the design of the State Model.

Requirement R3 was stated as a testable model of environment state must be

defined and maintained. The State Model discussed in the design chapter fulfils the
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requirement that a model of environment state must be defined. A set of custom
Drools facts was implemented to realise the elements of the State Model, i.e. user,
entity, location and door. The Monitoring Engine uses initialisation values, the
Spatial Model, and state updates from the Simulation Engine to create and maintain
instances of these objects at run-time, which collectively define the State Model at

any given point in time.

Requirement R6 was stated as a Monitoring Engine must be able to test environment
state, which can be distributed in the ubicomp space, to automatically identify
instances of inappropriate situations, without prior knowledge of the sequences and
scenarios that will arise at run-time. The Drools engine provides the capability to
define tests as rules, and test them against the state of the environment, modelled
as facts. The Simulation Engine provides the capability to gather state information
from the simulated deployment environment. Finally, the support which Drools
provides for testing generalised rule definitions enables situation specifications to
identify situations without requiring explicit information about the users, entities,

locations or doors to be embedded in rules.
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5.6 Analysing Ubicomp System Behaviour

Requirement R7 stated that structured feedback must be generated, which can be
analysed and traced for the purpose of investigating the causal factors leading to
specific situations. This section illustrates how an Alert Report can be systematically
processed and analysed to produce charted views of the test results. Listing
5.2 provides an example of a single alert from an Alert Report. The details
and information contained in this alert are easily deciphered, and include the
situation ID, location, occupant ID and timestamp. However, during the case study
simulations, which will be presented in the next chapter, very large Alert Reports
were generated which contained in the order of tens of thousands or alerts. It is not
feasible for a tester to interpret meaningful data from XML files of this size without

some additional processing.

Listing 5.2: Example Output.

<alert id="1" timestamp="1267391637360">
<rule id="ID.1: Lights 0ff for User" />
<location>fs—corridor—1</location>
<user>occupantl</user>

</alert>

To provide more intuitive views of this data, it is processed and summarised in
charts. Microsoft Excel was selected for this task because it has built in functions
to parse XML files directly to a spreadsheet format. It is also a widely used tool
for data processing and data analysis. After an Alert Report has been converted
to spreadsheet format, the tester can perform data processing and analysis on the
results. Scatter plot representations of the information were chosen in order to
preserve the time-line, due to the uneven temporal distribution of alerts. Figures
5.8, 5.9, 5.10, 5.11, 5.12 and 5.13, on the next pages, illustrate example views that

can be generated by charting data from an Alert Report and test log files.
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Figure 5.8: A charted view of an Alert Report illustrating detected instances of a

set of five situation specifications.
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Figure 5.9: A view from an Alert Report that charts Situation E from Figure 5.8.

Figure 5.8 shows the results from the first six hours of a simulation that tested
five situation specifications. Each situation is charted on a horizontal line over the
timeline of the simulation. Although the results appear as continuous bars, each
situation is actually plotted as a discrete point. The continuous lines are a product
of density and points, and the plot point size. Figure 5.9 charts the times and
locations where the instances of situation specifications were detected. In Figure
5.8, it appeared that Situation E occurred continuously for over 3.5 hours during
this test. However, Figure 5.9 shows that these results are actually comprised of
situational instances that occurred in three different locations, the coffee room, office

B and office A.
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Figure 5.11: A view of the data line Office B from Figure 5.10.

Figure 5.10 shows a chart that zooms in on Figure 5.9 to demonstrate that the
continuous lines appearing in the charts up to this point, are in fact comprised
of discrete points. This chart focuses the view of that data to only show the
test timeline between 2.25 hours (2 hours 15 minutes) and 2.35 hours (2 hours
21 minutes), i.e. a six minute window of time. Figure 5.11 provides a view of the
data line Office B from Figure 5.10. It can be seen in Figure 5.10 that Office B has
a more dense level of alerts than Coffee Room on the same chart. This is because
more than one occupant experienced this Situation E at the same time in Office B.
This chart shows that Occupant B and Occupant D experienced Situation E at the

same time in the same location, i.e. office B.
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Figure 5.13: Trace of device activations and the occupants who triggered the

action.

Figures 5.12 and 5.13 illustrate example views that can be generated from the
Update Router’s log file. Figure 5.12 charts the trace of occupant locations over
the timeline of a simulation. In location-tracking systems, particularly systems in
which the user does not require a mobile device, users are physical causal factors for
situational outcomes. Figure 5.13 charts the record of device activations by specific
users. Device activations provide a digital trail of causal factors that can be traced

in the environment.
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5.6.1 Test Analysis Summary

This section discussed analysis of the Alert Report with a view to satisfying
requirement R7, which stated that structured feedback must be generated, which
can be analysed and traced for the purpose of investigating the causal factors leading

to specific situations.

This section discussed how a series of XML encoded alerts, saved in the Alert Report,
can be parsed by Microsoft Excel to spreadsheet format. Using the spreadsheet,
data processing and analysis can be used to convert the data into scatter plot
charts. Scatter plots preserve the timeline of the tests, which can enable the tester
to reconcile findings between the different views of data that can be generated.
The examples presented here included (i) a chart of the times each situation was
detected, (ii) the locations in which a situation was detected, (iii) zoomed views of
charts to gain finer granularity views of the timeline, (iv) the bots that were affected
by a situation, (v) the locations of all bots during a simulation, and (vi) the device
activations that occurred during a simulation. By reconciling these views, the tester
can gain insight into the circumstances surrounding inappropriate situations, and
investigate both physical and digital factors leading to specific situations, e.g. a user

changing location, or the activation of a sensor.

The method of data processing and charting the structured feedback in an Alert
Report, provides testers with a process for analysing the results of a simulation to

determine the causal factors leading to inappropriate situations.

5.7 InSitu Test Process Implementation

Figure 5.14 illustrates the implementation of the InSitu Test Process defined in
Chapter 4. Where Chapter 4 provided an abstract diagram of the test process,
Figure 5.14 shows how the process has been realised in the Toolset, and the roles of
individual components and resources. Dashed arrow lines indicate data flows, while

solid arrow lines indicate program or execution flow. To support a clear mapping
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between design and implementation of this test process, the coding for the steps in

this process have been reused from Figure 4.6, i.e. ITP 1, ITP 2 and ITP 3.

Prior to a test cycle commencing, the designer develops a computer-based interactive
prototype of the ubicomp application. This is illustrated in the Design - Develop
horizontal pool. The Configuration pool shows the configuration phase. This
involves creating the model instances of the InSitu Model Framework, and the state
initialisation XML file. The tester must also create the configuration file for the

Update Router during this stage.

The Testing pool illustrates the start of a simulation execution which begins when
the tester starts the software processes running. The Update Router must be invoked
first because it is responsible for managing the testing phase. If RMI is being used,
the RMI server should also be running at this point. The Update Router maintains
an open port to receive new connections so that more than one ubicomp system can
join the test. The ubicomp system is invoked next and it establishes a connection
to the Update Router, providing it with the location of the test configuration file.
This file provides the Update Router with the necessary information to establish
a connection with the Simulation Engine. The Simulation Engine can be started

using RMI or manual invocation.

When the Update Router has established a connection with the Simulation Engine,
the tester can invoke the Monitoring Engine. The Monitoring Engine connects
to the Update Router using the same interface as the ubicomp system. The
Monitoring Engine must provide its own test configuration file that includes its data
subscriptions. The Monitoring Engine looks up the location of the Model Framework
in the test configuration file and loads the models to populate the Drools Facts State
Model and the Drools Rules for the testing phase.
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The Testing pool also illustrates the operation of a running simulation. During
this phase, both context and state updates are being generated, and the ubicomp
application is issuing actuation instructions. The Update Router is routing messages
between the Simulation Engine, the ubicomp application and Monitoring Engine.
The Monitoring Engine is examining the state of the environment, testing it for the
specified situations and logging the details of any instances found. At run-time the
Update Router maintains a log of the test. This is used to supplement the Alert

Report during the evaluation phase.

The FEwvaluation pool illustrates the final stage of a testing cycle in which the
feedback in the Alert Report is analysed by the tester. If the tester finds instances
of inappropriate behaviour that warrant further investigation or refinement of the
design, the Test Process iterates back to the start again. Design refinement might
include changes to either the decision logic in the system or to the configuration
of the deployment environment. If changes are made to the latter then the tester
may also need to refine the Model Framework definition. If no refinement or further

investigation is required, the Test Process exits the cycle.

5.8 Toolset Performance

This section presents some performance results recorded for the Toolset
implementation. These results are presented to demonstrate that the implemented
Toolset has been sufficient for the evaluations discussed in the next chapter. The

results were recorded using commodity laptop and desktop hardware as follows:

e The laptop’s hardware included an Intel Core 2 Duo CPU T7700 @ 2.40GHz,
with 3.5GB of RAM, and a NVIDIA GeForce 8600M GT graphics card. The
laptop was running Microsoft Windows XP Professional'® Version 2002 Service

Pack 3.

e The desktop’s hardware included an Intel Core 2 CPU 6700 @ 2.66GHz, with

OWindows XP Professional http://www.microsoft.com/windowsxp/pro/default.mspx.

143



2GB of RAM, and a NVIDIA GeForce 7900 GS (256MB) graphics card. The
desktop was running Microsoft Windows XP Professional Version 2002 Service

Pack 3.

5.8.1 Message Processing

Results for the performance of the Update Router and the Monitoring Engine are
reported in terms of routing and processing messages respectively. Recorded timings
show that the Update Router takes on average 3ms to route each message. This
number was calculated using a sample of 300 messages. The Monitoring Engine was
found to process state updates in an average time of 1.9ms, over a sample size of 300

messages. These results were recorded on the laptop computer detailed previously.

5.8.2 Testing Environment State

This section reports on the performance of the Monitoring Engine and the time
taken to run a set of situation specification rules, as well as to output alerts when

these rules fire.

Initial results gathered recorded timing for a single bot simulation, feature 31 Drools
facts to represent the State Model, and one rule representing situation specifications.
This set of results was recorded on the laptop computer with the full InSitu Toolset
running on it, i.e. Simulation Engine, Update Router and Monitoring Engine, as
well as the ubicomp service under test. Over the course of an hour, running the rule
once per second, time taken to assess the state of the environment averaged 150ms,
with a maximum of 340ms, and a minimum of 40ms. These calculations omitted
the initial loading time for the rulebase, because it is a one off event, which took

6.2s.

A second set of results recorded timing for a larger scale simulation. This set of
results was recorded using two computers to distribute the processing load for the

InSitu Toolset across more than one machine. During these tests, measurements
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were recorded on the desktop computer, which was host only to the Update Router,
Monitoring Engine and ubicomp service. This configuration made use of the
TCP/IP connection to run the Simulation Engine on a separate machine. This
test configuration featured 83 facts, including 20 bots, 46 zones, and 17 entities,
tested against six situation specifications. Over the course of an hour, running the
rules once per second, time taken to assess the state of the environment averaged
67ms, with a maximum of 275ms and a minimum of 61ms. These calculations
omitted the initial loading time for the rulebase, because it is a one off event which
took 1.17s. During this test, 1716 alerts were generated, an average of 28.6 per

minute.

A third set of results recorded timings for a test which artificially increased the
load on the Monitoring Engine, both in terms of examining environment state and
outputting alerts to the Alert Report. The configuration for this test featured 50
bots, 80 facts in total, and tested six situation specifications. Over the course of
three minutes, running the rules once per second, 413 alerts were generated and
output to the Alert Report, an average of 137.6 alerts per minute, significantly
higher than the previous performance tests. At this load, the Monitoring Engine
averaged a rule cycle of 0.14s, and did not exceed 0.4s. This set of results were
recorded on the laptop computer, with only the Monitoring Engine running. This
was an artificially contrived test, specifically to increase the load on the Monitoring

Engine, and so a dataset of messages was used to create this artificial test set up.

It was expected that the times recorded for the first performance test should be lower
than the times recorded for the second set of performance results, however this was
not the case. It is likely that the extra processing load on the laptop, because it was
running the full Toolset, impacted the performance times. In particular, the game

engine would have placed a heavy drain on system resources and processing power.
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5.8.3 Performance Summary

The case studies, presented in the next chapter, test the situation specification
rules once per second. The upper limit, in terms of the scale of testing required
for the case studies, is 20 users, 46 zones and 17 entities, totally 83 facts, tested
against six situation specifications. The results presented here show that this
Toolset implementation is satisfactorily efficient as a tool to conduct these case

study evaluations.

5.9 Chapter Conclusions and Summary

The Toolset implementation presented in this chapter was developed to provide the
mechanism for conducting the evaluation of the situation-based testing approach.
The Toolset realises an implementation of both the InSitu Model Framework and
the InSitu Test Process, which together provided the definition of the proposed
situation-based testing approach. The implementation integrates and extends a set
of existing technologies, which includes the TATUS Simulator and Proxy, the Drools
Engine, the Adaptive Engine, and XML information encoding, in order to create

the Toolset.

This chapter described how the Toolset components each address one of the technical
requirements set out for the Toolset in the last chapter. The technical requirements
were defined to expand on objective O4, which was stated as ‘To realise the
framework and test process in a simulation-based test-bed, as a mechanism for
evaluating the situation-based testing approach’. As a whole, the implementation
of the Toolset addresses research objective O4. Performance testing conducted for
the Toolset showed that it is sufficiently efficient to act as an instrument for the

evaluations presented in the next chapter.
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Chapter 6

Evaluation

6.1 Introduction

At the outset of this thesis a situation-based testing approach was proposed as a
method for testing the summative effect of system and user behaviour in a simulated
ubicomp deployment. This is important for ubicomp systems because the effects of
exhibited system behaviour are not always bounded in the digital environment.
The InSitu Model Framework, Test Process and Toolset provide a design and
implementation that realise the situation-based testing approach. The evaluations
presented in this chapter aim to assess the suitability of the situation-based testing

approach and the expressiveness of the InSitu design and implementation.

A real-life case study investigates whether InSitu can be used to correctly identify
examples of real world inappropriate situations. A second case study features a
hypothetical, sensor-driven, access-control system, designed for a real-world office
space to investigate the expressiveness of the Model Framework. A user trial presents
an objective assessment of the situation-based testing approach, both in terms of the
expressiveness of the Model Framework and the suitability of the testing approach.
Finally, the comparison framework, which was defined to summarise the state of the

art review, is revisited as an instrument to compare InSitu to the reviewed tools.
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6.2 Case Study 1: Motion Sensor Driven Lighting

The central objective for this case study is to investigate whether InSitu can be used
to correctly identify examples of real-world inappropriate situations. This places
emphasis on assessing (i) whether the Spatial Model can represent a real-world
building, (ii) whether the Situation Model can represent inappropriate situations
observed in a real-life environment, (iii) whether generalised situation specification
can be applied at a global level to identify instances of situations in the simulated

environment.

6.2.1 Case Study Description

This case study examines a commercial lighting system deployed in a building in
Trinity College Dublin. This case study was chosen because it provides a real-world
example of behaviour exhibited by a sensor-driven system causing inappropriate
situations to arise in the physical deployment environment. A further benefit of
examining a real world case study is that it was possible to survey the occupants
of the building to inform the case study and in particular the Activity Model.
The survey was conducted using Survey Monkey! to gather responses, and as such
respondents were not supervised while they completed the questions. Of the 50
permanent occupants on the first floor 18 surveys were collected 14 of which were

complete (28% of occupants).

Two inappropriate situations were observed in the building. The first affects
occupants, who suffer during times of low occupancy because the lights can fail
to turn on in communal zones of the building, if a specific set of circumstances arise.
The second affects the facility manager, who faces a problem in terms of energy
management, because due to the deployment configuration of the lighting system,

the lights can remain on in the building when no users are present.

!Survey Monkey http://www.surveymonkey.com/ (accessed 12t December 2010).
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Lighting System Description

The lighting system is deployed indoors in the communal areas of a multi-storey
office building. The system is designed to automatically switch lights on for building
occupants when an occupant is present and to switch lights off when no occupants
are present. Essentially the system performs a simple action of toggling the lights

between on and off states, based on user presence, detected by motion sensors.

Stairwell
°
Printer] Corridor
Room
5 B
= Lift ® Lift @ =
3 |Lobby Lobby |8
w.C. we. | |®=
Corridor '%
KDEG fTJ
Meeting
| | KDEGLlab  |Ream Seminar Room
KDEG
Office
>N

® | ocation of Motion Sensors
Areas controlled by the automatic lighting system

Figure 6.1: Floor-plan for the 1st level of the building central to the lighting case
study. This building has a floor area of 8440m?.

The floor plan for the 1% level of the building, featured in this case study, is
illustrated in Figure 6.1, which has a floor area of 8440m?. The entry points to
the floor lie at opposite ends of the oblong building, i.e. at the stairwells and lifts.
The remaining space surrounding the atrium and corridor is made up of offices,

lecture rooms and shared lab spaces for postgraduate students.

Motion sensors are installed at the entry points for each floor, in the lift lobbies and
stairwells. An in-built timer in the system controls switching the lights off. Lights
in the corridor zone on each floor are all connected to a single circuit. Similarly, the
lights in each stairwell are all connected on a single circuit. In private zones of the
building, such as offices and labs, wall mounted manual light switches are installed

so occupants can control lighting in those areas.

149



During times of low activity in the building, situations arise whereby the lights in
corridors have been turned off while occupants are still present in their offices or in
lab spaces. Under these conditions, when an occupant emerges from one of these
rooms, they must find their way to the nearest motion sensor in a stairwell or lift
lobby in order to switch the lights on, assuming of course that they understand the
relationship between sensors and lights. For an occupant who wants to visit another
nearby office, it can mean that the occupant must go out of their way to activate
the motion sensor, or make the trip in the dark. Without ambient daylight, or even
street lighting from the windows, especially in the internal corridors, the building

will be in darkness.

The second inappropriate situation occurs after an occupant exits a floor in the
building. The motion sensor in the lift lobby or stairwell will reset the timer as the
occupant travels through the exit zone. By switching the lights on, and resetting
the timer at this point, there is little to be gained for the building in terms of
energy conservation. Additionally, if the occupant has just been experiencing the
first inappropriate situation, no benefit has been gained at all because the occupant

will have made no use of the lighting.

6.2.2 Modelling the Lighting System

This section discusses how this lighting system is modelled using the Spatial Model,
Situation Model and Activity Model from the InSitu Model Framework. The case
study focuses on the first two floors of the building. This provides sufficient zone
coverage to demonstrate the manifestation of the previously described inappropriate
situations. The simulated building model, for use with the Half-Life 2 game engine,
was reused from another project so it was only necessary to position sensors and

configure the Activity Model using the Hammer World Editor.
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Figure 6.2: Hierarchy of zones and entities in the Lighting System Case Study.

Spatial Model

The hierarchy of zones for the first two floors is illustrated in Figure 6.2, including
the location of motion sensors and lighting in the building. The lighting operates on
a single circuit in each corridor and stairwell, and so it is represented as wholly
contained by those zones. However, occupant location can be more precisely
pin-pointed in state updates, by the addition of areas within those zones. This
is illustrated for the stairwells, which have areas defined at the door (entry point)
for each floor that the stairwell provides access to. The XML encoding for the
Spatial Model is lengthy, so for brevity it is included in Appendix A.

Situation Model

This section defines the situation specifications for the two cases of inappropriate
situations previously described, i.e. (i) a user is in the dark and (ii) a light is on
unnecessarily. For the purpose of brevity, only the logical definition is presented.
The Drools encoding for this model is included in Appendix A. The logic for the

first situation specification (user in the dark) uses information about an occupant’s
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location to find the lights that are in proximity to the occupant. This situation
defines close proximity as a user and light in the same room. The situation’s logic
also uses information about entity type and state to identify lights that are off.
The situation is detected when there exists a user, u, and the lights in proximity

to u are of f.

Situation Specification A.1: User in the Dark

if

U+—u

A B (E (( type = “light” ) A (roomLocation = u.roomLocation) A (state = “on”)))
then

Output O(t) C G(t)

The logic for the second situation specification (lights on unnecessarily) uses
information about the state of lights and their location, as well as the location
information for all users in the space. The situation defines proximity as a user and
light in the same room. The situation can be read as occurring when there exists

a light e, which has a state on, and there does not exist any user in the same room.

Situation Specification A.2: Lights on Unnecessarily
if

E ( ( type = “light” ) A (state = “on”) ) «— e

A P (U ( roomLocation = e.roomLocation ) )

then

Output O(t) C G(t)

Activity Model

The Activity Model for this case study focused on common office activities, including

working-in-office, lunch-break, coffee-break, collect-printouts and attend-meeting.
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Occupants of the real-life building were surveyed about their experience of the
duration of these activities. Responses were used to inform the Activity Model
rather than define it because the collected values were estimates on the part of the
respondents. Responses were collected using Survey Monkey? and are presented in

charted format in this section.

A limitation of using Survey Monkey was that these surveys were unsupervised
and so respondents could not ask for clarification on the questions. It appears
this led to a number of misleading responses where respondents misunderstood the
question being asked. These responses were omitted from the case study to minimise
contamination of the data set. However for the purpose of completeness of reporting,
these values are included in the charts in this section. Long-term knowledge and
experience of the building and office space was used to inform the decision points

indicated on the charts in Figures 6.3 and 6.4.

The data-set of occupant responses captured to inform the bounds on duration
for the working-in-office activity is charted in Figure 6.3. Horizontal red dashed
lines indicate the upper (4 hours) and lower (1 minute) bounds on duration used
for this case study. These bounds retain the majority of responses and omit the
extreme maximum data points that are considered to be misrepresentative of the

working-in-office activity.

The data-set of occupant responses captured to inform the bounds on duration for
the lunch-break activity is charted in Figure 6.4. For this activity it was decided to
use values closer to the average working day because the intention was to capture an
activity that emulates a lunch-break. In a research environment it is not unusual for
occupants to work late, so this activity can also be appropriate for an evening food
and refreshment break. Horizontal red dashed lines indicate the upper (2 hours) and
lower (5 minutes) bounds on duration for the lunch-break activity. These bounds
retain the majority of responses and place emphasis on the bounds of an average

break time.

2Survey Monkey http://www.surveymonkey.com (accessed 215¢ April 2011).
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Figure 6.3: The data-set that informed the duration of the working-in-office
activity. Red dashed lines indicated the upper (4 hours) and lower (1 minute)
bounds on duration. Points on the chart illustrate reported minimum, average,

maximum durations.

Max, Average and Min responses which informed the bounds on the
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Figure 6.4: The data-set that informed the duration of the lunch-break activity.
Red dashed lines indicated the upper (2 hours) and lower (5 minutes) bounds on
duration. Points on the chart illustrate reported minimum, average and maximum

durations.

154



Activity ID

Location

Min Duration

Max Duration

Next Activity

Working-In-Office

All Desks Areas

1 minute

4 hours

Lunch-Break,
Coffee-Break,
Collect-Printouts,
Attend-Meeting

Lunch-Break

Common Room

5 minutes

2 hours

Working-In-Office,
Collect-Printouts,
Attend-Meeting

Coffee-Break

Kitchen

2 minutes

15 minutes

Working-In-Office,
Collect-Printouts,
Attend-Meeting

Attend-Meeting

Meeting Room

15 minutes

3 hours

Working-In-Office,
Collect-Printouts,
Lunch-Break,
Coffee-Break

Collect-Printouts

Print Room

5 seconds

5 minutes

Working-In-Office,
Lunch-Break,
Coffee-Break,
Attend-Meeting

Figure 6.5: Activity Model for the Lighting Case Study.

e The duration of the meeting activity was defined based on experience and

by sampling the research group online diary of meeting room bookings. The

The remaining activities were not directly informed by the survey:

attend-meeting activity was bounded between 15 minutes and 3 hours.

e The collect-printouts activity was estimated at between 5 seconds and 5

minutes, to allow for paper jams, long print jobs, or serendipitous conversation

at the printer.

e The coffee-break activity was estimated to be shorter than the lunch-break
activity, and so was set to between 2 minutes and 15 minutes. Although not

directly informed by the occupant survey, these values are representative of

the shorter durations reported in Figure 6.4
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A second part of the occupant survey asked participants to map out paths which
they regularly took through the building from start to destination. These start and

end points were used to inform the location of activities. These locations complete




the Activity Model defined in Figure 6.5. The working-in-office activity can occur in
any office. This is an example of an individual activity because each occupant has
their own desk. The lunch-break activity was allocated to the common room, and
the coffee-break activity to the kitchen. The attend-meeting activity is associated
with the meeting room. Although the printer room did not feature in the survey, it

is a natural choice to put the collect-printouts activity at the printer.
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6.2.3 Simulation Results for Lighting Case Study

The test configuration, presented in this section, is contrived to focus on low
occupancy conditions in the building by using a single bot. This approach was taken
because both of the examples of inappropriate situations observed in the deployment
are closely linked to times of low occupancy. Since this is already known, the single
bot configuration enables the case study to focus on the objective of investigating
whether InSitu can identify examples of real world inappropriate situations. A
secondary benefit of the low occupancy configuration is that a lower number of
bots generates a smaller data set at run-time. This is beneficial for evaluating the
InSitu approach because it facilitates presentation of a full set of test results in this
section, which were produced during a 12 hour test. This is used to demonstrate that
simulations can run for extended periods of longer uninterrupted duration than could
reasonably be achieved with human testers driving avatars. The results presented
in this section provide overlays of the Alert Report on the test log files. Each set of
independent charted results are included in Appendix A, Section A.2.

Situation A.1: Occupant in the Dark

The charted results in Figures 6.6 and 6.7 show that this situation was detected
shortly before the 3 hour mark, between the 4-5 hour marks, and again shortly after
the 7 hour mark. Investigating the first instance of situation A.1 more closely,
it can be seen that the Toolset detected that the bot was in the dark in the
first floor corridor at approximately 2 hours and 45 minutes into the simulation.
Cross-referencing this with the bot location trace, marked by the blue diamonds in
Figure 6.6, it can be seen that the bot was indeed present in the first floor corridor at
this time. It can also be seen that the bot changed location a number of times in the
period of time surrounding this event. In Figure 6.6 it is clear that the bot had been
out of range of the motion sensors for at least 2 hours preceding the occurrence of
this inappropriate situation. However it is difficult to determine the exact locations

and timings surrounding this event due to the density of the data in the chart.
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Figure 6.6: Situation A.1: bot in the dark (Hours 0-6).
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Figure 6.7: Situation A.1: bot in the dark (Hours 6-12).
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Figure 6.8 shows greater detail of this time period by zooming in on the timeline
(x-axis) to show the period between 2 hours 30 minutes and 3 hours. Based on this
it is possible to more easily trace the sequence of events leading to the bot emerging
from the KDEG Lab into the dark corridor. Figure 6.8 shows that actually two
separate instances of situation A.1 occurred. The first when the bot exited the
KDEG Lab to go to the printer, the second when the bot exited the printer room.
Figure 6.9 documents the spatio-temporal trace of the bot’s activity at the time

that situation A.1 was detected.
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Lift Lobby (North, 1st Floor)
Lift Lobby (South, 1st Floor)
Lift Lobby (North, Ground Floor)
Lift Lobby (South Ground Floor)
Atrium

Entrance

2.5 2.75 3
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Figure 6.8: Situation A.1: Detected instances between 2.5 hours and 3 hours

Location Duration Detected Situations
KDEG Lab 164.08 minutes None
Corridor 1st Floor 17 seconds A.1: Occupant in Dark
Printer Room 2.09 minutes None
Corridor 1st Floor 27 seconds A.1: Occupant in Dark
Seminar Room 104.71 minutes None

Figure 6.9: Trace of bot activity around to the two detected situational instances

illustrated in Figure 6.8.
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Situation A.2: Lights on Unnecessarily

For energy saving schemes the absence of users is equally important as their presence.
Ideally the lighting system should be conserving energy by switching off when users
are not present. Situation specification A.2 is concerned with identifying times
when energy is potentially being wasted. Figures 6.10 and 6.11 show the times
and locations that lights were on and no occupants were present. It can been seen
that for this test configuration, this inappropriate situation exists extensively in the
building. All of the locations which are controlled by the automatic lighting system

are affected by this problem i.e. the stairwells, corridors and lift lobbies.

Used in this capacity, the situation-based testing approach can alert facility
managers to circumstances in which energy conservation could be improved. Even
though the Toolset implementation does not return a kW analysis of power wasted,
it clearly highlights that an extensive amount of energy can be wasted during times

of low occupancy in the building.

Optimisations for energy saving purposes can be made in the system through the
addition of relatively few additional motion sensors. By increasing the number of
sensors from 4 to 24, it was found that every doorway, leading to a communal area,
on the first floor fell into the shadow of a sensor. Motion sensors are available at
relatively low cost, certainly comparatively low relative to the annual electricity
cost? that needs to be covered by a university. The additional motion sensors have
the benefit of allowing the system to use a shorter timer cycle. The installation of
motion sensors at more regular intervals means that ongoing activity in communal

space will reset the timer to prevent the lights switching off.

3The energy cost for the building featured in this case study, both gas and electricity, in the
academic year 2007/08 was €483,100. Source: http://www.fp7ireland.com/cms/Documents/PPP
Ireland June 11 TrinityHaus_1261.pdf (accessed 3"¢ November 2010).
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Figure 6.10: Situation A.2: Lights on unnecessarily (Hours 0-6).
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Figure 6.11: Situation A.2: Lights on unnecessarily (Hours 6-12).
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6.2.4 Case Study 1: Findings

The lighting system case study provides a real example of an indoor sensor
driven system that features an invisible interface and a spatio-temporal dependency
between users and the physical environment. Although this case study is a simple
example of a problematic system, it clearly illustrates how, even in a straightforward
system, it is possible for problems to creep into the design. This case study was
chosen for the initial evaluation specifically to demonstrate that the implementation
of the defined Model Framework and Test Process can correctly identify examples
of real-world inappropriate situations which manifest in the physical environment

and are caused by the behaviour of a sensor-driven system.

Two inappropriate situations were observed in the case study system, one
occupant-centric (user in the dark), the other environment-centric (lights on
unnecessarily). In the first of these situations, each individual occupant is only
concerned with the lights in their own immediate area. This requires only localised
testing of the environment relative to the occupant’s position. The second of these
situations focuses on the role of a facility manager whose concern is monitoring
the performance of the whole building. This requires a situation specification
that tests all areas of the building controlled by the ubicomp system, regardless of
occupants’ locations. Figures 6.6, 6.7, 6.10 and 6.11 presented charted results which
demonstrate that instances of both types of situation were detected and identified

during testing.

Additionally, the benefit of the generality of situation specifications was
demonstrated by showing that they can be used to monitor the a global view of
environment state. The charts in Figures 6.10 and 6.11 illustrate that the testing

process identified inappropriate situations in multiple locations concurrently.

Feedback is provided through the combined analysis of the Alert Report and the
InSitu log files. Together these files provide times that inappropriate situations are
detected during a simulation along with a trace of occupant activities and paths

during the simulation. This information assisted particularly in deciphering the
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sequence of events surrounding the situation detected in Figure 6.6. Although this
chart only provided enough information to confirm that an instance of situation A.1
had been detected, the finer granularity views in Figure 6.8 provided more detail.
These charts illustrated that the lack of activity in the building combined with
poorly positioned motion sensors led to a situation where the bot travelled through

the corridor in darkness.

A secondary finding from these simulations is that the Toolset can perform
simulations of longer durations than can reasonably be conducted when testing
with user-controlled avatars. First person control of a simulation suffers from
regular breaks in continuity to refresh the test-user. The generality of situation
specifications, using the Model Framework, enable simulations to run unsupervised.
The Activity Model provided sufficient bounded randomness to generate dynamic
bot behaviour. The automatic generation of the State Model provides the testable

view of the state of the deployment.

This case study presented twelve hours of continuous situation monitoring for a
simulated sensor-driven system deployment. The results are taken from a simulation
that was executed overnight and that was unsupervised. This demonstrates that
the approach and implementation support time scalable testing, at least exceeding
the duration that can reasonably be achieved when human interaction or human

monitoring is required.

6.2.5 Case Study 1: Summary

In summary, this case study demonstrated that the Toolset implementation of
the situation-based testing approach, can correctly detect real world inappropriate
situations for a spatio-temporally aware, sensor-driven system. The case study
demonstrated that the Toolset correctly monitored a global view of environment
state at run-time to identify both occupant-centric and environment-centric

problematic situations.

It was shown that the generality of the Situation Model enables the tester to
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define situation specifications that can be used for testing throughout a simulated
deployment. The attributes of the State Model were sufficient to complete the
situation specifications for this case study. The Activity Model generated instances
of both types of inappropriate situations at run-time, using the random model,
bounded in the spatio-temporal domain. Finally, the containment relationship
of the Spatial Model was used to define the hierarchy of the environment. The
proximity relationship, which the Spatial Model supports, was used in the situation

specifications to determine the proximity of users to lights.

In the next section, a second case study is discussed which builds on these findings.
An access control case study is examined, which increases the complexity of testing
by introducing multi-bot testing in an interconnected office-space that features
operational zones. The access control case study also goes further to demonstrate the
generality of the framework by reusing the situation specifications from the lighting

case study, and applying the tests to a different simulated physical deployment.
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6.3 Case Study 2: Sensor-Driven Access Control
System

This section presents an access control case study that builds on the findings from
the previous lighting system case study. The previous case study demonstrated
that the InSitu Toolset correctly identified real-world examples of two inappropriate
situations, using a simulation of the deployment. The lighting case study provided
an example of a single bot simulated configuration, which tested the immediate
physical location of both bots and lights. This second case study demonstrates that
the InSitu Toolset can assess a multi-bot simulation configuration in a deployment

space comprised of both physical and operational environment zones.

The objective set out for this case study is to demonstrate that the InSitu testing
approach is sufficiently generalised for the purpose of (i) testing across multiple
users, locations and entities and (ii) reuse of situation specifications across different
deployment environments and simulation configurations. This case study also aims

to demonstrate that InSitu can test both physical and operational spatial zones.

6.3.1 Deployment Environment Description

During the period Nov 2008 to May 2009 a number of security vulnerabilities were
observed in a real office-space, in Trinity College Dublin. At the time, the offices
were controlled by a system of manual locks and keys. The office space is comprised
of four interconnected rooms, including three offices and a coffee room. Adjoint, but
not connected to the space is a meeting room. These five rooms form a rectangle
which is surrounded by a public corridor. Locations outside the office space are of
interest primarily because they impact on user activity patterns. These locations
include the common room, the corridor and any place outside the building. The

layout of this space is illustrated in Figure 6.12.

A survey of occupants and frequent visitors to the space, was conducted through
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Figure 6.12: Layout of the Office Space for the Access Control System

Survey Monkey?, to determine that the observed security vulnerabilities are an
ongoing issue. Figure 6.13 summarises the key responses from the survey that

confirm the following vulnerabilities:

Publicly accessible corridors: The corridor surrounding the offices essentially
has public access during building opening hours, which are dependent on the
time of year. This allows students and visitors to move freely about the
building. Although a security desk is in operation at the entrance to the
building, there is no sign-in process in place and visitor details for the building
are not recorded. Outside of building opening hours, swipe access is available
however this has not been sufficient to prevent intruders gaining access to the

building, and which has directly affected the office space in this case study.

Complex combination of internal doors and exits: Internal doors within the
space are generally left open to enable and encourage collaboration among
occupants. This introduces the risk that at times offices are not secure

because they are only partially occupied and partially secured. The results

1Survey Monkey http://www.surveymonkey.com/ (accessed 21%¢ April 2011).
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Always ‘ Often ‘Occasionally‘ Seldom ‘ Never

Do you lock your office when you are the last person to leave?
6 | 3 | o | 1 | o

Do you check that all other connected offices are secure before

leaving the offices?
3 | 2 | 0 | 4 | 1
How often do you arrive at the offices to find them unlocked?

(Occupant Responses)
o | o | 3 | 7 | o
How often do you arrive at the offices to find them unlocked?

(Visitor Responses)
o | 1 | 2 | 2 | o

Figure 6.13: Responses from occupants and visitors when surveyed about security

risks in the office space for this case study.

in Figure 6.13 show that occupants leave the space unlocked at times, and
both occupants and visitors reported finding the offices empty and unlocked,

which indicates that this is a real vulnerability of the space.

Line of Sight Obstruction: Although all offices in the space are connected, the
walls which separate the offices also mean that users cannot see the full space

and so may not be aware of who is or is not present in other offices.

This case study proposes an automatic access control system for the office space,
which is tested and assessed using the InSitu Toolset. The case study features two
types of users, occupants and visitors. Occupants are defined as key-holders of the
office space i.e. those with access privileges to unlock the doors to the space. This
group includes postgraduate students and post-doctoral researchers who have desks
located in the space. These occupants are all members of the same research group.
Visitors are defined as non-keyholders and do not have access privileges to unlock

the doors to the space.
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6.3.2 Modelling the Access Control Case Study

This section discusses how the office-space and test specification are modelled using
the Spatial Model, Activity Model and Situation Model from the InSitu Model
Framework. To accommodate the reuse of the Activity Model from the first case
study, the physical deployment space also makes use of a common room in the
same building as the offices, but not co-located with them. The simulated building
model was developed specifically for this case study, including positioning of sensors
and configuration of the Activity Model. For brevity, the model encodings are not

included in this chapter but they can be found in Appendix B.
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Figure 6.14: Hierarchy of Zones and Entities.

Spatial Model

The hierarchy of zones, for the case study, is illustrated in Figure 6.14, including
the containment of doors and lighting in the offices. Entity nodes are displayed
in a condensed view due to the quantity of each that needs to be depicted. The

access control case study also features a space zone, called ‘Lab’, which models
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the operational use of the connected offices as an open connected lab space for

postgraduate students.

Three door types are defined for the case study, including ezternal-doors,
internal-doors and doors. Doors that are not part of the connected office space
are simply described by the door type e.g. the meeting room door. External doors
are defined as any door that connects the corridor to the lab space e.g. the door
between the Corridor and G29. Internal doors are part of the lab space, but are
not exit points from the space e.g. the door between the Coffee Room and G30. In
the XML model of the space, the initial-state of external-doors are denoted set to

locked, and internal-doors are set to unlocked.

Situation Model

This section describes a set of situation definitions which are relevant for testing the
access control systems. For brevity, only the logical definitions are included in this

section. The Drools encodings of these situations are included in Appendix B.

Situation B.1: Visitor present without an occupant.

if

U( type = “visitor”) «— v

A L(( zonelD = v.roomLocation ) A (( type = “office”) V (type = “coffee-room”)) )
A B ( U(((type = “staff”) Vv (type = “student”)) A (roomLocation =
v.roomLocation) )

then

Output O(t) C G(t)

Situation specification B.1 checks for the presence of a visitor in the office-space
without the supervision of an occupant. It first checks for users of type ‘visitor’.
The logic then tests if the visitor is in an office or the coffee room, i.e. inside
the connected offices. Finally, if a visitor is present in any part of the connected
office-space, the logic checks if a staff member or student is present with the visitor.

If no occupant is present, the rule fires and outputs some defined subset of the
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global state space as an alert to the Alert Report.

Situation B.2: Visitor unseen by occupants in the same room.

if

U (type = “visitor”) «— v

A L ((zonelD = v.roomLocation) A (type = “office” V type = “coffee-room”))

A3 (U ((type = “staff” V type = “student”) A (roomLocation = v.roomLocation)))
AV (U ((type = “staff” V type = “student”) A (roomLocation = v.roomLocation)):
U(veFOV))

then

Output O(t) C G(t)

Situation specification B.2 checks for the presence of a visitor in the offices, when
occupants are also present but the visitor is outside of all occupants’ line of sight.
The logic first looks for the presence of a visitor in an office or in the coffee room.
The rule then checks for occupants in the same room as the visitor. Finally, the
rule checks the field-of-view of all occupants in the same room as the visitor to
determine if any have the visitor in their line of sight. If no occupant has the visitor
in their line of sight, the rule fires and outputs some defined subset of the global

state space as an alert to the Alert Report.

Situation B.3: Office space unlocked and no occupant present.

if

L ( (zoneType = “space”) A (type="‘office-space”) ) «— 1

AP (U ((type # “visitor” ) A ( spaceLocation = l.zonelD )) )
A 3 (E ( (type = “external-door”) A ( state # “locked”)))
then

Output O(t) C G(t)

Situation specification B.3 checks for the absence of all occupants across the
whole office-space, while the space is unlocked and therefore unsecured. This

situation differs from the previous two in that it must consider the connected offices
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collectively, rather than each individually. To test this, the logic first checks for
locations of zone type office-space. The logic then checks if any door, that is an
access point to the space, is unlocked. Finally, the logic checks that no user exists
in the space who is not a visitor, i.e for the purpose of this case study the user is a
staff member or student. If any door is unlocked and no occupants are present, the

rule fires and outputs an alert.

Situation B.4: User waiting to enter space.

if

U (type = “visitor”) A (areaLocation matches “wait.*” )
then
Output O(t) C G(t)

Situation specification B.4 makes use of the finest granularity spatial division offered
by the Spatial Model, i.e. area. This rules checks for times that a visitor is waiting
outside an office attempting to enter. The intention with this rule is to test the level
to which a locked office is prohibitive to non-malicious visitors entering the office
space. This situation checks for the presence of a visitor in an area demarcated
as a waiting area outside the offices. When the situation exists, the rule fires and

outputs an alert to the Alert Report.

Activity Model

The Activity Model for the access control case study, as shown in Figure 6.15,
builds on the Activity Model from the first case study, by reusing some of
the activity definitions including working-in-office, lunch-break, coffee-break and
attend-meeting. It was considered valid to reuse this model because although
the case study focuses on a different office-space, due to relocation, many of the
occupants of the space overlapped with the first case study. Although the extent
of overlap is difficult to ascertain due to anonymity of the survey responses, the
occupants of both spaces are members of the same research group and at a minimum

the workplace culture is consistent across both groups.
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Occupants
Activity ID Location Min Duration |Max Duration Next Activity

Working-In-Office  |All Desk Areas 1 minute 4 hours Lunch-Break,
Coffee-Break,
Attend-Meeting,
Short-Break
Attend-Meeting Meeting Room 15 minutes 3 hours Working-In-Office,

Lunch-Break,
Coffee-Break,
Short-Break

Lunch-Break Common Room 5 minutes 2 hours Working-In-Office,
Attend-Meeting
Coffee-Break Coffee Room 2 minutes 15 minutes |Working-In-Office,
Attend-Meeting
Short-Break Qutside 5 seconds 5 minutes |Working-In-Office,
Attend-Meeting,
Activity ID Location Min Global | Max Global Next Activity
Time Time
Start-Day Qutside 06:00 10:30 Working-In-Office,
Attend-Meeting
End-Day Qutside 17:00 04:30
Visitors
Activity ID Location Min Duration |Max Duration Next Activity
Visiting All Offices, 15 minutes 60 minutes |Not-Visiting,
Coffee Room Visit-Coffee-Room
Not-Visiting Qutside 5 seconds 15 minutes |Visit-Coffee-Room

Visit-Offices

Figure 6.15: Activity definitions for Access Control Case Study.

Additions to the Activity Model include activities for start-day, end-day and
short-break. In a similar manner to case study 1, occupant survey responses were
used to inform the bounds on the start-day and end-day activities. For brevity the
charted results are included in Appendix B. The only difference for these activities
is that they report duration in terms of time of day, rather than relative duration of
an activity. The start-day activity is bounded between 06:00 and 10:30, while the
end-day activity is bounded between 17:00 and 04:30. The latter of these bounds,
04:30, is assumed to be an extreme situation, however four respondents returned
times distributed between midnight and 04:30. This time was retained because it

was not an isolated response.

It was considered intrusive to survey occupants about WC breaks, a privacy issue
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which Tabak and de Vries [110] also acknowledged and respected in their study.
For this reason a general short-break activity was defined. This activity is used
to represent short breaks such as WC breaks, cigarette breaks or taking a call on a
mobile phone. The minimum and maximum duration of the short break was defined

as between 5 seconds and 5 minutes.

The addition of a second user type, wvisitor, requires additional activities, which
include visiting and not-visiting. Instances of the visiting activity were placed in
G29, G30, G31 and the Coffee Room. The not-visiting activity was positioned
outside the office-space, close to the entrance to the building to simulate a visitor
bot entering and leaving the building. The duration of the non-visiting activity
was contrived with the aim of generating high frequency access attempts to the
office-space because the objective of the case study is to demonstrate the capabilities
of InSitu specifically in terms of the situation-based testing approach. Similarly, the
duration of the visiting activity was of longer duration with the aim of generating

situations in which the visitor is not unsupervised in the office-space.

6.3.3 Simulation Configurations for Access Control Case

Study

The simulations conducted for this case study each feature a different combination
of access control decision logic and environment configuration. In each configuration
access control focuses on the external doors of the office space that can exist in any
of three states: open, closed or locked. To demonstrate parallel ubicomp system
testing the lighting system is run alongside the access control system in two of
the simulations. This also demonstrates the reusability and generality of situation
specifications through the reuse of the situation specifications from the lighting case
study. All of the simulations use the same Activity Model configuration and featured

16 occupant bots and one visitor bot.
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RFID Readers

Motion Sensors

Proximity Detectors

Simulation 1: RFID

Access Control

External Doors: G29,

System G31, Coffee Room
Access Control External Doors: G29, G29, G30, G31,
Simulation 2: RFID System G31, Coffee Room Coffee Room
and Motion Sensors o G29, G30, G31,
Lighting System Coffee Room
. . Access Control External Doors: G29, G29, G30, G31, All Desk Areas: G29,
Simulation 3: RFID,
Motion Sensors and System G31, Coffee Room Coffee Room G30, G31
L L G29, G30, G31, All Desk Areas: G29,
Proximity Detectors | Lighting System Coffee Room 630, G31

Doors

Lights

Simulation 1: RFID

Access Control
System

External Doors: G29,
G31, Coffee Room

Simulation 2: RFID
and Motion Sensors

Access Control
System

External Doors: G29,
G31, Coffee Room

Lighting System

Lights: G29, G30,
G31, Coffee Room

Simulation 3: RFID,
Motion Sensors and
Proximity Detectors

Access Control
System

External Doors: G29,
G31, Coffee Room

Lighting System

Lights: G29, G30,
G31, Coffee Room

Figure 6.16: Simulation configurations for the Access Control Case Study.

The following describes the prototype systems tested, which are also summarised in

Figure 6.16:

RFID Access Control System This simulation tests an RFID-based access
control system in which occupants of the space scan a personal RFID card
at the readers located outside the external doors of the office space. Doors

automatically lock again when a door closes.

RFID and Motion Sensor Access Control System This simulation tests an
RFID and motion sensor based access control system. RFID access control
operates as already described. Motion sensors deployed within the office space
keep the external doors in an unlocked state while activity is detected in the
environment. A timer controls locking the doors three minutes after the most
recent motion sensor activation. The aim is to make the offices more accessible

to visitors.

In this simulation the lighting system is also tested using inputs only from the
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motion sensors. The timer for the lighting system expires after 10 minutes.
The lighting case study situation specifications from case study 1 are reused

without making any changes.

RFID, Motion Sensor and Proximity Detection Access Control System
This simulation tests an RFID, motion-sensor and proximity-detection based
access control system. RFID and motion sensor access control operates as
already described. Proximity detectors are installed at each of the desks
to sense when occupants are present. Proximity detection is introduced to
further improve accessibility for visitors and also to improve the automatic
lighting, by keeping doors unlocked and lights on while occupants are present
in an office. This third simulation configuration is relevant for improving both
the access control system and the lighting system, through the introduction

of proximity sensors.

6.3.4 Simulation Results for Access Control Case Study

The main focus of this second case study is on examining the modelling capabilities
and expressiveness of the InSitu testing approach, for this reason detailed charts
from these simulations are included in Appendix I. Figures 6.17, 6.18 and 6.19,

provide summaries of the situations detected during each of three simulations.

Situation B.4 (User waiting to enter space) was detected in each simulation. This
situation arises any time the visitor is outside the offices waiting for the door to
open. In the simulation which uses RFID control only, Figure 6.17, the duration of
these situations is prolonged. This is because often the visitor does not gain access
because a swipe card is necessary. In contrast, the simulation which uses RFID,
motion detection and proximity detection, Figure 6.19, exhibits this situation in
much shorter duration. This is because the doors were unlocked in the office space
for more time during this simulation, increasing accessibility to the office space for

the visitor bot.

Situation B.3 ( Office space unlocked and no occupant present) is detected in all three
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simulations. However, the situation that is detected is not a problematic one and
so can be disregarded. The situation can be detected by the Monitoring Engine in
the time it takes for the door to open and the bot to enter the space. Figures 6.17,
6.18 and 6.19 illustrate the short duration of this situation detection, which can be

seen early in each of the simulations.

Situation B.2 (Visitor unseen by occupants) and situation B.1 (Visitor present
without an occupant) are exclusive situations for location. In any given location,
only situation B.2 or situation B.1 can occur at any one time. This is evident in
each of the charts, Figures 6.17, 6.18 and 6.19, because there is only one visitor bot

in the simulations.

Situation B.2 ( Visitor unseen by occupants) could have been defined as a subspace of
situation B.1 ( Visitor present without an occupant), because the visitor will always
be unseen by occupants when no occupants are present, therefore when situation
B.1 occurred, situation B.2 (Visitor unseen by occupants) also occurred. However,
a more specific specification for situation B.2 was defined, which searched for the
situation Visitor unseen and at least one occupant present. This provides more

informative results to the tester.

Situations A.1 (User in the dark) and A.2 ( Lights on unnecessarily) were included in
the second and third simulations. The results highlight the impact of the proximity
sensors in reducing situation A.1 (User in the dark) in the final simulation, Figure
6.19. Proximity sensors do not eliminate the problem entirely because they were
not deployed in the coffee room, and they do not respond to the visitor bot. The
increase in occurrences of situation A.2 ( Lights on unnecessarily) is noticeable
although not significant and could be reduced by shortening the timer cycle on the
lights, particularly because the proximity sensors alleviate the problem of users in

the dark extensively.

Although not included in this chapter, for reasons of brevity, Appendix I provides
examples of information overlays in which the information from an alert report is
combined with test logs in charted views to improve integration and reconciliation

of the Alert Report and simulation log data.
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Summary of Detected Situations
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Figure 6.17: Simulation 1 (RFID): Summary of detected situation instances.
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Figure 6.18: Simulation 2 (RFID and Motion Sensors): Summary of detected

situation instances.
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Summary of Situations
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Figure 6.19: Simulation 3 (RFID, Motion Sensors and Proximity Detection):

Summary of detected situation instances.

6.3.5 Case Study 2: Findings

This access control case study builds on the findings from the lighting case study.
Where the first case study focused on demonstrating that InSitu can correctly
identify examples of real-world inappropriate situations, case study 2 focuses on
providing a broader demonstration of the extent and expressiveness of the InSitu

Model Framework, including the Spatial Model and Situation Model.

The major finding from this case study is that generality of situation specifications
provides a major benefit because the tester does not need to foresee every situational
instance that might arise. The tester can define the general or abstract situation and
the Monitoring Engine can apply it globally in the test space, to individuals, groups
or aggregations of elements of the deployment space. This provides a novel approach
to testing ubicomp systems compared to previous examples, which use overly specific
situation specifications or which do not support run-time monitoring. This is
reinforced through the reuse of the Situation Model from the lighting case study,
which featured during two of the simulations in this case study. The separation of
concerns between the Spatial Model, State Model and Situation Model, combined
with the generality of the situation specifications enabled reuse of the lighting system

situations.
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The multi-user nature of this case study, and the introduction of the wisitor user
type, required that situation specifications test both individual users as well as
collective groups of users. Examples of this are evident in situations B.1 and B.2,
which test an individual visitor’s location against the location of each member in the
group of occupants. Similarly, the operational use of the office-space required that
the aggregate state of the space be examined, not limited to individual rooms. This
is particularly evident in situation B.3, which analyses the state of the connected

office space. The Spatial Model is the enabling factor for these situations.

A secondary finding from this case study is the importance of the relationship
between situation specifications, in particular the subsumption, overlap and
exclusivity relationships. The situation of an occupant being unobserved is related to
both situations B.1 ( Visitor present without an occupant) and B.2 (Visitor unseen
by occupants). There is an overlap between the situation of an occupant being
present and a visitor being unobserved, subject to the orientation of the occupant.
However, an occupant will always be unobserved when no occupants are present,
under the assumption that the doors to the space are closed, as is the predominant

state during these simulations.

During initial work on this case study, situation B.2 (Visitor unseen by occupants)
was defined to test only that a visitor was unobserved. This manifested the overlap
with situation B.1 (Visitor present without an occupant). This was subsequently
refined to result in an exclusive relationship between situations B.1 ( Visitor present
without an occupant) and B.2 ( Visitor unseen by occupants), by specifying the latter

to test for times that a visitor is unobserved and at least one occupant is present.

This case study also contributes towards assessing traceability in the results
generated in the Alert Report. The charts for this case study, presented in Appendix
B and Appendix I, demonstrate the Toolset’s capability to provide traceable results
surrounding the who, where and when of a situation. The Toolset also records
what situation was experienced (and detected), enabling the tester to trace the
spatio-temporal events that were causal to the situation arising. This can assist the

tester to uncover why a particular situation arose.
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Case Study 2: Summary

In summary, the case studies have presented an evaluation of the correctness and
expressiveness of the Model Framework. The next section of this chapter presents
an assessment of the ability of technical users to work with the Model Framework

and the situation-based testing approach for ubicomp systems.
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6.4 User Trial

The purpose of the user trial is two-fold. Firstly, to objectively assess the
expressiveness and suitability of the InSitu Model Framework and InSitu Test
Process for testing situations and evaluating the behaviour exhibited by ubicomp
systems. Due to time constraints per trial session, the focus in the trial was placed
on the expressiveness of the Situation Model and State Model. These models were
prioritised because together they form the framework for defining the test situation
specifications that are core to the situation-based testing approach. A second aim
of the user trial is to determine the level to which computer scientists can interpret

and infer meaning from a charted Alert Report.

6.4.1 User Trial Description and Methodology
User Trial Outline

The user trial featured a collection of tasks which involved definition of situation
specifications, configuration of a simulation, and interpretation of a charted Alert
Report. During the trial participants were observed and timed as they completed
these tasks. The simulation configuration produced during each trial session was
run for 12 hours and a resulting Alert Report was generated and charted. Due to
this delay while the simulation was completed, the charted simulation results were
emailed to participants. Email distribution of charted results was chosen because it
was considered important to capture feedback while the trial session was as fresh as

possible in participants’ memory, rather than to reconvene another session.

The lighting system from the first case study was chosen as the system under test
for this user trial. Using the lighting system provided two main benefits to this
user trial. Firstly, the lighting system was known to exhibit problematic behaviour
which provided a specific comparison point across trial sessions. Secondly, the
simplicity of the lighting system meant that one full iteration of a test simulation

cycle could be completed within the time-frame for each trial session. Participants
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were not asked to build the lighting system i.e. to write code or configure sensor
positions, because an assumption of working with InSitu is that the designer has
an implemented ubicomp prototype ready for testing. Additionally, the focus of the
user trial was specifically to capture an objective assessment of the situation-based
testing approach, which is primarily concerned with the testing and evaluation phase

of a prototyping cycle, rather than the design phase.

Trial Session Procedure

Each trial session was comprised of six tasks. A trial booklet which included
instructions for each task as well as instructions for the set of InSitu tools, including
Eclipse, Drools and Hammer, was provided to each participant. The instruction
booklet is included in Appendix D. To assist with timing each task, the booklet was
given to participants in individual sections, each covering one task at a time. Prior
to each task, a presentation or tutorial was delivered to demonstrate the relevant
features of InSitu. Presentation slides and printouts were used to help maintain

consistency in the tutorials across trial sessions.

Task 1 asked participants to use pseudocode to generate situation specifications.
The role of pseudocode was to ensure that situation specifications could be
captured for each team, regardless of participants’ ability to code Drools rules.
It also resulted in situation specifications, which were created independent of
the InSitu Model Framework, and which could be used as reference points to
assess the expressiveness of the State Model and Situation Model. Pseudocode
provided participants with the freedom to specify situations without being
bounded by the vocabulary, and logical and spatial relations of the Model
Framework. As a result it was possible to capture the intent of participants,
in terms of the situation specifications that they aimed to write, in order to

test the lighting system.

Task 2 asked participants to convert the pseudocode to a Drools encoded Situation

Model. There is a strong link between this task and the pseudocode providing
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a natural flow between these two tasks. This task was required in order to
produce testable situation specifications for use in the simulation for each trial

session.

Task 3 involved completing the Situation Model by creating the output schema
for the Alert Report using prescribed Java method calls to build the XML
node structure for individual alerts. In this task users were asked to select the
appropriate Environment State Model attributes that would be helpful when
trying to trace causal factors leading to inappropriate situations. This step

used the Java XML model manipulation functions from the Adaptive Engine.

Task 4 involved creating an Activity Model for the simulations. Participants used
a Microsoft Excel spreadsheet to define activities in terms of activity name,
location, duration and next-steps. Due to the constraints of the experimental
setting, it was considered unreasonable that participants would be able to
make informed decisions about the duration of activities. For this reason,
participants were provided with the list of survey durations collected for the

lighting case study.

Task 5 asked participants to transfer the Activity Model from the spreadsheet to
Hammer. This is a two step process firstly involving creation of each individual
activity and subsequently creation of the interconnecting relationships between

activities.

Task 6 asked participants to review the charted results from the Alert Report

produced by their simulation configuration and situation specifications.

Questionnaires

In order to capture participants opinions and feedback three questionnaires
were completed by each participant during each trial session. The first was
a pre-experiment questionnaire to capture participant profiles.  The second

questionnaire was issued after the simulation configuration process was completed,
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i.e. after Task 5. This questionnaire was completed under supervision and asked the
participant about their experiences defining situation specifications and configuring
a simulation. The final questionnaire was issued and returned by email after the
simulation had been run. This questionnaire focused on participants’ ability to

interpret charted Alert Report results.

Trial Dry Run

Two dry-run trial sessions were conducted before commencing the trials to check
the trial process for problems that would interfere with the findings from this

experiment. This uncovered three specific issues.

Firstly, during the dry-run trials it was found that Drools was a major obstacle for
participants. Due to a shortage of volunteers with knowledge of both Drools and
ubiquitous computing, it was decided that all trial sessions needed to be conducted
in teams of two. The aggregate knowledge of each team could then provide at
least basic knowledge of Drools and relevant aspects of ubiquitous computing,
i.e. context-aware computing, context modelling, intelligent buildings or embedded
sensor technology. Participants were randomly assigned to teams based on an

indication of their knowledge contribution available to a team.

The remaining technologies used in the dry run trial sessions include Hammer,
Microsoft Excel and Java method calls. The role of these technologies, for
situation-based testing, was discussed in the Chapter 5, in relation to the Toolset
implementation. These technologies were found to be general enough that additional

expertise was not required by participants in the dry-run trial sessions.

e Hammer Editor involves using drag-and-drop, copy and paste, data entry to
dialog boxes, as well as standard navigation controls for PCs.

e The Microsoft Excel spreadsheet interaction is limited to data entry.

e Java programming is limited to method calls. Java is a commonly taught

language to undergraduate computer science students.
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The second issue uncovered during the dry run trial sessions was that some
participants initially defined absolute situation specifications. For example, one
team started out by writing tests for every room in the building instead of testing
using relative location. To overcome this issue, an example situation specification
was added to the trial tutorial. The example illustrated how to define the situation

specification of proximity between any occupant and any door.

The third issue uncovered during the dry run trial sessions was that participants
instinctively tried to correct inappropriate situations rather than log them for further
analysis. In this case, participants either forgot or misunderstood that InSitu is not
designed to run post-deployment, i.e. it is a pre-deployment design tool. To address
this, an instruction explicitly reminding participants to log rather than fix situations

was added to the tutorial.

6.4.2 Profile of Participants

Ten people volunteered to take part in this experiment which provided enough
participants for five teams in five trial sessions. This section details the responses

and findings collected in the pre-experiment questionnaire.

Participant Prerequisite Requirements

The general requirement for all participants was that they had no prior experience
of working with InSitu and no prior in depth knowledge of the InSitu approach.
Participants were required to have a formal education in computer science, i.e. by
holding a degree in computer science or a more relevant field. The choice of the
lighting case study as the test system meant that participants were working with
a system familiar in everyday terms so that it required only basic understanding
of context aware systems. This provided greater scope of eligibility for volunteers.
Participants were not expected to have experience of 3D virtual reality or first-person

shooter games since these are not core skills for a context-aware system designer.

In summary, participant prerequisite requirements were:
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(i) Participants should be of a technical background i.e. they should have a degree

or other qualification in the field of computing.

(ii) Participants should have knowledge of Drools and/or a relevant aspect of
ubiquitous computing, e.g. context-aware computing, context modelling,

intelligent buildings or embedded sensor technology.

(iii) Participants should not have prior experience of working with the InSitu tool

and should not have prior in depth knowledge of the InSitu approach.

Technical Experience

In the pre-experiment questionnaire, all participants indicated that they had a
technical background with a formal education in computer science or closely related
field. The breakdown of relevant degrees across the group of participants included
nine in computer science, one in computer engineering, one in ubiquitous computing,
two in multimedia and one in mathematics. Only one participant did not report
holding a degree in general computer science but instead held a more relevant
degree in ubiquitous computing. This group of participants appropriately reflects

the technical user base that would be expected to work with InSitu.

Aggregate Team Experience

This section demonstrates that each team held at least basic experience in some
aspects of both ubicomp and Drools. Teams are reported in no particular order to
preserve anonymity, i.e. they are not presented in the order which the trial sessions

were conducted. Team profiles are illustrated in Figure 6.20.

Team A was very experienced with Drools, with both participants reporting at
least a level 4, significant, experience for Drools LHS encoding and Domain
Specific Facts. Both participants also had experience of ubicomp systems with
both reporting level 3, good, experience for context modelling and only one of

the participants reporting no experience in one category, Intelligent Buildings.
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Aggregate team profiles on scale of 1-5

No Experience A lot of Experience
1 2 3 4 5
Team A
(a) Context Aware Systems ° °
(b) Embedded Sensor Technology ° .
(c) Context Modelling oo
(d) Intelligent Buildings . °
(e) Drools Rules Encoding . .
(f) Domain Specific Facts oo
Team B
(a) Context Aware Systems . °
(b) Embedded Sensor Technology . °
(c) Context Modelling ° °
(d) Intelligent Buildings oo
(e) Drools Rules Encoding . °
(f) Domain Specific Facts . °
Team C
(a) Context Aware Systems )
(b) Embedded Sensor Technology ) °
(c) Context Modelling e
(d) Intelligent Buildings . °
(e) Drools Rules Encoding ° .
(f) Domain Specific Facts °
Team D
(a) Context Aware Systems ' .
(b) Embedded Sensor Technology [
(c) Context Modelling . °
(d) Intelligent Buildings o0
(e) Drools Rules Encoding . °
(f) Domain Specific Facts . °
Team E
(a) Context Aware Systems ' °
(b) Embedded Sensor Technology . °
(c) Context Modelling oo
(d) Intelligent Buildings . °
(e) Drools Rules Encoding . .
(f) Domain Specific Facts . .

Figure 6.20: Summary of aggregated team profiles.
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Team B had level 2, basic, experience with Domain Specific Facts and level 3,
moderate, experience with Drools LHS encoding. Similar to Team A, both
participants had good experience of ubicomp systems with only one of the

participants reporting no experience for the category Intelligent Buildings.

Team C had good experience in the Drools categories with both participants
reporting at least basic experience and one participant reporting level 4,
significant, experience. This team was also reasonably strong in the ubicomp
categories since both team members had at least some experience in two of

the ubicomp categories.

Team D had the least experience of all the teams however it was still sufficient to
take part in the experiment. Based on the aggregated results the team had
basic experience in two of the ubicomp categories and at least basic experience

in the Drools categories.

Team E was also a low experience team. One participant provided all of the Drools
experience but both participants contributed some experience of the ubicomp
categories. The aggregate experience of the team members provided this team

with at least some experience in all six categories.

The team profiles show that although all teams had the prerequisite experience,
team A was the strongest team and team D was the weakest team that took part in
the trial sessions. There was sufficient ubicomp experience and Drools experience

among the group so that each team’s aggregate experience included at least basic

knowledge of both fields.

6.4.3 Participant Performance Configuring InSitu

During each trial, teams were timed as they completed each of the first five tasks
in the experiment. Figure 6.21 provides a chart of times recorded for each of these
tasks. Tasks are marked on the z — axis and the time recorded for each team

is marked by the points plotted in the chart area. Participants did not have the
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Figure 6.21: Participant performance configuring an InSitu simulation measured

through timed tasks.

opportunity to check that their model worked before the end of the trial session due
to time constraints. It was found that four of the five models had syntax errors.
Corrections were made only to fix syntax errors but the logic was not changed for
any of the models. Corrections included: fixing typos; replacing single equals sign
= with double equals signs ==; correcting State Model attribute calls to use the

defined getter methods.

Trial Session Observations

The most significant challenge that arose for every team was an instinct to correct
inappropriate situations rather than just log the situation for analysis. Instinctively,
all teams initially wrote pseudocode to test if the lights were off when a user is
present then switch lights on. This was despite the explicit instruction not to do
this, that was introduced as a result of the dry run trials. Some of the teams realised
this mistake during Task 1, other teams only realised the issue when they started

Task 3, to create the output schema for the Alert Report. However, all teams
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Figure 6.22: Participant Performance configuring the Activity Model in Hammer.

overcame this problem before progressing beyond Task 3. It is unclear how it might
be possible to assist users to avoid this problem, however since Task 3 took less than
eight minutes to complete, the learning curve is surmountable in a relatively short

amount of time and is not particularly problematic.

In Task 2, one team found that they were limited by the expressiveness of InSitu.
The team in question tried to test how long a room had been empty before raising
an alert but had difficulty writing this rule using the attributes of the Environment
State Model. This is because temporal modelling was not included for situation
specifications because it requires management of context histories, which are a
significant research challenge, both in terms of the quantity of information involved
and the additional complexity of temporal analysis. However, suggestions about

how this can be addressed are discussed as part of the future work for this thesis.

An interesting observation during Task 4, defining the Activity Model, was the
reaction of teams to the surveyed results for the duration of activities. During
the trial sessions, two of the five teams that took part in this experiment strongly

disagreed with the duration of activities as defined by the survey results and were
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reluctant to use the values. In one case, a team wanted to cut the activity of
working in an office from a maximum of 4 hours down to 1 hour. Using this in
an Activity Model would not have uncovered the problematic behaviour in the
lighting system leading to the inappropriate situation of the user in the dark. This
shows that some participants were at risk of imposing their own assumptions about
an environment onto the users who will occupy the space on a day-to-day basis.
Although participants were not required to be designers for this trial, this result
is relevant with respect to the current state of ubicomp in research and industry.
Within the field of ubicomp, professional designers of context and sensor-driven
systems are not yet widespread among the community. This role is often still
filled by specialist architects, engineers, computer scientists and researchers. These
professionals are not always informed or interested in human centric design and
may place less emphasis on the needs of occupants, as opposed to the technical or

physical challenges in the design.

In Task 5, although the process for configuring activities is lengthy, involving 58
steps (detailed in Appendix D), it was shown by timing teams that participants
quickly overcame the learning curve associated with completing this process. It
can easily be seen in Figure 6.22 that through repetition the overall performance of
all teams improved within five activity configuration cycles. The average time to
complete an individual activity configuration dropped from 15 minutes 32 seconds
to 4 minutes 7 seconds. However, despite this improvement, the proportion of time
which Task 5 consumed during each trial, compared to other tasks, highlights the
need for an improved user interface or, as suggested by participants, automation of

the process of configuring the Activity Model into Hammer, the map editor.

6.4.4 Participant Perception of Configuration Process

This section reports on the results gathered from the second questionnaire which
posed questions about participants’ experience of InSitu’s underlying concepts and
models, and the configuration process. Two scales were used to capture participant

responses for this questionnaire. The first scale ranged from 1 - 5, where 1 = Yes
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and 5 = No. The second scale ranged from 1 - 5, where 1 = Easy and 5 = Difficult.

Responses to this questionnaire are charted in Appendix C.

In response to How easy was it to generate pseudocode to describe tests for your
simulation?, 7 out of 10 participants responded positively about InSitu indicating
that they found this task easy. Although this is a simple question, it is an important
result for the user trial. In writing pseudocode the participants were asked to work
with InSitu without the constraints of the technical implementation and so this
question assesses the participants’ ability to relate to the underlying approach of
testing situation specifications rather than defining use cases, procedural tests or
scripting scenarios. Although some of the participants provided responses that were
indifferent, none of the participants responded with an indication that the process
was difficult. Corroborating this result, in response to the statement I was able to

complete the task of writing pseudocode, all users responded with Strongly Agree.

In response to How easy was it to convert the pseudocode to Drools Rules?, 7 out
of 10 participants responded positively that the process was easy. No participants
indicated that they felt the process was difficult. This is a relevant result because it
indicates that Drools was an appropriate choice of technology. This is corroborated
by responses to the statement I was able to complete the conversion of pseudocode
to Drools Rules. All users, except one, agreed strongly with this statement, the

remaining participant responding neutrally.

Also important to this point is the expressiveness of Drools declarative logic and
the defined Fact vocabulary for the Environment State Model. In response to the
question Did you find Drools LHS sufficiently expressive for your needs?, 8 out
of 10 participants returned a strong positive response. Although neither of the two
remaining responses disagreed with the statement, it was expected that this question
would not be completely positive because of the previous observation that one of
the teams could not express their pseudocode completely due to the limitation on

temporal modelling.

The next questions addressed the process of creating the schema for the Alert Report

in the RHS of a Drools. In response to the question How easy was it to encode the
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code to generate an alert (RHS)? 8 of the 10 participants responded with Easy.
This is in-line with the expectations that were mentioned when setting out the
prerequisite requirements for participants, that writing the Alert Schema for the
Situation Model would not be a difficult task for computer scientists. Participants
were also asked to respond to the question Did you find Drools RHS sufficiently
expressive?. Although all participants responded positively, this was a premature
result because it is difficult to judge the usefulness of an Alert Schema until after

the simulation has run. This will be revisited in the next questionnaire.

In response to the question Did you find the process for defining Activities using
the Excel spreadsheet was systematic (i.e. there was a clear method to complete this
task)?, all participants agreed with this statement, with seven of those responses
strongly positive. In response the statement Did you find the process for transferring
Activity definitions from the Ezcel spreadsheet to Hammer was systematic (i.e. there
was a clear method to complete this task)?, 8 of the 10 participants responded
positively.  Although, the configuration process is easy, it is also tedious and
repetitive. Two participants highlighted this in their comments: “Many details
(in menus) to fiddle with” and “Having to change between different entities was
tedious”. These comments affirm the need for an improved interface to ease the

burden on the tester during this part of the configuration process.

Perceived Limitations of the Configuration Process

In terms of improving the configuration process the main points identified include
issues surrounding the automation of the configuration of activities. Responses
included comments such as “The excel [sic] gives a systematic way of defining
possible sequences, if it could be embedded somehow in Hammer it would be nicer”
and “Very time consuming activity, it seems like a lot of it could be automated. It
takes a long time to enter very little information. Issue with using a general tool for

specific job.”.

Also mentioned was improving the work flow during the configuration of a

simulation, in particular in terms of tracking progress through the configuration
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tasks. Comments from participants included: “Maybe some way to observe overview
work done” and “If there is a lot of repetition it may be beneficial to tick off /

overview tasks / work carried out and what is left to do.”.

These findings indicate that although the configuration process is systematic and
users were able to follow the instruction booklet, InSitu could benefit from an
improved interface. This was expected because a dedicated user interface has not
yet been created for InSitu. It is an assuring and positive outcome that participants
did not report limitations in the expressiveness of the underlying models or with the

flexibility of the InSitu.

6.4.5 Participant Interpretation and Perception of Charted

Simulation Results

This section reports on the responses gathered from the final questionnaire
which focused on participants’ ability to interpret charted Alert Report results.
Participants were provided with the charted results from the Alert Report generated
during their simulation. An example of the charted results provided to each team

is included in Appendix J.

In response to Do your results indicate that problematic behaviour exists in the
prototype system?, all ten participants responded Yes. This indicates that all of
the participants were able to determine that inappropriate situations were detected
during their simulation. To elaborate on and support their responses, participants
were also asked to respond to the statement Please specify the evidence from your
simulation results to support your opinion. In asking participants to elaborate the
purpose was to determine that their interpretation of the results was correct. Six
participants provided comments which confirmed that they were interpreting the
results correctly. Three participants provided responses which were inconclusive or
blank. One participant responded with a partially incorrect comment: Situations
with unnecessary lights on were logged. But situations of user in dark is not logged.

I am not sure if this situation never happened during simulation or the was not
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working. This could be attributed to the fact that the user in the dark situation is
visually less obvious in the charted results. Comments are included in Section C.4

of Appendix C.

To gain insight into the usefulness of the charted results, participants were ask to
respond on a scale of 1 - 5, where 1 = Yes and 5 = No, to the statement, Did the
simulation results yield any unexpected findings for you?. Figures 6.23 and 6.24 chart
the responses to this illustrating that in general the ubicomp participants tended
to respond more positively than Drools participants. Overall, more participants
agreed with this statement than not which reinforces the observation that even

simple sensor-driven systems can cause unexpected effects.

In response to the question Do you think you could have uncovered problematic
behaviour in the automatic lighting system more quickly without using this tool?, two
participants answered that they thought they could have uncovered the problem
more quickly without the tool, which was a disappointing result in the survey.
However, on closer inspection, all of the ubicomp participants were strongly positive
in favour of InSitu’s usefulness. The responses from Drools participants were less
conclusive, as illustrated in Figures 6.25 and 6.26. This may indicate that Drools
participants generally had less appreciation of the challenges faced by ubicomp

designers and developers.
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For additional confirmation that participants were able to understand the results,
participants were asked to make suggestions about how they would attempt to
improve the lighting system. Half of the participants made suggestions that would
correctly improve at least one aspect of the design of the lighting system, for
example by adding additional motion sensors. The incorrect responses were deemed
so because they fell back into the trap of using InSitu to correct inappropriate
situations, rather than refining the ubicomp system design. These comments are

included in Section C.4 of Appendix C.

6.4.6 Analysis of User Trial

The user trial determined that participants could relate to the approach and concepts
used by InSitu to configure simulations and define situation specifications. This
finding was primarily investigated through Tasks 1-3. The pseudocode captured
during the trials showed that participants were able to define situation specifications
that were non-specific in terms of particular locations, users or entities. The
transition from pseudocode to the Situation Model and State Model demonstrated

two points. Firstly, that these models were sufficiently expressive for participants of
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this trial to encode their respective pseudocode situation specifications. Pseudocode
was used specifically as an unrestricted comparison point both in terms of
environment attributes, as well as logical and spatial relationships. All teams were
able to encode their pseudocode using the elements, attributes and relationships of

the Situation Model and State Model.

In relation to participants’ interpretation of the charted Alert Report, all
participants indicated that they interpreted the charts to mean that inappropriate
situations were detected. This provides an indication that participants were able
to read and understand the charted output from the Alert Report. Reinforcing
this result, six participants were able to correctly describe the recorded instances
of inappropriate situations in their own words. Five participants were able to
make correct suggestions about how to improve the design of the lighting system,
indicating that these participants were able to correctly trace the causal factors
of the problems in the system design. This shows that half the participants
were able to both (1) correctly determine that inappropriate situations were
detected, and (2) correctly make suggestions for improving the design of the lighting
system. In general, the context-aware participants had higher appreciation for
benefits of InSitu, specifically for identifying inappropriate situations and uncovering

unexpected system effects.

The main finding in relation to participants’ performance during the configuration
part of this trial is that despite the lack of an integrated toolset or dedicated user
interface for InSitu, the process of configuring a simulation has been defined in
a sufficiently systematic way that participants were able to complete all tasks in
a reasonable time-frame. Configuration of the Activity Model showed that with
repetition, participants improved in efficiency to complete the activity configuration
task. There appears to be no conclusive correlation between the participants’ prior

experience and the performance of teams completing the user trial tasks.

Although participants perceived the process of configuring a simulation as generally
systematic and easy to complete, the results from the previous section on the

performance of participants, indicate that there is clearly room to improve the
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efficiency of the configuration process. In general, in their comments participants
identified the realism, and environment visualisation as beneficial to their ability to
relate to the environment. Participants also perceived that the flexibility, power and
simplicity, in terms of defining inappropriate situation specifications, is a strength
of InSitu. The weaknesses noted by participants largely focused on usability which
was anticipated prior to the user trial. The suggestions collected from participants
can provide a useful basis for prioritising improvements to InSitu particularly to

overcome the tedious and time-consuming nature of the configuration process.
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6.5 Comparison Framework Analysis

This section revisits the comparison framework that was defined in Chapter 3 as
an instrument to draw comparisons between surveyed tools. The discussion on
the comparison framework analysis in Chapter 3, noted that most of the current
active open issues and emerging needs, relevant to this thesis, lie in the categories
of Testing and Fvaluation. For this reason, these will be discussed first, with
a focus on differentiating InSitu from existing approaches. Following this, the
remaining categories, Tool Design and Deployment Environment, are discussed, with
an emphasis on demonstrating how InSitu conforms in these categories. Figure 6.27

presents the chart of the comparison framework, extended to include InSitu.

One of the emerging needs of the 7Testing category is the facility to monitor
distributed ubicomp deployments. The issue of the distributed, invisible interface in
multi-user, physical-digital environments raise this challenge. DiaSim [59] uses visual
monitoring of a 2D global overview of the environment as an initial contribution to
address this issue. Visual monitoring offers the benefit that the designer can observe
an overview of distributed locations. However, visual monitoring suffers from poor
time scalability since there are limits to the length of time a designer can monitor a

simulation and it has the potential to place a significant cognitive load on the tester.

UbiREAL [80] is the only tool among those reviewed that provides automatic
monitoring of a ubicomp deployment. Both DiaSim [59] and AmISim [46] have
similar ambitions however their publications to date have not shown evidence of this
yet. UbiREAL monitors effects in the environment based on a system specification.
The monitoring tool uses logical specifications to test for situations and then
either checks if a corresponding sequence of events was executed, or checks that

a corresponding outcome was achieved.
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Although InSitu adopts a similar situation-based approach, to that used in
UbiREAL, it differs on two key points. The first is generality of situation
specifications, and the second is reporting of outcomes. It is the combination of
automatic monitoring, generality of situation specifications, and the opportunity to
uncover unanticipated situational instances that differentiates InSitu in the Testing

category.

The Evaluation category identified open issues surrounding assessment of situational
appropriateness, traceability of causal factors and provision of structured feedback,
particularly as part of an iterative design cycle. Live test environments provide
the best opportunity to gain deep understanding about the effectiveness and
appropriateness of ubicomp deployments. However, the limiting factors of the cost,
time and resources that need to be invested mean that practically speaking, these
test-beds are not accessible to all developers and are not always suitable for use

throughout the design cycle. For this reason, alternative approaches are required.

DiaSim and UbiREAL have made notable contributions to the category of
Evaluation. UbiREAL provides run-time analysis of a technical specification,
whereas DiaSim enables designers to build a prototype from a parametrised
specification, which in turn can be visually analysed. DiaSim supports playback

of events, however this does not facilitate traceable data analysis for an experiment.

Neither tool addresses the issues of tracing the causal factors surrounding specific
events, particularly to isolate spatio-temporal relationships and the combination of
physical-digital causal factors. InSitu provides a unique contribution in this respect
through the combined ability to identify situations in the global environment state,
and support the designer to trace the spatio-temporal causal events leading to the

situation.

InSitu has been categorised as a test-bed for the purpose of the comparison
framework analysis, primarily because it supports testing rather than prototyping or
development of ubicomp systems. The Tool Design and Deployment Environment
sections of the comparison framework analysis illustrated the recurring strengths

of simulation-based test-beds for ubicomp. These are features that InSitu should
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conform to, including reusability, extensibility, context generation, scalability,
heterogeneity, configurability and lower investment. The choice of the Half-Life 2
engine at the centre of the InSitu Toolset was core to addressing many of these
features. As Trenholme and Smith [113] discuss, modern game engines can be
beneficial tools in research environments because they are tested rigorously for

performance, reliability and usability.

Half-Life 2 in particular provides sophisticated bot behaviour and animations, which
were relevant for implementing the Activity Model. The integration of TATUS
context generation functionality, to extend Half-Life 2, provided the sensed context
sources that are required in order to test ubicomp systems. Half-Life 2 is also
open-source, and its SDK provided the extensible Hammer World Editor, which
with the addition of context source types, was suitable for the full simulated
deployment environment configuration process, i.e. construction of the physical

space, implementation of the Activity Model, and positioning of context sources.

Reusability is addressed by a number of aspects of InSitu’s design. The separation
of the Model Framework and Test Process allows for the Situation Model, Activity
Model and Spatial Model to be reused, or tweaked, for separate test simulations.
The Simulation Engine also supports reusability, which was demonstrated through
the reuse of a building model from another project in the lighting case study. This

same map (building model) also appears in the work by Quinn [91] and Feeney [40].

AmISim aims to support extremely large scale simulations and mentions success
of simulating 200,000 users in a 200 floor building. However, the application of
simulations of this scale to real-world environments and scenarios, is a research
problem in itself, which the authors have yet to address. DiaSim [19] reports on
modelling the ENSEIRB school, a three storey building with a floor area of 13,500m?.

UbiREAL does not report on scale and so a comparison cannot be made for it.

InSitu is comparable with DiaSim in terms of physical scale. A demonstrator model
of a real three storey building in the Simulation Engine, covers a floor area of 8440m?
and features 104 rooms. Additionally, InSitu models continuous space, where as

DiaSim’s model must be discrete across floors because it is a 2D simulator.
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The extensibility of the simulator, combined with the integration of TATUS
functionality affords heterogeneity of context sources. Although this thesis focused
on spatio-temporal information, Trenholme and Smith [108] have reported some
success using Half-Life 2’s particle system to simulate fire, heat and smoke for

emergency evacuation situations.

Finally, the Half-Life 2 engine is low cost, € 10.00 at the time of writing this thesis.
The major investment is the time required to construct the simulated physical
deployment space. Trenholme and Smith report that they constructed a building,
using Hammer in three weeks, however they did not report the size of the building.
The experience of the KDEG research group has been closer to six weeks for a 2-3

storey building that includes photo-realistic textures.

6.5.1 Summary of Comparison Framework Analysis

In summary, this comparison framework analysis demonstrates that InSitu at least
matches other testing and evaluation approaches in the categories of Tool Design
and Deployment Environment. The discussion also illustrates the emerging needs
addressed by InSitu and in this way differentiates InSitu from other state of the art
tools. InSitu is differentiated in particular by supporting situational monitoring in a
simulated ubicomp environment and supporting traceability in the physical-digital

space.

6.6 Chapter Summary

The evaluations in this chapter set out to (i) investigate whether InSitu can
correctly identify examples of real-world inappropriate situations; (ii) demonstrate
that the Model Framework can specify tests for multi-user problems in complex built
environments, (iii) capture an objective perspective about the suitability of InSitu
for testing exhibited ubicomp system behaviour, and (iv) compare InSitu to the

state of the art. To achieve this, the evaluation chapter presented two case studies,
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a user trial, and a state of the art comparison framework analysis.

Section 6.2 discussed a case study of a real-life problematic lighting system. This
simple case study performed a single user experiment and assessed situations that
arose in the deployment environment based on the user’s location information
and the state of devices in the environment, considering all individuals in the
environment uniformly. This case study demonstrated that InSitu can correctly
identify examples of real-world inappropriate situations that exist in a live
sensor-driven system. The case study also showed that using a set of boundary
conditions, informed by a survey of building occupants, the Activity Model was
able to dynamically generate the real-world inappropriate situations without using

pre-scripted scenarios.

Section 6.3 builds on the findings from the lighting case study to present a more
complex design challenge in an access control case study. To investigate an increase
in modelling complexity, the second case study introduced multi-user, multi-location
situations and made more extensive use of the spatial modelling capabilities of the
Spatial Model. This case study demonstrated reasoning about both physical and
operational zones, as well as aggregated zones and varying levels of granularity in
the containment spatial relationship. The case study discusses the relevance of the
subsumption, exclusivity and overlap relationships to situation specifications and
the results that appear in the Alert Report, based on the experiences modelling the

access control case study.

Section 6.4 presented results from a user trial which found that participants were
able to configure the Activity Model and design the Situation Definition Model for
a simulation, which was based on the first case study, the lighting system. Since
InSitu ultimately aims to provide a testing approach that can improve the evaluation
process for ubiquitous computing systems, it is necessary that the InSitu approach
does not exceed the cognitive capabilities of technical users. It was considered
important to confirm that potential users of InSitu could relate to the approach of
testing situations based on an environment state model. Of the ten participants in

this trial, all were able to complete the configuration process and half were able to
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provide viable design refinements based on a set of charted results.

Section 6.5 presented a comparison of InSitu with related work. The comparison
shows that InSitu is unique among the reviewed tools in terms of the generality
and formality of the designed and implemented situation-based testing approach.
Strengthening the benefit of this, is the capability to provide automatically
generated, structured feedback, relating to inappropriate situations detected in a

deployment configuration.
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Chapter 7

Conclusion

This chapter presents an assessment of the extent to which the thesis objectives
were achieved. Following this, the chapter discusses the contribution made by this

work as well as possible future work.

7.1 Objectives and Achievements

This thesis hypothesised that a situation-based testing approach could be used
to test the summative effect of user activity and ubicomp system behaviour in
a simulated ubiquitous computing deployment, and to support assessment of the
appropriateness of system behaviour. To pursue this, a research question was set

out for this thesis as:

Can situations be identified in a simulated ubicomp deployment, independent of the
causal factors, so that structured, traceable feedback can be provided that supports

assessment of the appropriateness of ubicomp system behaviour?

To address this research question, the aim of this thesis was to define the
situation-based testing approach so that it could be used to support an iterative
or evolutionary prototyping cycle. To achieve this, a set of objectives were set out

as follows:
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O1 To research and survey the state of the art in prototyping, testing and evaluation

tools for indoor, location-tracking, ubicomp systems.

O2 To provide a formal definition of the situation-based testing approach by

devising a test specification framework.

O3 To define a systematic test process, which includes identification of
inappropriate situations and which supports a feedback loop to assist informed

design refinement as part of an iterative testing approach.

04 To realise the framework and test process in a simulation-based test-bed, as a

mechanism for evaluating the situation-based testing approach.

O5 To evaluate the suitability and limitations of the proposed situation-based

testing approach.

A background review of ubiquitous computing and a state of the art survey of testing
approaches were conducted to address research objective O1, which was stated as:
to research and survey the state of the art in prototyping, testing and evaluation

tools for indoor, location-tracking, ubicomp systems.

A survey of context and building modelling approaches was conducted to inform
the design of the test specification framework, i.e. the InSitu Model Framework.
This included both the physical layout of an environment, operational usage and
occupant activity, and yielded the Spatial Model and Activity Model. The modelling
survey also investigated both context and situation specification models to inform

the design of the State Model and Situation Model.

The survey of testing and evaluation tools placed emphasis on those tools that
can assess action-based ubicomp systems. The state of the art survey identified that
although there has been much emphasis placed on prototyping for ubicomp systems,
e.g. Context Toolkit [94], Topiary [69], Paper Prototypes [22], VisualRDK [117], less
emphasis has been placed on the testing and evaluation phase of iterative design
cycles. This view is supported by Tang et al. [111] who discuss many of the open

issues relating to this. Additionally, a number of active and recent examples of
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research in this area were discussed including UbiREAL [80], VisualRDK [117],
DiaSim [59] and AmISim [46], all of which feature simulation-based test-beds and
provide evidence of the growing research interest in testing approaches for ubicomp

systems.

While existing tools and approaches are making contributions towards testing and
evaluation of ubicomp systems, a number of open issues remain. There is a need for
tools that can monitor and assess the situational outcomes, caused by exhibited
system behaviour, in a physical deployment. Tools that can deliver this in a
cost-effective manner can be advantageous in terms of providing a method of testing

that is accessible to designers.

To address research objective O2, to provide a formal definition of the
situation-based testing approach by devising a test specification framework, the InSitu

Model Framework was defined.

In order to realise generalised situation specifications, the situation-based testing
approach required a testable model of the environment. Due to the extent
of environment context it is difficult for any single model representation to be
universally complete, however, as noted by Clear et al. [27], it can be domain
specific. The focus of this thesis is the spatio-temporal relationship that exists
in the environment and that is central to the unique dependency between users,
their environment and the appropriateness of exhibited ubicomp system behaviour

at a given point in space and time.

The Spatial Model builds on previous hybrid hierarchical models. To reflect the
dynamism of ubicomp environments, this model introduced operational zones to
assist with modelling building usage. The Situation Model observes the logical
operators defined by Henricksen and Indulska [50] and observes Clear et al.’s [27]
definition of a situation specification. The State Model places an emphasis on
spatio-temporal reasoning to support testing location tracking systems for indoor
environments. The Activity Model follows the trend of activity based models,
featuring the location and duration of activities, as well as relationships between

activities.
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The combination of these models in a situation-based testing approach is novel in
terms of the generality of the approach. This is advantageous because generalised
situation specifications support identification of unanticipated situational instances,
particularly with the support of dynamically generated user activity by the Activity
Model. The limitation, in terms of uncovering unanticipated situations, is that the
designer must have the foresight to specify the general situation. However, the
iterative nature of the testing approach lends itself well to situation specifications
that evolve and emerge between testing cycles. It was the experience of the author
during the access control case study evaluation that feedback from test results

informed the definition of additional or refined situation specifications.

To address research objective O3, to define a systematic test process, which includes
identification of inappropriate situations and which supports a feedback loop to assist
informed design refinement as part of an iterative testing approach, the InSitu Test

Process was defined.

The InSitu Test Process defines the situation-based testing approach within the
bounds of an iterative prototyping cycle, with an emphasis placed on testing
and evaluation for the purpose of generating structured feedback to the designer.
The Test Process defines the key features that must be implemented to realise
the situation-based testing approach proposed in this thesis. These include the
central role of simulation, which due to the affordance of capturing a state view
of a simulated ubicomp deployment, provides an advantage not available in live
test environments. In this way, it supports the tester to analyse the effect of
ubicomp system behaviour, as opposed to technical execution of the ubicomp
system. Also core to the approach are separation of state and sensed context
and generation of alerts to automatically notify the tester of instances of detected
situation specifications. The definition of the InSitu Test Process in the form of
a UML activity diagram illustrated the systematic process that is central to the
testing approach.

To address research objective O4, to realise the framework and test process in a

simulation-based test-bed, as a mechanism for evaluating the situation-based testing
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approach, the InSitu Toolset was implemented.

The InSitu Toolset combines and extends the technology of the TATUS Simulator
and Proxy, the Adaptive Engine and the Drools Engine. At run-time the Toolset
generates an Alert Report which provides a structured set of alerts that record
the situational instances detected during testing. Scatter plots are generated using
the combined sources of the Alert Report and test log files, to provide meaningful
representation of test results as feedback to a tester or designer. These charts provide

configurable views of test data at varying granularities on a simulation timeline.

The frequency of alert generation is closely linked with the frequency at which state
updates are produced by the simulator. The Monitoring Engine must only perform
an assessment of the state of the environment at least as fast as the Simulation
Engine generates state updates. Both the frequency of the Monitoring Engine
cycles and the frequency of state update generation are configurable, but in practical
terms will be limited by the processing power of the hardware. Although this thesis
produced no conclusive result to inform the configuration of this frequency, it is
suggested that a balance between criticality and duration should be taken into

account during test configuration.

The duration of a situation can be indicative of the severity of the problem. For
example, in some simulations, the Monitoring Engine detected normal delays that
occur between the time a motion sensor is activated and the time the lights actually
switch on, i.e. approximately 1 second. It is not expected that this should be
considered an inappropriate situation that warrants redesign. Situations of long
duration do not require highly frequent rule cycles and, in fact, overly frequent rule
cycles will cause an unnecessary increase in the post simulation data processing task.
Instead, test log files could be used to supplement the Alert Report findings in order
to uncover the start and end points of a situational instance, even if the Monitoring
Engine does not capture the full duration. Critical situations, on the other hand,
should be prioritised for prevention prior to a live deployment and so highly frequent
state updates and Monitoring Engine test cycles may be desirable for testing these

situations.
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The combined findings from the case studies, user trial and comparison framework
analysis are presented to address research objective O5, To evaluate the suitability

and limitations of the proposed situation-based testing approach.

The overwhelming benefit of the situation-based testing approach is the capability
to test the summative effect of user and system activity in a simulated physical
deployment environment. In the lighting case study it was shown that the InSitu
approach correctly identified examples of real-world inappropriate situations that
arose due to a specific combination of system behaviour and user activity. A
secondary finding of the lighting case study was an indication of the relevance
of spatio-temporal relationships to the appropriateness of sensor-driven system
behaviour, and the impact of both the absence and presence of end-users on system
behaviour. This supports the relevance of the InSitu approach as a testing approach

for ubiquitous computing systems.

Although situation-based testing has appeared in the literature in the past, e.g. in
the work on UbiREAL [80], it previously lacked generality in test specifications. The
significant benefit of InSitu is that generalised situation specifications provide greater
range to detect instances of inappropriate situations. The result is that InSitu can
uncover unanticipated situational instances. In the access control case study it was
shown that the InSitu approach could identify situational instances for multiple
users, across multiple locations, in both physical and operational zones at various
levels in the hierarchy of a built environment. Additionally, since situations can be
defined independent of a particular sequence, any ordering of specified situations

can be detected and so they are not confined to a procedurally scripted scenario.

A second major benefit of this situation-based testing approach is the feedback
supported by InSitu that offers the potential to inform both software and hardware
configurations of ubicomp deployments. Processing of the Alert Report and
simulation logs provides detailed, configurable views of detected situations and the
causal physical and digital events leading to individual situations. Interpretation of
these data charts by a designer provides insight into the appropriateness of exhibited

system behaviour and to determine how design refinement could improve the
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end-user experience. The user trial provided an objective assessment, by a group of
computer scientists, which confirmed that participants could relate to the approach
and concepts used by InSitu, configure simulations, define situation specifications,
and interpret results to mean that situational instances were detected. Eight
participants were able to correctly describe the recorded instances of inappropriate
situations, indicating that these participants were able to correctly interpret charted
results. Five participants were able to make correct suggestions about how to
improve the design of the lighting system, indicating that these participants were

able to correctly trace the causal factors of the problems in the system design.

Although situation-based testing has the potential to address a significant challenge
for ubicomp designers through the support it offers for testing the effects and
outcomes of ubicomp system behaviour, some limitations exist. The first centres on
the capabilities of InSitu to uncover unanticipated outcomes. Although the InSitu
approach offers the potential to uncover unanticipated situational instances, it does
not directly alleviate the issue of uncovering unexpected situation specifications.
Testing methods which use human observers, particularly in live test deployments,
have an advantage in this respect because human reasoning capabilities can identify
truly unanticipated situations. However, as already mentioned in this section, the
iterative testing process used for InSitu lends itself well to situation specifications

that evolve with testing.

The second limitation centres on completeness of both testing and reporting. The
situation specifications presented in the case studies in this thesis, test only a subset
of all situations that arise during testing. Additionally, completeness of reporting is
also a factor. Regardless of how well the continuity of the spatio-temporal dimension
is maintained during testing, both testing and reporting are ultimately conducted
at discrete points, which introduces the risk that inappropriate situations will go
undetected. The risk can be managed by considering the issues of criticality and
duration of situations when configuring a simulation. In practical terms, however, a
limiting factor could be the processing power and memory of the hardware available

for testing.
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7.2 Contribution to SOA

The major contribution of this work is a novel situation-based testing approach
for examining the effect of ubicomp system behaviour in a simulated deployment
environment. The use of generalised situation specifications enables the
situation-based testing approach to examine the summative effects and outcomes
of exhibited system behaviour and user activity in a simulated ubicomp deployment
environment. This differs from previous testing approaches that examine
only system behaviour, without investigating the implications for the state of
the deployment environment as a whole, and as a result cannot assess the
appropriateness of the effects of system behaviour. This is important as ubicomp
systems can be technically and functionally correct in their behaviour but still
cause unintended effects in the deployment environment, if they do not operate
in harmony with the target deployment environment. Determining that a
system implementation is correct with respect to its design will not always verify
that the design is appropriate for the target physical deployment environment.
Additionally, the generality of the InSitu approach provides the opportunity to
uncover unanticipated situational instances because tests can be applied globally

to the deployment environment.

The minor contribution of this work is the traceability of causal factors that lead
to specific situations in a simulated physical deployment environment. Traceability
of situational causal factors in ubicomp environments introduces new challenges for
the designer of ubicomp systems due to the loose-coupling and the spatio-temporal
distribution between system inputs and system effect. It is not sufficient to
trace the causal relationships in the digital environment alone. The structured
feedback generated by InSitu provides a means to examine the physical and digital
events leading to specific situations. Traceability augments the benefits of the
situation-based testing approach, because identification of inappropriate situations

alone is not sufficient to inform the redesign process.
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7.2.1 Peer Reviewed Publications

This work has been peer-reviewed and has been accepted to a number of
international conferences and to the International Society for Simulation and
Modelling SIMULATION Journal. A list of relevant author publications appear

at the front of this thesis, the most significant of which are noted here.

The most comprehensive publication to date of the InSitu approach and tool,
appears in the Society for Computer Simulation International SIMULATION
Journal in a special issue on Tools, Techniques and Methodologies. This paper
presents the InSitu Model Framework and InSitu Toolset, along with the
performance test results for the InSitu Toolset, and the findings from the lighting

case study.

O’Neill, E., Conlan, O. and Lewis, D., ‘Modeling and Simulation to Assist
Context Aware System Design’, Simulation: Transactions of the Society of

Modeling and Simulation International, vol. 87(1-2), pp. 149 - 170, 2011.

This SCS Simulation paper is an extension of a previous peer-reviewed conference
paper presented at the 2" International Conference on Simulation Tools and
Techniques, SimuTools ’09. This conference paper documents early requirements
for InSitu alongside an early implementation of the InSitu Model Framework and

InSitu Toolset.

O’Neill, E., Lewis, D., and Conlan, O., A Simulation-based Approach
to Highly Iterative Prototyping of Ubiquitous Computing Systems, 2nd
International Conference on Simulation Tools and Techniques, Rome, Italy,

2-6t" March 2009.

The following peer reviewed conference paper was presented at the XIII International

Workshop on Design, Specification and Verification of Interactive Systems
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(DSV-IS 2006). This paper discusses the Simulation Engine and Update Router,
and describes experiences configuring the simulation environment, as well as
integrating two independently developed applications with the Update Router;
(i) a location-aware instant messaging service, and (ii) a community based policy

management system.

O’Neill, E., Lewis, D., McGlinn, K., and Dobson, S., Rapid User-Centred
Evaluation for Context-Aware Systems, XIII International Workshop

on Design, Specification and Verification of Interactive Systems (DSV-IS
2006), Dublin, Ireland, July 2006, LNCS 4323, Springer, pp. 220 - 233, 2006.

7.3 Future Work

There are a number of practical and research issues in which there is potential for
extensions and advances to this work. A subset of these are discussed in this section,

along with some proposed approaches for addressing these future work issues.

7.3.1 Debugging Ubicomp Systems

A recurring theme in recent research publications has been the need for debugging
tools for ubiquitous computing systems [111,59,46,80]. Traditional debugging tools
have generally been limited to identifying and tracing bugs in a program’s source
code. This however is not sufficient for ubiquitous computing because the causal
factors and system effects that need to be debugged are distributed throughout the
physical and digital deployment space. Tang et al. [111] suggest that there is promise
in “A simulation debugging mode, which allows the developers to debug a prototype

early even if the actual physical device is absent in the debugging environment”.

InSitu has been designed to identify and resolve non-technical bugs, i.e. unwanted
or inappropriate behaviour, in a ubiquitous computing system. The significance of

this is that it allows the designer to examine the physical effects of a prototype

215



system, in the context of a target deployment environment. The limitation is that
InSitu does not enable the designer to examine the internal process of the system.
However, a combined approach that includes both InSitu and traditional debugging
techniques has the potential to be mutually complimentary for the testing process
for ubiquitous computing systems. While InSitu offers the possibility to trace causes
and artefacts of system behaviour within the context domain for a specific situation,
a more traditional debugging approach can focus on following the control flow and

execution of a ubicomp system.
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Figure 7.1: Tangential roles for InSitu and a debugger.

Figure 7.1 illustrates the relationship between InSitu, a traditional debugging
approach, the prototype ubicomp system and the simulated physical deployment
environment. The area of overlap indicates the meeting point of the monitoring
capabilities for each tool, which is the key enabler to this potential future work.
This provides a point of reference that has the potential to allow the results from
these two different approaches to be reconciled. A combination of these approaches
has the potential to enable a designer to trace causal factors throughout the physical
and virtual design space. Of particular relevance for achieving this is research, such
as VisualRDK [117], which places emphasis on enabling debugging for the distributed

digital deployment environment.

A further challenge in pursuing this future work is the additional complexity
introduced when an intermediary Context Management System (CMS) must also be
considered during the traceability process. This may require additional techniques
to support traceability, specifically where processing of sensor data and its mapping

to context inputs is concerned.
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7.3.2 Complete Analysis

An open issue reported in the literature, for ubicomp testing and which is relevant to
InSitu, is the challenge of completeness of testing for ubicomp systems. Nishikawa
et al. [80] discuss this issue, reporting that it is infeasible for the UbiREAL
situation-based testing approach to examine all possible sensor state values. The
UbiREAL approach uses a predefined subset of values that aims to find a balance
between thoroughness of testing and investment required for testing, but which is

ultimately the responsibility of the tester to define.

It is suggested here, however, that steps could be taken to assist the designer by
providing informative data views that show the extent of testing in the design and
context spaces. Of interest in this respect is the work by Padovitz et al. [84] who
described a conceptual framework for a context model that is centred on context
domains, situation subspaces and context states. A context state can be considered
the equivalent of a situation, as referred to in this thesis. A situation subspace is
defined by a set of bounded attributes relevant to a particular situation. A single
attribute example provided by Padovitz et al. is the range for heart rate (BpM)
that is applicable to the situation subspaces for running or walking. Running is
listed as ranging between 150 —200BpM , while walking is listed as ranging between
100 —160BpM . This illustrates a boundary within which each situation occurs, and
the overlap or intersection that exists between the two subspaces. This is similar to
the role of boundaries used in the Activity Model, in which boundaries are used to
assist the designer to configure tests that generate relevant and reasonable occupant

behaviour.

Using information visualisation techniques, the aim would be to highlight areas of
the design and context spaces that are tested so the designer is informed about the
level of completeness of testing. The intention would be to provide the designer
with the opportunity to configure InSitu simulations to assess previously untested
parts of the design and context spaces. Initial investigation has been conducted into
adoption of a tool or an approach to situation visualisation, such as that used by

Situvis [28], in order to provide the designer with a clearer view of the coverage of a
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simulation. Although the underlying data-sets implemented for InSitu and Situvis
are not directly compatible, the situation specification model used by both tools
is fundamentally the same and so there is potential to adopt a similar approach.
A major challenge to overcome however, as noted by Clear et al., is visualisation
of the temporal relationships across instances of situations. There are also other
considerations that need to be taken into account such as scalability of visualisations,

and granularity and density of the data that must be represented.

A more advanced approach might include support to monitor the progress of a test
in order to direct testing at run-time. It is envisaged that this would increase the
role of the Adaptive Engine during InSitu’s monitoring process. Adaptation of a
simulation on the fly could allow for more targeted testing of the prototype ubicomp
application. It is anticipated that existing functionality in the tool could be used
to address this. In much the same way that the prototype ubicomp system changes
the state of the simulated environment by issuing actuation instructions to the game
engine, there is potential for InSitu to direct bots and activities in the environment,

based on an informed view of the extent of previously tested space.

7.3.3 Context Histories and Run-time Temporal Analysis

The situation-based testing approach presented in this thesis, in the form of InSitu,
provides functionality to perform run-time analysis of spatial relationships and
post-testing analysis of spatio-temporal relationships. This section discusses the
potential for run-time spatio-temporal analysis of situations. Henricksen et al. [51]
mention the relevance of the temporal aspects of context while Yi et al. [54] identified
a set of seven key temporal relationships for spatio-temporal modelling. These
temporal relationships focus on the start and end points of a time interval, and the
duration between these points. For example, two time spans can overlap, be equal,
can start or end before or after one another, or they can meet, i.e. one time span

ends at the same time that the other starts.

Drools Fusion, a recent extension to the Drools Engine, is proposed as an initial
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tool to address this for InSitu. Drools Fusion supports complex event processing
which provides temporal reasoning for all seven of Yi et al.’s identified temporal
relationships. Drools Fusion has additional benefits such as reasoning about absent

events and support for sliding windows, e.g. a moving window of time.

The significant benefit of this extension to InSitu is that it would enable the designer
to perform stateful analysis of situations, as opposed to the stateless monitoring
which has been used in the case studies presented in this thesis. This is a necessary
step in order to expand the reasoning capabilities of InSitu to include context

histories for situational analysis.

7.3.4 Extensions to the Model Framework
Activity Model

The Activity Model adopted for InSitu follows the trend of activity-based
models, placing particular emphasis on the location and duration of each activity.
Spatio-temporal bounds define limits on reasonable occupant behaviour within
which randomness can be applied. Alternative approaches that can be adopted
for this model can include statistical weighting on the sequencing or scheduling of
activities. Recent work by Tabak and de Vries [110] investigated the application
of probabilistic and S-curve methods to an activity-based model. This work shows
promise, particularly in differentiating between activities which increase in urgency
with time (S-curve methods), as opposed to activities which are not influenced by
the passing of time. However, the findings are not yet fully conclusive. Future
work on the InSitu Activity Model could include evaluation of the application of
these various approaches and their impact on the situation-based testing approach,
specifically to understand the biases or prejudicial tendencies that each model may

introduce during testing.

An additional extension to the Activity Model could place more emphasis on bot
profiles. The introduction of profiled behaviour could enable individual bots to more

clearly assume roles, e.g. in a university setting two roles might be a professor and a
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student. These two user types in general have different working patterns. Professors
tend to have many appointments during their day, whereas students can often have
days with no meetings during which they are working on an individual piece of work

with little need for collaboration.

State Model

The State Model was demonstrated to be sufficient for post-simulation analysis of
the spatio-temporal relationships between users, entities and location for indoor,
location-tracking systems. Extensions to this model could allow for more extensive
testing of a wider set of applications. Current directives'for energy conservation
and energy efficient buildings, along with the suitability of sensor driven technology
as an enabling factor for smart buildings, are motivators to address this issue in
InSitu. Building usage and occupancy have a significant impact on the performance
of facility management systems. In much the same way that architects and engineers
model and simulate structures before entering the construction phase, the computer
systems which control these buildings can benefit from the same process. For this
reason, InSitu is a relevant tool for designing these buildings. Extensions to the State
Model would be required to address more of the physical aspects of the deployment

environment, e.g. temperature and humidity.

The work by Nishikawa et al. [80] for UbiREAL demonstrated a situation-based
testing approach that includes physical effects in the environment, e.g. temperature
and humidity. Smith and Trenholme et al. [108] have demonstrated the use of
Half-Life 2 for simulating the physical effects of fire for the purpose of investigating
emergency evacuations in buildings. More specific to this thesis and the extensibility
of TATUS [82], Chubb [26] conducted some initial work to extend the TATUS
simulator to provide an augmented reality experience. This combined live sensor
readings from a real building, with the virtual experience of the building’s simulated

counterpart. Additionally, McGlinn [75] has performed work to provide more control

10n 18! May 2010, EU Directive 2010/31/EU reinforced Directive 2002/91/EC as the main
legislative instrument to achieve energy performance in buildings. Directive 2002/91/EC was key in
the introduction of minimum standards on the energy performance of new and renovated buildings.
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over the configuration of sensor models used in TATUS.

7.3.5 Technical Implementation and Further Evaluation

This section describes extensions which could be made to InSitu and TATUS
to increase the test-bed’s applicability and usability. The addition of a context
management system and a network simulator could enable InSitu to be used later in
the design cycle by increasing the fidelity of the virtual test environment. It is also
necessary that InSitu be made easier and more efficient to use if it is to be applied

to projects of any significant size.

Context Management System

Although the Update Router and XML API has been used as an interface to
the TATUS test-bed by a number of researchers [91,40, 26], a more standardised
interface is desirable. The approach adopted by AmlISim, using an open source
context management system (CMS) called the Open Context Platform (OCP), has
three main advantages. Firstly, it allows applications to be switched between real
and simulated deployment environments without making any changes. Secondly, it
provides access to more sophisticated context processing. Thirdly, in the case of
OCP, it is an open source project which is beneficial for InSitu because it could be

extended to support traceability.

Network Simulation

Although network simulation was not core to the research challenge identified for
this thesis, networking and connectivity is a crucial enabling factor for ubiquitous
computing environments. Previous projects by Huebscher and McCann [55]
and Morla and Davies [78] demonstrated the successful integration of existing
network simulators into ubicomp simulation-based test-beds. Although not directly
evaluated for this thesis, previous work with the TATUS simulator looked at

integration of the simulator with a heterogeneous wireless network simulator from
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Cork Institute of Technology (CIT) [83]. More recently, through the SimCon
toolset, the ubiquitous computing simulator has been loosely integrated with CIT’s
Wi-Design Tool [75]. TATUS and InSitu could benefit from further evaluation to

assess the validity of the integration with these tools.

Integrated Toolset

Although the InSitu Test Process was accepted and successfully used to create
correct simulations, the process is tedious and prone to configuration error,
particularly at the level of complexity required for the access control case study.
In general it would be expected that much of the process involved in setting up a
test simulation could be automated or could be improved with an integrated user
interface. In the case of the Activity Model, a directed graph could provide designers
with an intuitive visual aid to show the links between activities. This could be
interactive, e.g. drag and drop, and should automatically generate the activity model
configuration for a simulation. In relation to the rest of the Model Framework, the
tight links between the Spatial, State and Situation Models make them an obvious
choice for an integrated user interface. Development of an integrated toolset could
increase efficiency of the configuration process, while also minimising the risk for

error due to manual data entry.

7.4 Final Remarks

The state of the art review showed that no single tool has emerged to address the
many challenges associated with testing ubicomp systems. The review also showed
that emerging challenges specific to ubiquitous computing systems raise the need
for new testing approaches. Of particular relevance and interest to this thesis is the
challenge of testing the actual effect of ubicomp system behaviour in the deployment
environment, when appropriateness of system behaviour is subject to the effects of

other activity occurring in parallel.
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Testing approaches that examine only system behaviour, without investigating the
implications in the context of the actual state of the physical environment, cannot
assess the appropriateness of the effects of system behaviour. In realising InSitu, it
contributes an important and novel testing approach to the field, because ubicomp
systems can be technically and functionally correct in their behaviour but still cause

unintended outcomes in the deployment environment.
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Figure 7.2: Contribution of InSitu for evaluating computer prototypes, in the
context of Tang et al.’s [111] model of a user centric, evolutionary prototyping cycle

for ubiquitous computing (Indicated by the red dashed lines).

The application of InSitu for testing ubicomp systems is indicated in Figure 7.2,
which reproduces Tang et al.’s [111] succinct representation of the phases of a
user-centric iterative prototyping cycle for ubiquitous computing. InSitu makes
a contribution to the field by providing support for testing computer-prototypes in

the evaluation phase of this cycle.

InSitu has not been presented in this thesis as a panacea to address the many
challenges of testing ubiquitous computing systems. Rather, it is presented as a
contribution to the field alongside the many other emerging tools that are making
valuable advances in the field. It is envisaged that InSitu can make a significant
contribution to a user-centric, evolutionary prototyping cycle, and that it can

compliment existing tools and approaches.
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Appendix A

Lighting Case Study

A.1 Models

This appendix presents the models used to define the test specification for the

lighting case study in Chapter 6, Section 6.2.2.

A.1.1 Situation Model

Listing A.1: User present and lights are off.

rule "Lights 0ff for User"

when
$user : UserStateFact ($userLocationRoom:userLocationRoom)
not (exists ( EntityStateFact (entityType — "light",
entityLocationRoom = $userLocationRoom, entityState — "on") ) )
then

modelManipulation.navigateModel (SARConstants.sar_Model, "/");

modelManipulation.searchModel (SARConstants.sar_Model,
"system-alerts");

modelManipulation.addNode (SARConstants.sar_Model, "alert");

modelManipulation.addAttribute (SARConstants.sar_Model,

"id", new Integer (SarGenerator.getNextAlertID()).toString());
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modelManipulation.addAttribute (SARConstants.sar_Model,

"timestamp", new Long (System.currentTimeMillis()).toString());
modelManipulation.addNode(SARConstants.sar_Model, "rule");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", drools.getRule().getName());
modelManipulation.navigateModel (SARConstants.sar_Model, "..");
modelManipulation.addNode (SARConstants.sar_Model,

"location", $light.getEntityLocation());
modelManipulation.addNode (SARConstants.sar_Model,

"user", $user.getUserID());
modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelControl.storeModel("data", SARConstants.sar_Model,

"SAR_output_model.xml");

end

Listing A.2: Lights are on when no user is present.

rule "Lights On for No User"

when
$light : EntityStateFact (entityType =— "light",
entityState =— "on", $lightLocationRoom:entitylLocationRoom)
not (exists (UserStateFact (userLocationRoom = $lightLocationRoom)))
then

modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelManipulation.searchModel (SARConstants.sar_Model,
"system-alerts");
modelManipulation.addNode (SARConstants.sar_Model, "alert");
modelManipulation.addAttribute (SARConstants.sar_Model,
"id", new Integer (SarGenerator.getNextAlertID()).toString());
modelManipulation.addAttribute (SARConstants.sar_Model,
"timestamp", new Long (System.currentTimeMillis()).toString());
modelManipulation.addNode (SARConstants.sar_Model, "rule");
modelManipulation.addAttribute (SARConstants.sar_Model,
"id", drools.getRule().getName());
modelManipulation.navigateModel (SARConstants.sar_Model, "..");

modelManipulation.addNode (SARConstants.sar_Model,
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"location", $light.getEntityLocation());
modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelControl.storeModel ("data", SARConstants.sar_Model,

"SAR_output_model.xml");

A.1.2 Spatial Model

Listing A.3: Spatial Model.

<?xml version="1.0" encoding="UTF-8"7>
<esrm>

<building id="TCD-Building">

10
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<vertical—space id="atrium" type="atrium" />
<vertical—space id="fs-stairwell-south" type="stairwell'">
p yp
<entity id="light-stairwell-south"
type="light" initial—state="off"/>
<area id="fs-stairwell-south-1" type="stairwell-exit">
<entity id="ms-stairwell-south-1"
type="kproxy_motion_sensor" initial—state="active"/>
</area>
<area id="fs-stairwell-south-0" type="stairwell-exit">
<entity id="ms-stairwell-south-0"
type="kproxy_motion_sensor" initial—state="active"/>
</area>
</vertical—space>
<vertical—space id="fs-stairwell-north" type="stairwell">
<entity id="light-stairwell-north"
type="light" initial—state="off"/>
<area id="fs-stairwell-north-0" type="stairwell-exit">
<entity id="ms-stairwell-north-0"
type="kproxy_motion_sensor" initial—state="active"/>
</area>
<area id="fs-stairwell-south-1" type="stairwell-exit">

<entity id="ms-stairwell-north-1"
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type="kproxy_motion_sensor" initial—state="active"/>
</area>
</vertical—space>
<floor id="0">
<room id="fs-lift-lobby-south-0" type="lift-lobby">
<entity id="light-1lift-lobby-south-0"
type="light" initial—state="off"/>
<entity id="ms-lift-lobby-south-0"
type="kproxy_motion_sensor" initial—state="active"/>
</room>
<room id="fs-corridor-south-0" type="corridor">
<entity id="light-corridor-south-0"
type="light" initial—state="off"/>
</room>
<room id="fs-lift-lobby-north-0" type="lift-lobby">
<entity id="light-lift-lobby-north-0"
type="light" initial—state="off"/>
<entity id="ms-lift-lobby-north-0"
type="kproxy_motion_sensor" initial—state="active"/>
</room>
<room id="fs-corridor-north-0" type="corridor">
<entity id="light-corridor-north-0"
type="light" initial—state="off"/>
</room>
</floor>
<floor id="1">
<room id="fs-lift-lobby-south-1" type="lift-lobby">
<entity id="light-lift-lobby-south-1"
type="light" initial—state="off"/>
<entity id="ms-1lift-lobby-south-1"
type="kproxy_motion_sensor" initial—state="active"/>
</room>
<room id="fs-lift-lobby-north-1" type="lift-lobby">
<entity id="light-lift-lobby-north-1"
type="light" initial—state="off"/>
<entity id="ms-lift-lobby-north-1"

type="kproxy_motion_sensor" initial—state="active"/>
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</room>

<room id="fs-corridor-1"

type="corridor">

<entity id="light-corridor-1"

type="1light" initial-—

</room>
</floor>
</building>

</esrm>

state="off"/>
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A.2 Results

This section presents the full set of charted results, as captured in the Alert Report

and test log files.
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Bot Locations

User in Dark
KDEG Lab
KDEG Office
Printer Room
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Bot Locations
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0 1 2 3 4 5 6
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Figure A.1: Situation A.1: Bot in the dark (Hours 0-6).
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Figure A.2: Situation A.1: Bot in the dark (Hours 6-12).

246



Bot Locations

Lift Lobby (North, Ground Floor)
Lift Lobby (South Ground Floor) |

Bot Locations

Lights on Unnecessarily
KDEG Lab
KDEG Office |
Printer Room
Meeting Room |
Seminar Room |
Common Room
Kitchen |
Stairwell (North)
Stairwell (South)
Corridor (1st Floor)
Corridor (North)
Corridor (South) |
Lift Lobby (North, 1st Floor)
Lift Lobby (South, 1st Floor)

Atrium

Entrance |

[«)]

3 4 5
Hours

o
[y
N

Figure A.3: Situation A.2: Lights on unnecessarily (Hours 0-6).
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Figure A.4: Situation A.2: Lights on unnecessarily (Hours 6-12).
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Figure A.5: Trace of bot location over time (Hours 0-6).
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Figure A.6: Trace of bot location over time (Hours 6-12).
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Appendix B

Access Control Case Study

B.1 Models

This appendix presents the test specifications and models for the access control case
study in Chapter 6, along with some sample results. The full results set are included

in Appendix I on the CD accompanying this thesis.
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B.1.1 Activity Model

Occupants
Activity ID Location Min Duration | Max Duration Next Activity
Working-In-Office  |All Desk Areas 1 minute 4 hours Lunch-Break,
Coffee-Break,
Attend-Meeting,
Short-Break
Attend-Meeting Meeting Room 15 minutes 3 hours Working-In-Office,
Lunch-Break,
Coffee-Break,
Short-Break
Lunch-Break Common Room 5 minutes 2 hours Working-In-Office,
Attend-Meeting
Coffee-Break Coffee Room 2 minutes 15 minutes |Working-In-Office,
Attend-Meeting
Short-Break QOutside 5 seconds 5 minutes |Working-In-Office,
Attend-Meeting,
Activity ID Location Min Global | Max Global Next Activity
Time Time
Start-Day QOutside 06:00 10:30 Working-In-Office,
Attend-Meeting
End-Day Outside 17:00 04:30
Visitors
Activity ID Location Min Duration | Max Duration Next Activity
Visiting All Offices, 15 minutes | 60 minutes [Not-Visiting,
Coffee Room Visit-Coffee-Room
Not-Visiting Qutside 5 seconds 15 minutes |Visit-Coffee-Room

Visit-Offices

Figure B.1: Activity definitions for Access Control Case Study.
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Min and Average responses which informed the bounds on the
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Figure B.2: Times at which respondents reported starting their working day.
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Figure B.3: Times at which respondents reported ending their working day.
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B.1.2 Situation Model

Listing B.1: A visitor is present without an occupant.

rule

"Visitor present without an occupant"

when

$visitor : UserStateFact ( userType — "visitor",
$visitorLocationRoom:userLocationRoom )
LocationStateFact ( locationID — $visitorLocationRoom,
locationType = "office",
|| locationType =— "coffee-room" )
not (exists UserStateFact ( userType — "staff"
|| userType = "student",

userLocationRoom = $visitorLocationRoom ))

then

end

modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelManipulation.searchModel (SARConstants.sar_Model,

"system-alerts");
modelManipulation.addNode (SARConstants.sar_Model, "alert");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", new Integer (SarGenerator.getNextAlertID()).toString());
modelManipulation.addAttribute (SARConstants.sar_Model,

"timestamp", new Long ($user.getUpdateTime()).toString());
modelManipulation.addNode (SARConstants.sar_Model, "rule");
modelManipulation.addAttribute (SARConstants.sar_Model, "id",

drools.getRule () .getName());
modelManipulation.navigateModel (SARConstants.sar_Model, "..");
modelManipulation.addNode (SARConstants.sar_Model,

"location", $visitorLocationRoom);
modelManipulation.addNode (SARConstants.sar_Model,

"user", $visitor.getUserID() );
modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelControl.storeModel("data", SARConstants.sar_Model,

"SAR_eon_modell.xml");
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Listing B.2: A visitor is unobserved when in the presence of occupants.

rule "Visitor unseen by occupants in the same room."
when
$visitor : UserStateFact ( userType — "visitor",
$visitorLocationRoom:userLocationRoom,
$visitorID:userID )
LocationStateFact ( locationID = $visitorLocationRoom,
locationType = "office" ||
locationType = "coffee-room")
exists ( UserStateFact ( userType — "staff" || userType = "student",
userLocationRoom = $visitorLocationRoom ) )
forall ($occupant: UserStateFact (
userType =— "staff" || userType — "student",
userLocationRoom = $visitorLocationRoom)
UserStateFact (this = $occupant,
usersInView not contains $visitorID ))
then
modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelManipulation.searchModel (SARConstants.sar_Model,

"system-alerts");
modelManipulation.addNode (SARConstants.sar_Model, "alert");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", new Integer (SarGenerator.getNextAlertID()).toString());
modelManipulation.addAttribute (SARConstants.sar_Model, "timestamp",

new Long ($visitor.getUpdateTime()).toString());
modelManipulation.addNode (SARConstants.sar_Model, "rule");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", drools.getRule().getName());
modelManipulation.navigateModel (SARConstants.sar_Model, "..");
modelManipulation.addNode (SARConstants.sar_Model, "location",

$visitorLocationRoom);
modelManipulation.addNode (SARConstants.sar_Model, "user",

$visitorID);
modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelControl.storeModel ("data", SARConstants.sar_Model,

"SAR_eon_modell.xml");
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Listing B.3: Office space is unlocked and no occupant is present.

rule "Office space unlocked and no occupant present"

when
$location : LocationStateFact ( locationTag—"space",
locationType=—"officespace",
$locationID:locationID )
(and (not (exists UserStateFact (userType != "visitor",
userLocationSpace =— $locationID)))
(exists EntityStateFact (entityType — "external-door",
entityState != "locked")))
then

modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelManipulation.searchModel (SARConstants.sar_Model,
"system-alerts");
modelManipulation.addNode (SARConstants.sar_Model,
"alert");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", new Integer (SarGenerator.getNextAlertID()).toString());

modelManipulation.addAttribute (SARConstants.sar_Model, "timestamp",

new Long ($location.getUpdateTime()).toString());
modelManipulation.addNode (SARConstants.sar_Model, "rule");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", drools.getRule().getName());
modelManipulation.navigateModel (SARConstants.sar_Model, "..");
modelManipulation.addNode (SARConstants.sar_Model,

"location", $locationID);
modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelControl.storeModel("data", SARConstants.sar_Model,

"SAR_eon_modell.xml");

end
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Listing B.4: User waiting to enter space.

rule "User waiting to enter space"

when
$user : UserStateFact (userType — "visitor",
$userLocationArea : userLocationArea matches "wait.*" )
then

modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelManipulation.searchModel (SARConstants.sar_Model,

"system-alerts");
modelManipulation.addNode (SARConstants.sar_Model,

"alert");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", new Integer (SarGenerator.getNextAlertID()).toString());
modelManipulation.addAttribute (SARConstants.sar_Model, "timestamp",

new Long ($user.getUpdateTime()).toString());
modelManipulation.addNode (SARConstants.sar_Model, "rule");
modelManipulation.addAttribute (SARConstants.sar_Model,

"id", drools.getRule().getName());
modelManipulation.navigateModel (SARConstants.sar_Model, "..");
modelManipulation.addNode (SARConstants.sar_Model,

"user", $user.getUserID());
modelManipulation.addNode (SARConstants.sar_Model,

"location", $userLocationArea);
modelManipulation.navigateModel (SARConstants.sar_Model, "/");
modelControl.storeModel("data", SARConstants.sar_Model,

"SAR_eon_modell.xml");

end
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B.1.3 Spatial Model
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Figure B.4: Hierarchy of Zones and Entities.
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Listing B.5: Spatial Model for Access Control Case Study.

<?xml version="1.0" encoding="UTF-8"7>
<esrm>
<building id="OReilly" type="office-building">
<floor id="floor2" type="floor">
<room id="OReillyCommonRoom" type="coffee-room"/>
</floor>
<floor id="floorl" type="floor">
<door id="door-Corridor-G31" type="external-door"
initial—state="locked" entry="Corridor"
exit="G31"/>
<door id="door-Corridor-CoffeeRoom" type="external-door"
initial—state="locked" entry="Corridor"
exit="CoffeeRoom"/>
<door id="door-Corridor-G29" type="external-door"
initial—state="locked" entry="Corridor"
exit="G29"/>
<door id="door-Corridor-MeetingRoom" type="door"
initial—state="unlocked" entry="Corridor"
exit="MeetingRoom" />
<room id="Lobby" type="lobby"/>
<space id="mainkdeglab" type="officespace'>
<door id="door-G31-G30" type="internal-door"
initial—state="unlocked" entry="G31"
exit="G30"/>
<door id="door-CoffeeRoom-G30" type="internal-door"
initial—state="unlocked" entry="CoffeeRoom"
exit="G30"/>
<door id="door-G29-G30" type="internal-door"
initial—state="unlocked" entry="G29"
exit="G30"/>
<room id="G31" type="office">
<entity id="rfid_G31ltoCorridor" type="kproxy_rfid_reader"
mobile="no" initial—state="active" />

<entity id="1ight-G31" type="light" mobile="no"

258



36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

initial—state="off" />

<entity id="proximity_npcl" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="proximity_npc2" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="proximity_npc3" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="proximity_npc4" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="proximity_npcb" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="proximity_npc6" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="proximity_npc7" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="proximity_npc8" type="kproxy_proximity"
mobile="no" initial—state="active" />

<entity id="ms_G31" type="kproxy_motion_sensor"

mobile="no" initial—state="active"/>

<area id="desk_npcl" type="desk"/>

<area id="desk_npc2" type="desk"/>

<area id="desk_npc8" type="desk"/>

<area id="desk_npc7" type="desk"/>

<area id="desk_npc4" type="desk"/>

<area id="desk_npc3" type="desk"/>

<area id="desk_npc6" type="desk"/>

<area id="desk_npcb5" type="desk"/>

<area id="waitareaG3ltoCorridor_visitor" type="waitarea"/>
<area id="waitareaG31toG30_visitor" type="waitarea"/>

</room>

<room id="G30" type="office">

<entity i1d="1light-G30" type="light" mobile="no"

initial—state="off" />

<entity id="proximity_npc9" type="kproxy_proximity"
mobile="no" initial—state="active" />
n

<entity id="proximity_npclO" type="kproxy_proximity

mobile="no" initial—state="active" />
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<entity id="proximity_npcll" type="kproxy_proximity

mobile="no" initial—state="active" />

<entity id="proximity_npcl2" type="kproxy_proximity

mobile="no" initial—state="active" />

<area

<area

<area

<area

<area

<area

<area

id="desk_npcl0" type="desk"/>

id="desk_npcll" type:”desk"/>

id="desk_npc9" type="desk"/>

id="desk_npcl2" type="desk"/>
id="waitareaG30toG29_visitor" type="waitarea"/>
id="waitareaG30toCoffee_visitor" type="waitarea"/>

id="waitareaG30toG31l_visitor" type="waitarea"/>

<entity id="ms_G30" type="kproxy_motion_sensor"

mobile="no" initial—state:"active”/>

</room>

<room id="CoffeeRoom" type="coffee-room">

<entity id="light-CoffeeRoom" type="light"

mobile="no" initial—state="off" />

<entity id="rfid_CoffeetoCorridor" type="kproxy_rfid_reader

mobile="no" initial—state="active"/>

<entity id="ms_Coffee" type="kproxy_motion_sensor"

mobile="no" initial—state="active"/>

<area

id="waitareaCoffeetoCorridor_visitor"

type="waitarea"/>

<area

id="waitareaCoffeetoG30_visitor"

type="waitarea"/>

</room>

<room id="G29" type="office">

<entity id="rfid_G29toCorridor" type="kproxy_rfid_reader"

mobile="no" initial—state="active"/>

<entity id="1light-G31" type="light" mobile="no"

initial—state="off" />

<entity id="proximity_npcl3" type="kproxy_proximity

mobile="no" initial—state="active" />

<entity id="proximity_npcl4" type="kproxy_proximity"

mobile="no" initial—state="active" />

<entity id="proximity_npclb5" type="kproxy_proximity

mobile="no" initial—state="active" />
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<entity id="proximity_npcl6"
mobile="no" initial—state="active" />
<entity id="ms_G29" type="kproxy_motion_sensor"

mobile="no" initial—state="active"/>

<area
<area
<area
<area
<area
<area
</room>

</space>

id="desk_npc13"
id="desk_npclb"
id="desk_npcl4"
id="desk_npcl6"

id="waitareaG29toG30_visitor" type="waitarea"/>

id="waitareaG29toCorridor_visitor" type="waitarea"/>

type="desk"/>
type="desk"/>
type="desk"/>
type="desk"/>

<room id="Corridor" type="corridor'">

<entity id="rfid_CorridortoG31" type="kproxy_rfid_reader"
mobile="no" initial—state="active" />

<entity id="rfid_CorridortoG29"
mobile="no" initial—state="active" />

<entity id="rfid_CorridortoCoffee" type="kproxy_rfid_reader"
mobile="no" initial—state="active" />

<area id="waitareaCorridortoG29_visitor" type="waitarea"/>

<area id="waitareaCorridortoG31l_visitor" type="waitarea"/>

<area id="waitareaCorridortoCoffee_visitor" type="waitarea"/>

</room>

<room id="MeetingRoom" type="meeting-room"/>

</floor>
</building>

</esrm>
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B.2 Sample Situation Traces

B.2.1 Detected Situation: Visitor present without an

occupant

Figures B.5, B.6, B.7 and B.8 illustrate a simple example of instances of the
situation Visitor present without an occupant, which checks for times that a visitor

is present in an office without an occupant.

Situation: Visitor present without an occupant.

if

U( type = “visitor”) «— v

A L(( zonelD = v.roomLocation ) A (( type = “office”) V (type = “coffee-room”)) )
A P (U( ((type = “staff”) v (type = “student”))

A (roomLocation = v.roomLocation) )

then

Output O(t) C G(t)

Figure B.5 illustrates all of the recorded instances of this situation and the locations
in which they were detected. Figure B.6 zooms in on two instances in particular in
order to discuss the surrounding relationships. Figure B.7 confirms that the visitor
was present in these locations at the time the situations were detected. This chart
also confirms that the visitor entered through the door between the corridor and
G29. Figure B.8 shows that Occupant-G30-B opened that door, around the 0.2
hour mark on the time-line, shortly before the visitor entered the space, confirming

that the access control system allowed the visitor to enter the space.

For the duration that this situation was recorded, Occupant-G30-B was in G30 while
the visitor was in G29, confirming that the visitor was unsupervised. It can also be
observed that the situation is no longer detected once Occupant-G29-C arrives at

G29 around the 0.45 hour mark on the time-line, in Figure B.7.
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Figure B.5: Detected situational instances.
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Figure B.6: Zoomed view of timeline.
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Spatio-Temporal Trace of Activity
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Figure B.7: Spatio-temporal trace of activity.
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Location
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RFID Swipe at Door
Corridor to G31

)

RFID Swipe at Door T

Fao
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Corridor to G29
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Figure B.8: Log of RFID scans at readers.
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B.2.2 Detected Overlapping Situations: Visitor present

without and/or unobserved by occupants

The situation specifications, defined below, provide examples of overlapping
situations, i.e. (A) Visitor present without an occupant and (B) Visitor unobserved
by occupants. Figure B.9 shows these situations occurring in parallel until some

event changes the state of the environment so that only situation B remains.

Figure B.10 shows that these situational instances occurred in room G29. The
hierarchy of locations, illustrated in Figure B.4, shows that room G29 contains four
desk areas. These mark the zones for desks normally occupied by Occupant-G29-A,
Occupant-G29-B, Occupant-G29-C and Occupant-G29-D.

Figure B.11 has been refined to focus on the occupants of G29 and the visitor bot
for a clearer trace of the spatio-temporal relationships in these five zones, i.e. G29
and the areas that it contains. This trace of activity in G29 shows that during
the third situational instance, which starts shortly after the 0.9 hour mark on
the time-line, that although Occupant-G29-B is present at their desk in G29, the
occupant is oriented away from the rest of the room, resulting in the visitor being

unobserved but not alone.

Situation (A): Visitor present without an occupant.

if

U( type = “visitor”) «— v

A L(( zonelD = v.roomLocation ) A (( type = “office”) V (type = “coffee-room”)) )
A B ( U(((type = “staff”) Vv (type = “student”)) A (roomLocation =
v.roomLocation) )

then

Output O(t) C G(t)
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Situation (B): Visitor unobserved by occupants.

if

U (type = “visitor”) «— v

A L ((zonelD = v.roomLocation) A (type = “office” V type = “coffee-room”))
AV (U ((type = “staff” Vv type = “student”)

A (roomLocation = v.roomLocation)) :

(veFOV))

then

Output O(t) C G(t)

Summary of Detected Situations

SituationID
(vs)

1.5 1.6 1.7 1.8 1.9
Simulation Timeline (Hours)

Figure B.9: Detected situational instances.
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Situation Instances: Location vs. Time
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Figure B.10: Location of detected situational instances.
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Figure B.11: Trace of spatio-temporal activity in zones contained by G29.
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B.2.3 Detected Situation: Visitor locked in office space

This example illustrates the situation that a visitor gets locked in the office space.
Although it is a short-lived example, it provides an interesting illustration of tracing
user activity using InSitu. Figure B.12 shows that the situation was detected in
room G29. Figure B.13 shows that the situation arose when the visitor entered
G29 while Occupant-G29-C was present, however Occupant-G29-C left the offices
almost immediately, his path can be traced along the corridor and to the lobby
where he exits the building. It can been seen that Occupant-G29-B is attending
a meeting and Occupant-G30-D is in the common room for the duration that the
situation occurred. The situation ends when Occupant-G29-A arrives back in the

offices, between 2.54 hour mark and 2.55 hour mark on the time-line.

Situation: Non-occupant locked inside an office-space.

if

(U (type = “visitor”) «— v )

A (L ((id = v.roomLocation) A (type = “office”)))

A B (U ((type = “staff” V type = “student”) A (roomLocation = v.roomLocation))
AY (E (type = “external-door”) :

(state = “locked”))

then

Output O(t) C G(t)
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Figure B.12: Location of detected instances.
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Figure B.13: Trace of spatio-temporal activity.
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Appendix C

User Trial Results

This appendix includes charted results for the user trial presented in Chapter 6.
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C.1 Participant Profiles
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(=

Responses: 1 = No Experience, 5 = A lot of Experience

Figure C.1: Summary chart of Team A’s prerequisite experience.
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Figure C.2: Summary chart of Team B’s prerequisite experience.
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Figure C.3: Summary chart of Team C’s prerequisite experience.
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Figure C.4: Summary chart of Team D’s prerequisite experience.
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Figure C.5: Summary chart of Team E’s prerequisite experience.
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C.2 Pre-Experiment Questionnaire
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Figure C.7: Charts of participants’ prior experience. Survey Question: Do you

have experience of the following aspects of Drools? (a) Left Hand Side rule encoding

(b) Domain Specific Facts.
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Figure C.8: Participants’ prior experience with Online Games. Survey Question:
Do you have experience of First Person Shooter games in any of the following roles?
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Figure C.9: Participants’ prior experience with Half-Life 2 and its SDK. Survey
Question: Do you have experience of Half-Life 2 or the Source game engine in any
of the following roles? (a) Gamer (b) Level Designer (c¢) Character Designer (d)
Mod Developer

274



C.3 Post-Configuration Questionnaire
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pseudocode to Drools (LHS)?.
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C.4 Post-Simulation Questionnaire

The first part of this section presents charted responses to the post-simulation

questionnaire collected during the user trial.

In the remainder of this section, three sets of comments from the post-simulation

questionnaire are presented, each set categorised as follows:

e Conclusive Positive Responses: Responses that conclusively indicated
that participants could correctly interpret the charted alert report.

e Inconclusive Responses.

e Conclusive Negative Responses: Responses that conclusively indicate that

participants were not able to correctly interpret the charted alert report.

C.4.1 Charted Questionnaire Responses
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Figure C.22: Response to: Do your  Figure C.23: Response to: Do you think
results indicate that problematic behaviour  that lighting system could be improved
exists in the prototype system? prior to deployment based on the results

from your simulation?
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C.4.2 Comments: Set 1

In response to: Do your results indicate that problematic behaviour exists in the

prototype system? Please specify the evidence from your simulation results to support

YOUT 0OPINLON.

Conclusive Positive Responses

“There were at least seven instances where the bot was in the darkness, there

were also several long periods where lights were left on unnecessarily.”

“Yes, the lights were on but there was nobody at home (in the corridors
and stairwells at least) so to speak. Our rules were used to log this sort
of behaviour. There are sections of the building that are empty but are

illuminated. This behaviour needs to be improved.”

“The bot was left in darkness in the 1st floor corridor on 7 occasions and lights

were left on for hours on end without a user being present.”
“There seems to be a lot of light on even though no bot is there”

“Lights are unnecessarily on in corridor and stairwell. User in dark in first

floor corridor.”

“Lights were on when user was not present and off when the user was around.”

Inconclusive responses:

1.

2.

3.

“the blue bars in the problematic behaviour indicate this”.
“Too many meetings and not enough work”

Blank response.
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Conclusive Negative Responses:

1. “Situations with unnecessary lights on were logged. But situations for
situations of user in dark is not logged. I am not sure if this situation never

happened during simulation or the was not working”.
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C.4.3 Comments: Set 2

Comments in response to: If your system detected the problem of users finding

themselves in the dark, how would you suggest that this the design of the lighting

system could be improved? [Your suggestions can involve changes to the hardware /

software, where hardware is the sensors and lights, software is the system logic]

Conclusive Positive Responses

1.

“To prevent the bot in the darkness scenario it could be possible to turn on
lights in corridors/stairwells when motion is detected in an adjacent room.
This would effectively eliminate the darkness problem. This functionality
would require the software to understand which rooms are adjacent to
each other and turn lights on accordingly. This however could cause more

unnecessary lighting.”
“Change location of motion sensor”

“There should be motion detectors at every door so that the lights get triggered
when there is movement. By only having a limited range of motion sensors

you run the risk of users being left in the dark.”

“Add sensors down the corridors to detect when people leave rooms then turn

the lights on”

Inconclusive Responses

“Better conflict management, may also be that hardware sensors can overide

software decisions.”

“That depends on what the problem is: (1) if user presence in that area was
not detected, sensors should be adjusted, (2) if presence is detected there might
be a problem with the lighting system logic.”

Blank response.
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4. Blank response.

Conclusive Negative Responses

1. “Don’t know.”

2. “If the system can detect the error, as well as logging the error, the system

can take corrective action. Turn on/off the lights in this case.”
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C.4.4 Comments: Set 3

Comments in response to: If your system detected the problem that lights are on

unnecessarily and waste energy, how would you suggest that the system could be

improved? [Your suggestions can involve changes to the hardware / software, where

hardware is the sensors and lights, software is the system logic/

Conclusive Positive Responses

1.

“To reduce unnecessary lighting the system could be redesigned to use different
software timers depending on how long the user is present in an area, i.e. short
timers could be used when a user is just passing through as is the case with the
corridors and stairwells. The longer the user is present in an area the longer
the timer should be until the lights are turned off. This approach would reduce
unnecessary lighting particularly in the corridors and stairwells which from the

graphs seem to be the most problematic areas.”

“The lighting system should be closely linked to the motion detectors so that
if no motion is detected within their zone for more than 60 seconds then they

switch off the lights.”

“The lighting system might need to be timed out such that if there was no

user in the past X minutes it should switch off.”

“Add sensors down the corridors to detect when people are not there and turn

the lights off.”

Inconclusive Responses

“Change location of motion sensor”

“Better conflict management, may also be that hardware sensors can overide

[sic] software decisions.”

Blank response.
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4. Blank response.

Conclusive Negative Responses

1. “Look back at the rules for lights to make sure they are correct.”

2. “Fire a simple rule that turns off the lights. This would be the easiest approach

I’d imagine but I am unfamiliar with the hardware and networking of the

system.”
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Appendix D

User Trial Instructions

Note: The lighting system presented here is a case study of a real world
context-driven system. If you are familiar with the problematic behaviour exhibited

by this system please inform the experiment observer.

D.1 System Description

The prototype system assessed during this experiment is an automatic lighting
system. The system receives context updates from motion sensors embedded in the
environment. Based on the motion sensors detecting presence in the environment,
the system chooses lights to switch on. A (software) timer expires to indicate when

these lights should be switched off.

The requirements which the system must satisfy for effective operation are:

1. Lights should automatically switch on for users according to the user’s location.

2. The lighting system should be energy efficient and as such it should switch

lights off when no users are present.

Follow the steps in Section D.3 to complete this task.
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D.2 Deployment Environment

The deployment environment is outlined in Figures D.1 and D.2. The relationships

between motion sensors and the lights that they affect are listed in Table D.1.
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Areas controlled by the automatic lighting system

Figure D.1: Ground Floor diagram of the location of motion sensors and the areas

where lighting is controlled by the automatic lighting system.
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Figure D.2: First Floor diagram of the location of motion sensors and the areas

where lighting is controlled by the automatic lighting system.
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Motion Sensor Light Activated

Ground Floor

South Stairwell South Stairwell, South Ground Floor
Corridor

South Lift Lobby South Ground Floor Lobby, South Ground
Floor Corridor

North Lift Lobby North Ground Floor Lobby, North Ground
Floor Corridor

North Stairwell North Stairwell, North Ground Floor
Corridor

First Floor

South Stairwell South Stairwell, First Floor Corridor

South Lift Lobby South First Floor Lobby, First Floor
Corridor

North Lift Lobby North First Floor Lobby, First Floor
Corridor

North Stairwell North Stairwell, First Floor Corridor

Table D.1: Relationships between motion sensors and the lights they switch on.
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D.3 Experiment Process

D.3.1 Part 1: Write Pseudocode

[InSitu Test Process: ITP1!]

e Write high level pseudocode to test for problematic behaviour the lighting

system described in Section D.1.

e Problematic behaviour occurs any time the system does not satisfy the

requirements, listed on page 285.

e Tests examine the state of the environment as perceived by an end-user. Do

not try to examine how or what the system is doing.

Example Situation: When a door fails to open, an end-user does not perceive the

cause of the failure. The end-user perceives their environment and the problem they
are faced with i.e. they cannot enter the room. The end-user does not perceive any

of the following:

e A motion sensor failing to detect their presence
e Software failing to instruct the door to open

e The mechanical arm on the door failing to complete an actuation instruction

from the intelligent control software.

Example Pseudocode: This example provides a demonstration of how exhibited

behaviour is tested for an access control system.

When
user location equals door location
And user access permissions s equal to or greater than door access permissions

And door state not equal open

I'Codes indicate relationship of each step in this set of user instructions to the InSitu Test
Process defined in Chapter 4, Figure 4.6.
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Then
Log this problematic behaviour.

End

D.3.2 Part 2: Convert Pseudocode to Drools LHS

[InSitu Test Process: ITP1]

System Behaviour Model tests are written using the Left-Hand-Side (LHS) of Drools.
These Drools rules are tests which define unwanted behaviour for the context aware

system.

These rules test context information which is modelled using the Context Fact

Vocabulary.

When a test evaluates to true, i.e. unwanted behaviour has been detected, the

Right-Hand-Side (RHS) outputs a record of the incident to an XML file.

Encode the pseudocode from Section D.3.1 as Drools rules.

e Guide to LHS is provided on page 290
e Guide to RHS is provided on page 292

e Domain specific fact vocabulary is specified on page 294.

Drools LHS:

Using the Context Fact vocabulary, page 294, write the set of LHS rules to check

for unwanted behaviour exhibited in the environment.

Example Rule: LHS

In the example below the designer uses the value “visitor” to test the userType for

an individual user. The only constraint on literals used in the rule engine is that
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they must be consistent with the terms used in the VR engine. For example, a user
called Alice in the VR engine, should be tested by userID == “Alice” in the rule
engine. These literals are defined as values of the property sets in the map using the
Hammer Map Editor. Tables D.2, D.3 and D.4 denote existing literal values inside
curly brackets { }.

Listing D.1: Example Code

rule '"ID.3: Access Control''

when
$user: UserStateFact (userType==‘visitor'', $userlLocation: userLocation)
$location: LocationStateFact (location = $userLocation,
access — ' ‘staff—only'")
then

// A visitor has accessed a privileged area, the access control system
// may have failed. Output something to the Alert Report.

end
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D.3.3 Part 3 : Write Drools RHS

[InSitu Test Process: ITP1]

The RHS of each Drools rule is used to output an XML log entry about the
problematic behaviour detected by the rule. Three functions are used to manipulate
the XML, listed below: addNode, addAttribute and navigateModel. Use the example
on page 293 as a guide.

XML Navigation and Manipulation Functions

addNode (String modelname, String node)
Adds a new node to the Alert report.
Attributes:
modelname [String] Refers to the Alert report model. Always use sar-model
for this

node [String] Value of the tag name to use.

addAttribute (String modelName, String attribute, String attribute_value)
Adds a new attribute to the current node.
Attributes:
modelname [String] Refers to the Alert report model. Always use sar_model
for this
attribute [String] Attribute name to use.

attribute_value [String] Value for the attribute.

navigateModel (String modelName, String location)
Change the current location within the model.
Attributes:
modelname [String] Refers to the Alert report model. Always use sar_model
for this

location [String| Refers to the path to take to the new location e.g. “..” OR

((/77
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Example RHS Code

Note that only the code in italics needs to be changed for new rules. Keep the rest
of the code the same to remain compliant with the XML schema for this file. The
example at the end of this page shows the XML output by the RHS code. The XML

lines in italics correspond to the italicised lines in the code.

rule “ID.3: Access Control”

when

$user: UserStateFact (userType=‘“visitor”, $userLocation: userLocation)
$location: LocationStateFact (location == S$userLocation, access ==
“staff-only” )

then

nav.addNode(sar_Model, “alert”)

nav.addAttribute(sar_Model, “id”, gen.getNextAlertID());
nav.addNode(sar_Model, “rule”);

nav.addAttribute(sar_Model, “id”, “ID.3");

nav.navigateModel(sar_Model, ”..”);

nav.addNode(sar_Model, “location”, $userLocation);
nav.addNode(sar_Model, “user”, $user.getUserID());
nav.addNode(sar_Model, “time-detected”, $user.get Timestamp());
nav.navigateModel(sar_Model, “/”); control.storeModel( “data”, sar_Model,
“SAR_model.xml”);

end

RHS Code XML Output

<alert id="1">
<rule id=“ID.1” />
<location>south_statrwell< /location>
<user>test_user< /user>
<time-detected>518953635< /time-detected >

< Jalert>
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Context Fact Vocabulary

Context is modelled using JBoss Facts. Facts are continually updated at run-time
with all state information about the environment. A vocabulary of three fact types

has been defined to include entities, users and locations.
EntityStateFact types are populated with information about devices in the
environment. Table D.2 defines the attributes for entities.

UserStateFact types are populated with information about users in the

environment. Table D.3 defines the attributes for entities.

LocationStateFact types are populated with information about the structure and

physical configuration of the environment. Table D.4 defines the attributes for

entities.

Attribute Type Description

Name

entityName String Unique identifier e.g. light-lift-lobby-south-0. Values
correspond to the Target name of entities in the
properties dialog box of Hammer.

entity Type String {light, kproxy_motion_sensor}. Values correspond to
the classname of entities in the properties dialog box
so this list is extensible.

entityState String {on, off, open, closed, locked} State of a
fixed /embedded /mobile device. For example a light
is ’on’ or "off’.

entityLocation| String Location identifier. Corresponds to locationlD
attribute of the Location Fact type.

Table D.2: EntityStateFact Attributes with Getter/Setter Functions
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Attribute Type Description

Name

userlD String Unique identifier. Values correspond to the Target
name of npc_citizen bots in the properties dialog box
of Hammer.

userLocation | String Location identifier. Corresponds to locationID

attribute of the Location Fact type.

Table D.3: UserStateFact Attributes with Getter/Setter Functions

Attribute Type Description

Name

locationID String Unique identifier for a location.

locationType | String {stairwell, corridor, room, area, floor, building}

Table D.4: LocationStateFact Attributes with Getter/Setter Functions
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D.3.4 Step 4: Defining User Activities: Excel Spreadsheet

[InSitu Test Process: ITP1]

Use the Activities Excel spreadsheet, illustrated in Figure D.3 to define the activities

which might take part in this office building. Activities should reflect realistic daily

behaviour of users of the building. Figure D.4 contains a set of activities which

can be used in this experiment. Table D.5 provides further information about the

purpose of each column in the spreadsheet.

Minimum | Maximum Notes, Description and Other
ActivityID Location Duration | Duration Next Sequential Activity ! P
Relevant Parameters
(secs) (secs)
Example
Coffee-Break Kitchen 180 900|Work-In-Office, Meeting

Figure D.3: The Activity Spreadsheet for Activity Modelling. The

illustrates an example activity.

first line

Activity ID

Location

Min Duration

Max Duration

Next Activity

Working-In-Office

All Desks Areas

1 minute

4 hours

Lunch-Break,
Coffee-Break,
Collect-Printouts,
Attend-Meeting

Lunc

h-Break

Common Room

5 minutes

2 hours

Working-In-Office,
Collect-Printouts,
Attend-Meeting

Coffee-Break

Kitchen

2 minutes

15 minutes

Working-In-Office,
Collect-Printouts,
Attend-Meeting

Attend-Meeting

Meeting Room

15 minutes

3 hours

Working-In-Office,
Collect-Printouts,
Lunch-Break,
Coffee-Break

Collect-Printouts

Print Room

5 seconds

5 minutes

Working-In-Office,
Lunch-Break,
Coffee-Break,
Attend-Meeting

Figure D.4: List of Activities
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Column Name

Description

ActivitylD

Location

Minimum Duration

(secs)

Maximum
Duration (secs)
Next Sequential

Activity

Notes, Description
and Other Relevant

Parameters

A unique identifier for the activity. Must be unique and

only contain hyphens i.e. no symbols and no spaces.

The name of the room/area in which this activity will be
located. Only one location per cell; for an activity
that happens in more than one location, use one

line per location.

The minimum amount of time (in seconds) which an
activity should last for under normal conditions i.e. not
including emergency situations, but instead focusing on

reasonable everyday human behaviour.

The maximum amount of time (in seconds) to correspond

with the previous field.

A list of the set of possible activities which might be
performed by a bot. The game engine randomly selects
one of these. Must correspond to values in the

ActivitylD column.

A space for the test designers to add notes about an
activity. This text box is not directly related to the

Activity Models in Hammer.

Table D.5: Column Definitions for Activity Excel Spreadsheet
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D.3.5 Step 5: Setting up User Activities in the Hammer
Map Editor.

[InSitu Test Process: ITP1]
e Open the map in Hammer. Values from each of the columns of the spreadsheet
will be used here to set up the properties for the activities.

e For gamers, check that the mouse inversion is set to your preference in the 3D

view.

e Throughout this section, where the column name from the Excel spreadsheet
appears in italics, it is representing the current value from that column. For

example in line 7 of Figure D.3 ActivitylD refers to the value CoffeeBreak.

e During step D.3.5, it may be easiest if one team member reads the instruction

sheet while the other team member works with Hammer.

Create New Activity

1. Copy the example Activity group of entities.
2. Move to the location of the new Activity.

3. Point with the mouse crosshair in the 3D view and paste the new Activity in

the appropriate location.

4. If entities are hidden be careful not to place an activity in or on furniture.

Scripted Sequence Settings:

5. Select the scripted_sequence entity.
6. Open the properties dialog. Alt 4+ Enter

7. Enter the value from the ActivityID column as the Name.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

. Check that Target NPC contains test_user.

Click Apply

Start Timer Settings:

Select the start timer.
Open the properties dialog box, if not already open. Alt + Enter

Enter “start-”+ActivityID as the Name e.g. for an activity called lunch,

enter start-lunch.

Check that Start Disabled is set to Yes
Check that Use Random Time is set to No
Set Refire Interval to 5

Click Apply

End Timer Settings:

Select the end timer.
Open the properties dialog box, if not already open. Alt + Enter

Enter “end-"+4ActivityID as the Name e.g. for an activity called lunch,

enter end-lunch.
Check that Start Disabled is set to Yes
Check that Use Random Time is set to Yes

Set Minimum Random Interval to Minimum Duration from the Excel

Spreadsheet.

Set Maximum Random Interval to Maximum Duration from the Excel

Spreadsheet.
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24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

Click Apply

Logic Case
Select the logic_case.
Open the properties dialog box, if not already open. Alt + Enter

Enter ”case-” +ActivitylD as the Name e.g. for an activity called lunch, enter

case-lunch.

Click Apply

Activity I/0

Start Timer

Select the start timer and open the properties dialog box.
Select the Outputs tab.

Select the BeginSequence line.

Select the eye-dropper tool. (On the right of the Target Entities named
box).

Click on the scripted_sequence in the 3D view using the eye-dropper tool.

(Move the properties dialog box if necessary).

Click the Apply button.

Scripted Sequence

Select the scripted_sequence entity and open the properties dialog box.
Select the Outputs tab.

Select the OnBeginSequence line.
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38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

0.

ol.

02.

53.

Select the eye-dropper tool beside the Target Entities Named box.

Click on the start timer entity in the 3D view using the eye-dropper tool.

(Move the properties dialog box if necessary).
Select the OnEndSequence line.
Select the eye-dropper tool beside the Target Entities Named box.

Click on the end timer entity in the 3D view using the eye-dropper tool.

(Move the properties dialog box if necessary).

Click the Apply button.

End Timer

Select the end timer and open the properties dialog box.

Select the Outputs tab.

Select the Disable line.

Select the eye-dropper tool beside the Target Entities named box.

Click on the end timer in the 3D view using the eye-dropper tool. (Move the

properties dialog box if necessary).
Select the PickRandomShuffle line.
Select the eye-dropper tool beside the Target Entities named box.

Click on the logic_case entity (the last of the four activity entities) in the 3D

view using the eye-dropper tool. (Move the properties dialog box if necessary).
Click the Apply button.

Repeat steps 1 to 52 for each activity listed in the Excel Spreadsheet.
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Activity Logic

e Revisit the Excel Spreadsheet.

e Use the first activity in the excel spreadsheet.

10.

In Hammer, under the Edit menu choose Find entities .... and enter the

ActivityID into the dialog box that appears. Click OK.

Select the logic_case entity and open the properties dialog box.
Open the Outputs tab.

Click the Add... button.

In the My output named: droplist choose OnCase01. (If the activity has
more than one possible next step, use a different case here for each possible

next step).

In Target entities named: type “start-” ActivityID i.e. the name of the
start time associated with the next step activity. (Auto-complete will assist

here).
In Via this input type Enable.

Click the Apply... button.

. Repeat steps 4-8 until all next steps have been added to the

logic_case.

Move to the next Activity on the Excel spreadsheet and return to step 1.

Set the start trigger for the test:

1.

In the Edit menu choose Find entities.... and enter start_experiment into the

dialog box that appears.
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2. Open the properties dialog box and open the outputs tab.
3. Choose the Enable line.

4. In Target Entities named box type “start-”+ActivityID for the first activity
that should be performed to begin the experiment.

5. Click the Apply button.

Compile the Map:

e Save the map as teamlID _lloydmap e.g. team1_lloydmap.

e Press F9 and make sure the first four check boxes are ticked. Press the 'Go’

button.

D.3.6 Run Test/Simulation Configuration and InSitu

Monitoring Engine

[InSitu Test Process: ITP2]

D.3.7 Review charted alert report to analyse system

behaviour.

[InSitu Test Process: ITP3]

D.4 Questionnaire

Please ask the experiment observer for your next questionnaire.

D.5 Experiment Finished

Thank you.
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D.6 Pre-Experiment Hammer Tutorial

D.6.1 Hammer Map Editor

D.6.2 1. Opening a Map in Hammer

1. Open Steam.

2. Open the Tools tab
3. Open Source SDK
4. Open Hammer

5. In Hammer, open the file Lloyd_UserTrial.vmf.

2. Navigation in Hammer

2D view:

e Zoom: Hold the mouse pointer over a 2D view. Use the mouse scroll button

to zoom in and out.

e Pan: Use scroll bars to pan across the 2D view.

3D view:

Hold the mouse pointer over the 3D view.

Press 'z’ to toggle mouse control to the 3D view.
e Press 'w’ to move forward.

e Press ’s’ to move backwards.

e Press ’a’ to move sideways to left.

e Press ’d’ to move sideways to right.
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. Editing a Map with Hammer

e Select: Use the mouse in the 3D view to select an entity. Hold the CTRL
key to select more than one entity. Tip: When an entity is selected, its name
is visible at the bottom of the Hammer window; this is a useful aid to help

determine that you have selected the correct entity.
e Move: Use drag and drop to move entities/objects in the environment.

e Copy: Standard copy and paste will duplicate entities. Use the mouse
crosshair, in the 3D view, to point to the location where the Activity should

be pasted.

e Properties Dialog Box: Use a dialog box for selection entities to edit their

properties (Alt + Enter).

e Tip Hide Entities: To clear the map and make it easier to work with the 2D

views uncheck the Entities box in the VisGroup list (bottom right corner).
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Appendix E

Situation Visualisation

The realism of the virtual environment provides testers and designers with a useful
tool for intuitive views of detected situations. This also provides an opportunity
to demonstrate system conflicts to end-users where the solution to problematic or
inappropriate behaviour is not a straight-forward decision. In these cases, designers
can play back problematic situations to end-users of the system to collect their
opinion about how the system should operate. This example is taken from the

lighting case study, which is presented in full in Chapter 6.
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Figure E.1: 1) An occupant finishes work and leaves the office. 2) The occupant
enters corridor to move to another location. 3) The lights have been switched off
and the corridor is in darkness. 4) The occupant activates the motion sensor in the

stairwell and the lights switch on but the occupant is not longer present.
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Figure E.1!' provides an example of a simulated user encountering an inappropriate
situation in the deployment environment. Figure E.1 (top) begins by showing a
female worker leaving her office. The corridor next to her office is in darkness when
she leaves. There is no motion sensor installed outside her office, only the ambient
lighting from neighbouring offices illuminates the corridor, as seen in Figure E.1
(second from top). When she reaches a section of the corridor without ambient
lighting she is very much in the dark. Looking at Figure E.1 (third from top), it
is just about possible to see the outline of her head and shoulders. In this image
there is a stairwell exit point immediately to her right, however in the darkness it
is almost impossible to see this. She exits through this door and as she steps into
the stairwell she activates the motion sensor installed in the stairwell and the lights

turn on in both the corridor and stairwell, see Figure E.1 (bottom).

!Demo video available through Appendix K or at http://www.youtube.com /watch?v=imvkKnhNdVM.
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Appendix F

CD Table of Contents

The back cover of this thesis includes a CD containing supplemental appendices
for this thesis. The following details the table of contents for the supplemental
appendices included on the CD.
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