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Summary.

The amourt of detailed personal information keing recorded eledronicdly abou individualsis
growing rapidly. Theincreasing commercial pervasivenessof the Internet isamajor fador in
this growth. Thisinformation has asignificant econamic value yet it is only relatively recently
that data subjeds have begunto exped and recave some reward for the surrender and/or use of
their information. It is considered likely that this trend will continue, producing a growing
uneasinessover the gosion d personal privagy. Intime, legislation a acceptable pradice may
obli ge data users who wish to gather consumer information, to pay data subjedsto provide that

information.

The mechanics and logistics of datasubjeds updying their own informationto data users
necesstates an automated system to carry out the transadions. Any such system hasto be &le
to cope with the widest variety posdble of data formats and guantities. It shoud allow the data
sellersto spedfy at avery fine-grained level which information shoud be sold aswhat price. It
shoud allow data users to stipulate what type of ‘souls' they are seeking, how many and hawv
much they want to spend.

This disertation describes a system cdl ed the Soul Seller System that attemptsto provide such
fadliti es. The systemisbased onmohile agent techndogy cdled Aglets. Data subjeds provide
information abou themselves via aweb page. Thisdatais passed to aselling Aglet (a‘soul
seller’) that then represents the data subject in transadions with the ‘ soul buyers’, other Aglets
who ead represent a data user seeking information. When initially creaed, bah types of Aglets
dispatch themselvesto a cantral Aglet server, the ‘marketplaceé where soul buyers and sell ers
can med ead aher. A conversationisinitiated where soul buyerstell soul sell ers what
information they are seeking. The soul sell ers respondwith the pricethis information would
cost. If the priceis considered suitable, money and information are exchanged. Both data

subjeds and data users can tradk what transadions have been carried ou in their name via aweb

page.

Whil e the Soul Seller System works well onasmall scde, problems are experienced when
attempts are made to scde it up. Thisisdue to the limit onthe number of Agletsthat can be run
onjust one Aglet server. Two passble solutions include using a database to represent the soul
sellersor to permit multi ple marketplaces thereby enlarging the cgadty of the system. It is
concluded that basing the transadions exclusively on Agletsis useful when developing a
prototype but would na be gpropriate for the full applicaionversion.
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1 Introduction.

“You cannd think abou thinking, without thinking abou thinking abou something”
Seymour A. Papert, MIT Media Lab

1.1 Introduction to the Problem Domain.
The general problem domain being addressed is the aeaof consumer profiling. Competitionis

forcing businesses to devel op relationships with individual consumers. Where once marketing
and product off erings were made to large groups of consumers, now the trendis increasingly to
tail or both marketing and roducts to individuals. Some Internet based firms such as
Amazon.com can dff er customised recmmmendationsto individual customers based onwhat they
have bought before. It is known as masscustomisation. In order to develop this sort of
relationship with a cnsumer, some information must be known abou them in advance.
Traditionally, acquiring individual consumer information was often nomore sophisticated than
purchasing a maili ng li st from a database-marketing firm. This stuation hes been transformed
by two devel opments:
1) Thereisarequirement for amuch greder level of detail ed knowledge ebou consumers
to dobusinesson a masscustomised basis.
2) Theincreased conredivity of consumers all ows new methods of obtaining information
abou and from consumers.

It isthe contention o this dissertation that consumers will nat only be increasingly incentivised
to provide information abou themselves but that they will come to exped and demand
recompense for doing so. If thisistrue then some mechanism will be required to get data from
consumers to businesses and to get the cmmpensation a reward from the businesses to the
consumer. Schemes auch as supermarket loyalty paints, with their associated discourt or cash
badk benefits, are only suitable for tradking certain types of information andin certain situations.
Similarly, online consumer profili ng such as Amazon's only cagptures a small subset of possble
useful information. Theided solutionisto have dl i nfformation abou a person avail able, but
available & apaossbly high price. The origin and control over usage of that information must
reside with the consumer himself. Thiswork isintended to addressthe logistica problems
inherent in such a system. It does this by providing an appli cation that fadlit ates data subjeds
(consumers) in selli ng their information to data users (commercial organisations).



1.2 Aims and Objectives of the Project.

There aefour objedivesfor the overal work:

1) To establish that thereisarequirement for an application that will allow ordinary consumers
to sell i nformation abou themselves, such as transadion data, to commercial (or otherwise)
data users.

2) Tocrede an applicaionthat fulfil s the requirements described. The gopli cation must
provide data subjeds with an easy to use, flexible method d providing the information abou
themselves, which they are willi ng to sell. Conversely the gplicaion must also all ow data
usersthe ability to search for their target type of data subjea and puchase spedfic
information from them. This must be dore withou compromising the private nature of the
data subjed’sinformation.

3) To crede asuitable information representation structure that can ded with dff erent data
formats, datatypes and volumes.

4) Totest the suitability of agent techndogy for this applicaion.

1.3 Structure of the Report.

Chapter 1 gives abrief introduction to the problem areabeing addressed, leading onto the dms
and oljedives of the projed.

Chapter 2 dscusss the problem areain more detail, bulding up the evidencefor the asertion
that the Soul Seller applicationis alrealy or soonwill berequired. Some airrent methods of
data wlledionandtherisein datamining are examined. An argument is made that personal
information has a significant econamic value and evidenceis used to suppat thisclaim. Itis
then pasited that data subjeds will i ncreasingly seek incentives to surrender or permit use of
their personal information. A number of arguments are advanced in suppat of this. The
logisticd problemsinvolved in bringing data subjeds and wsersinto contad in order to carry out
exchanges areidentified. Finally, the likely charaderistics of a solution to these logistica
problems are considered.

Chapter 3 reviews agent and related techndogies. The mntentious issue of exadly defining just
what are ayents, is discussed andlargely dismissed as being unrecessary. Theisalesthat affed
all types of agents are then examined. The subset of agent research known as mobile agentsis
then addressed. Rothermel’s taxonamy of agent mohility is used to dstinguish between the
varying kinds of mohile agent. The advantages and dsadvantages of agent mobhility are
identified along with the reasons for the seledion d Java a the most common devel opment
language for mohile agents. Diff erent agent devel opment environments are briefly examined.

IBM’s Aglet API isreviewed more thoroughly with emphasis on the seaurity model and design



patterns. XML isthen briefly discussed as apossble enabler of greder information
interoperability.

Chapter 4 dedswith the design phese of the projed. The problem domain is reviewed from the
point of view of identifying user requirements. Alternative options to using agents as the basis
for development are examined. The unusual charaderistics of the problem domain are discussed
in the mntext of their influence over the design process The design outline is then given,

highli ghting the diff erent comporents of the system. Lastly, individual design dedsions and
isales are discus=d.

Chapter 5 provides the particulars of the implementation o the system, broken davn into the
threemajor sedions - Seller, Buyer and Marketplace Spedfic detail s discussed include the
structure of the buyer-sell er conversation, the use of the escrow agent, the cdculation d the
matching statistic and haw the seledion d sellersto buy from is made.

Chapter 6 evaluates the work and how succes<ul it isin meding the projed objedives. The

applicaionis asessed and future work isidentified.



2 Review of the Problem Domain.

“ Civili zationis the progresstoward asociety of privacy.”
Ayn Rand, ‘ The Fountainhead’

The feaures and isaues of the problem domain are discussed in this chapter. Assertions are
made &s to the likely developmentsin the domain and these ae suppated by a number of
arguments. The motivation for the goplicaion developed isthus sown.

2.1 Not Quite Big Brother.

The nation that information abou pradicdly every move and transadionwe makeis gored in
some perfedly crossreferenced and easily accessble, omnipotent computer, is one of
Hollywood s favourite concets. Thisisevident from films such as‘The Net’, ‘Hadkers' and
‘Sneekers’. Apart from being auseful, if somewhat lazy, plot device, it preys nicdy onthe
paranoia of those not au fait with the power of information tedindogy and onthe interest of
thosewhoare. Typicdly in such films, the identity, financial, medicd or other records of the
hero or heroine can be eaily erased or edited with afew keystrokes by the bad guys, for their
presumably evil purposes. Anyone who hes ever changed addressand tried to inform the
various relevant utiliti es, financial and retail companies of the fad, soonexperiences the rather

more mundane, frustrating redity of instant information updtes.

The Hollywoodall knowing computer fallacy, however, isonly partly untrue. A vast amourt of
information abou ordinary peopleis held by all sorts of organisations. Every time a cedit card
is used, a bank transadion made, aloyalty bonus point earned or aweb site visited, data accues
onsome wmputer. Unlike the Hollywoodfantasy, thisinformationis certainly nat centrally
maintained, crossreferenced and accesgble by some shadowy ‘Big Brother’ like organisation
controlling the masses. It isheld in quteisolated data pockets by companiesthat merely wish to
sell more goods and services. By engaging in a pradice known as data mining, where patterns
in stored transadion data ae identified and then exploited, companies can raise sales, cut
inventories, reduce ®sts and identify new products and markets. The oft-quaed example given
isthat of grocery chain store that noticed a pattern occurring on Friday evenings, when there
were high sales of bath baby nappies and six pads of bea to young males. By moving the
nappies and bee closer to eat ather in the asle, sales of both were increased.



Datamining isnat of course possble withou the raw transadion cata. Shopsinitially gathered
this through Point of Sale (POS) systems that stored information about ead product purchase
made. POS systems did na however al ow multi ple purchases over time to be tracked. Shops
had noway of knowing if the buyer of one basket of goods one week was the same buyer of
another the next. The solutionwas to introduceloyalty card schemes. Shoppers registered with
the scheme, were issued with a numbered eledronic swipe cad and could then acaue valuable
loyalty points for every purchase made, aslong as it was registered against their scheme number.
Ostensibly, this wasto gain competitive alvantage by rewarding customer loyalty, but the red
benefit was in the anount of customer information it generated. Such schemes are not cheag to
set up a run. Substantial initial investment isrequired as well asthe ongoing costs of redeaming
the loyalty points eaned, which can be between 1% and 26 of turnover. Nevertheless
supermarkets, airlines, bodkshops and web sites happily bea the cost, because the return ontheir
investment is high. The personal informationthey gain for the aost of some money off vouchers,
freeflights or percentage discourtsis averitable goldmine. Not only can businesses improve
their own operational efficiency, they can understand their customers better, med their needs
better and buld ared sustainable competitive advantage [D'Arcy, 1999

2.2 Personal Information Has an Economic Value.

Before justifying this gatement, it isworth considering just what is personal information. For
the purpases of thiswork, personal informationis any sort of information about a person that is
spedfic and unqueto hmor her. A person’s name, address phore number, likes and dslikes,
sports team preferences, shoppng habits, job description and credit history can be dassed as
personal information. Ryanair's simmer timetable; Manchester United’ s Premiership statistics,
the number of mobile phoresin Ireland are evidently examples of non-personal information.
Not all of aperson' s personal informationis of interest or value to any one person a entity but
all of it isof patential interest to someone or entity. The fad that a person daes nat list
‘gardening’ in their leisure pursuitsis useful to a gardening centre becaise knowing this can

save the mmpany the st of sending that person an urwanted garden caal ogue.

Isit justified to claim that personal information has an intrinsic e@namic value? It isthe
contention d thisdissertationthat it is. It costs money to gather and maintain. It provides

benefitsto itsholder. It istreaed as an asst by regularity authorities. For example:

* Companies gpend money onloyalty schemes, customer surveys and guestionreires to gather
personal information ontheir customers. They would na dothisif they did na get
something of value to them.



* TheU.S. Seaurities and Exchange Commisson ruled [Lumeria, 200Q that companies that
gave avay ‘fr e€ sharesto people whoregistered with their web sites, requiring disclosure of
name and contad information were adually selli ng shares. Something of value (the
information) was being exchanged for the shares.

»  Companies ometimes buy other companies for their personal information databases. In
1999 ot ne advertising delivery company DouldeClick bought the off line database dired
marketer Abaaus Dired for $1 killi on. Thiswas primarily for their 2 billi on record Abaaus
Alli ance Database of consumer caal ogue transadions. DoulleClick intended to match up
their online mnsumer data with the aguired company’s ‘red world’ consumer databases,
until controversy over privacy concerns made them curtail the plan.

* Itisentirely common pradicefor many Internet companiesto provide free accesto services
in return for consumers surrendering a catain amourt of information abou themselves.
There ae numerous examples of such companies including Hotmail .com, Email .com,
guru.com and Red TimeQuotes.com.

* Thesoleraison détre of some mmpaniesis to fadlit ate the exchange of personal
information. Maili ng li st brokers purchase lledions of personal information, slice and
dicethem into appropriate formats and sell them on to companies looking for new potential
customers. Typicd sources of the maili ng li sts are magazine subscription li sts, conference
attendance i sts and the austomer lists of other companies. According to Dired Line
Marketing, an Irish dred marketing company, maili ng lists are sold at an average st of
£150 per thousand rames and addresses for asingle use. So at a bare minimum a name and

addressisworth 15 pence eab timeit is used.

Therefore, it would sean areasonable assertionthat persona information has an econamic
value. Userswill determinewhat isandis not useful information, whil e the market will set the
pricepaid. Data subjeds may set whatever pricethey like for the information bu it isupto data

usersto chocse whether to pay that amourt.

2.3 Data Subjects Will Increasingly Demand Recompense.

Two reasonable as<ertions have been made with regard to personal information:
1) Commercial organisations are gathering an ever-increasing range and volume of data
abou individual consumers.
2) Thispersond information hes an inherent econamic value to a variety of entities.
A third, much lesseasily justified asrtionis required to fully explain the motivation for this
work. It isthat at least apropation d the value generated by a person’s personal information



will or shoud acaueto that person. There ae anumber of arguments of varying strength that
can be made in suppat of this:

2.3.1 Personal Intellectual Property.

The agument hereisaquasi moral / legal one. It is based onthe asumption that because the
information abou a person aiginates from that person, they own, in some legal or moral sense,
the rights to that information. The information shoud be given the same legal copyright
protedion as, say, asong or anovel. Thisargument may be viewed as osmewhat week. After
all, information abou someoneis nat creaed in the same way as an artistic work. The copyright
protedion aff orded to a song is partly to encourage aedive works and partly to proted their
credgor’slivelihoods. The sort of personal information at issue hereisjust aside dfed of
normal transadions. Indedl, in the cae of a cnsumer’s grocery shoppng patterns, the adual
consumer could probably not describe those patternsin auseful way. It isonly by the use of a
supermarket’ s POS system can that information be catured. The privacy argument puts
forward a much stronger case for the protedion d personal information. However, the acual
rights and wrongs of the situation may not be the isaue, the perceved rights and wrongs and
pubic opinion may be thered driver of this argument.

2.3.2 Economic and Market Theory.

David McCourt of the McKinsey consulting group devised atheory of market surplus to identify
which of the participant sedors (producers, retail ers or consumers) in a market has the greaest
degreeof power. Esentialy in any market, there isafinite anourt of profit or surplus over
costs, which is competed for by eat sedor of the market. The theory does naot relate to the
competiti on within the same sedor of the market, for example between dff erent producers, bu
to competition ketween sedors. Each sedor triesto maximise the value added inits part of the

market process

Better accessto better information is one means by which ore market sedor can gain advantage
over others. The Stock Exchangeis e as an equitable and fair market where neither buyers
nor sellers have an inherent advantage. Equality is maintained between bah groups by forcing
them to operate using the same pubicly avail able information. Any party privy to additional
non-pubdic informationis gedficdly disallowed from operating in the market asthis ‘inside
information’ confers an urfair advantage. However, in the insurance market for instance, there
might be alarge information imbal ance between the insurance @mpanies and the mnsumers.
The insurance mmpanies could know alot more éou the cnsumers, for example the nature



and size of their risks, than the amnsumers know abou the insurance mmpanies, for example the
spedd of their claims handling. Customers are thus nat equipped to make the best choice of
padlicy for them, bu insurance mmpanies can pricethe pdliciesin away advantageous to them.
The market surplus would then be primarily with the companies.

Most markets for normal goods and services operate in this way, with built i n information
imbalances. It isgenerally true that producer companies are large antiti es with greaer resources
avail able to them than the individual customers they serve. These resources allow them to bah
gather information abou their customers and to dispense ‘f avourable’ information abou
themselves via alvertising. Producers can carry out extensive market research to find ou
information abou the consumers and their preferences. Advertising onthe other hand pushes
nonobjedive information to the buyers influencing them to be more sympathetic towards the
advertiser. An informationimbalancethus results, giving the producer side of the market an

advantage over the consumer part of the market.

The agument in favour of data subjeds being paid afeefor the use of information abou them
thus gates that because this information gives additi onal advantage to the data user (the producer
or retail segment), the consumer or data subjed shoud be compensated.

2.3.3 Privacy, Law and Acceptable Practice.

The esnceof thisargument isthat the right to privagy aff ords people the right to choase fredy
under what circumstances and to what extent they will expase themselves, their attitudes and
their behaviour to athers [Westin, 1967. So the fad a person subscribesto a cetain magazine
shoud na be reveded to athers unlessthe subscriber has given permisson for thisinformation
to be shared. Permissonto share or useisakey concept in thisarea

Thelegal right to privacy isby nomeans auniversally accepted o defined right. Some
jurisdictions do nd even explicitly mentionit in their constitutions or laws. However, the
national courtsin most of those murtries have foundthe right in ather provisions [Privacy-
International, 1999. There ae dso International Agreements on Human Rights such as Article
12 o the 1948Universal Dedaration d Human Rights, which dedared, “No ore shoud be
subjed to arbitrary interferencewith his privacy, family, hame or corresponcence” It was only
in the 1960s and 1970sthat the nation o the right to privacy was linked to the computer
domain. The growing avail ability of sophisticated and paverful information techndogy led to
concerns abou its arveill ancepotential. The aility of computer systemsto search and cross

referenceinformation from multi ple sources made the monitoring of peopl€’ s lives much easier



and immediate than ever was passble with puely paper-based systems. In 1970,the Land o
Hess in Germany was the first to introduce Data Protedion legislation. Sincethen similar
legislation has been introduced and hermonised aaossEurope with the introduction d the 1995
Diredive on Data Protedion [European-Parliament, 1995.

This diredive defines the duty of care organisations (whether governments, companies or
whatever) must take with the data they hold oncomputer as well asthe rights of people (“data
subjeds’) to have acceasto theinformation held abou them. In particular all data must be:

* Obtained fairly and lawfully;

* Used only for the original spedfied pupose;

* Adequate, relevant and nat excessve to pupaose;

* Accurate and upto date;

* Accesshletothe subjed;

* Kept seaure; and

» Destroyed after its purpase is compl eted.

It isnaot difficult to seehow the strict implementation d such lawswould guickly have a
profoundeffed on Internet companies hoping to capture and wse the personal information about
their customers. In deed, this has been a source of corflict between the E.U and the United
States. The oonflict arose because under the terms of the diredive member States have an
obligation to ensure that personal information relating to European citi zens can only be exported
to courtries that have an “adequate level of protedion.” The United States has no simil ar
protedive legisation. Eventually, uncer a‘ Safe Harbou’ agreament, export of information was
allowed from Europe to Americaif the organisations using the information undrtook to adhere

to the terms of the diredive.

Whil e there may be no similar data protedion legislationin the United States (other than for
minors), thereisagrea ded of private concern over the increased lossof privagy from therise
of an all-encompassng Internet based econamy. There is much evidence of a growing general
awarenessamongst web users of the threa to privacy from online profiling. Quite anumber of
privagy rights promoting organisations sich as www.privacgy.org, www.epic.org (the dedronic
privagy information centre) and www.privacyplacenet have been established. They arejoining
longer establi shed organisations guch as the American Civil Liberties Union (ACLU) and the
Eledronic Frontier Foundition (EFF) in abid to inform, raise avarenessand gain suppat for
strengthening online privagy rights.



Thereis atrend amongst commercial web sitesto dsplay their privacy padlicies, stating what cen
and canna be dore with the information gathered from customers and visitors. Thereis
however no legal enforcement of these pdlicies. If the pdiciesare infringed, the austomer has
noright to compensation. Even if they had it would beirrelevant as the pdlicies can be dhanged
at will. The U.S. Federal Trade Commisson (FTC) reported to the U.S. Congresson Online
Privacy [Pitofsky, 200Q. In the report the FTC recommended the introduction o regulation o
consumer oriented web sitesto proted the privacgy of their users. Whether this recommendation
isadopted or not commercial presaures may eventually lead to atightening of the adual privacy
pradices of Internet companies. Mention hes already been made of the controversy over the
DouldeClick plan to crossreferencetheir onli ne database data with the Abacus ‘red world’
database data which eventually forced a dimb down, at least urtil ‘ proper privacy standards' are
in pace It remainsto be seen if asimilar backlash will affed Amazonwho very recently
changed their privacy padlicy to all ow the resale of customer datato third partiesin the event of
the company being sold. Certainly if the digital chattering classes at the popuar online
discusson site, SlashDot.com, are in anyway representative of the general online popuation
(unlikely), Amazon may have aproblem. Already the gorementioned Eledronic Privacy
Information Centre has discontinued their bodk selli ng agreement with Amazon.

So, whiletedhndogicd advances in computing power and data mining may be expanding the
data aquisition ogions avail able to data users, legislation whether domestic or imported and
commercial presaures, restrict them. In order to gain the full benefit of the personal information
they passessor can oltain, the privacy argument contends that organisations will i ncreasingly
have to oltain the permisson d the data subjed. Data subjedswill need to be enticed to give
that permisgon. A recent survey of web users [Andersen, 200Q foundthat three-quarters of
responcents would reved additional personal informationin return for some reward. Hence,

recompense will be paid for the use of personal information.

2.3.4 Better Source of Information for Data Users.

The fourth argument in suppat of recompensing data subjeds for the use of information abou
them is that obtaining the information drealy from them will result in better quality
information. The theory isthat whowould know a person’s opinions, fedings or behaviour

better than the person himself would?
This may be true for certain types of information bu isunlikely to betruefor al. There aetwo

problems with this hypathesis, the first with acarracy and the secondwith horesty. Inthe

absence of any automaticdly recording mechanism, who could acairately recdl, for example,
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what groceries they bought last month? This problem could be goplicable to many categories of
desirable information. Alternatively, the data subjea may know the required information
acarately but be unwilli ng to shareit, perhaps becaise it is embarrassng. Hence an inacarrate
answer might be given. Alternatively, an answer might be given that the data subjed wants the
guestioner to believe dou them. The act of asking a question affeds the answer given. Thisis
the well -known Hawthorne Effed. Indeed, by paying for such information there may even be an
increased distortion. Nevertheless for certain types of personal informationthereis no aher

way than to approach the originator of the information. How else can ofinions be obtained?

Future techndogy such as personal digital asdstants (PDAS) or web avatars will make posgble
the cature and storage of detail ed transadioninformation by datasubjeds. Accessto these
personal databases onan orgoing basis would provide the very best source of information
posgble. After al, disintermediation, cutting out the middleman, has long been ore of the
promises of the Internet. By going to the source, data users would nolonger haveto rely on
retail ers and market data bureaux for data that may have dready been filtered or adulterated in
inappropriate ways. The dired marketing industry standard resporse rate for unsolicited postal
mailingsisonly 1%, i.e. 99 ou of 100junk mail s are wasted. Any innovations that can help cut
this cost would be very much welcomed.

2.3.5 The Particlized Market.

‘Masscustomisation’, ‘Oneto ore marketing’ and ‘ Particlized markets’ are dl business
buzzwords highlighting the fad that markets are becoming increasingly fradured. Whereas once
businesses could rely on there being no more than afew clea cut divisionsin any market, there
may now be hundeds. Popuar music isagoodexample. Dancemusic used to be asingle,
clealy defined market segment, now it has lintered into a few dozen subdvisions - garage,
trance, hard-core and so on. The same phenomenonis repeaed acossmarkets as diverse &
computers and cars. Dell famously builds their PCsto individual customer spedfications.
BMW have started to the same thing with their cars. Wader and Taylor in their bodk about the
future of business[Wadker, 1997 state that massmarketing, pushing the same message to a
large group d people, was appropriate to an era of massproduction. But now, markets are being
increasingly ‘ particdized’ — broken dovn to small er and small er sized markets urtil there will
only be singleindividual sized markets. Marketers will haveto cometo individuals for their
information, that is the only way they will be &le to get to know them sufficiently well to sell to
them. Wadker and Taylor predict that consumers will be waiti ng for them, hands oLt.

11



2.3.6 Discussion.

The ontention that organisations will be willi ng to pay compensation to consumersto oltain
their informationis afundamental assumption d this dissertation. Arguments have been
presented in suppat of the validity of thisassumption. While nore of the aguments may be
whally corvincing ontheir own, colledively they represent at the very least areasonable cae.
It is apparent that the benefits and advantages of the Internet bring with it the necessty to
saaifice some personal privagy to make full use of it. AsWadker and Taylor point out, to be
willing to saaifice some privagy is nat to be willi ng to saaificeit al. In privagy asin most
things, the rarer it becomes the more people value it.

2.4 Requirement for a Solution.

If the assertions made so far are acceted, inevitable questions arise. How could such
transadions be caried ou? What medhanism or system would be necessary? How would it

work?

If amanual method d operationis considered, immediate problems can be foreseen.

* How will i nitial contad made with someone whose mntad detail s are not already avail able?
Thisisthe avail ability or cold cdli ng problem.

* How will the adual information ke transferred? A telephore conversation might be suitable
for obtaining simple opinioninformation bu how would detail ed shopgng pattern data be
exchanged in conversation? Thisisthe detail or granularity problem.

»  What type of incentive will be used to inducethe surrender of personal information a
permissonto useit? WII the incentive offered be sufficient to justify the time and eff ort to
(a) make adedsion abou whether to accept or regjed the incentive and (b) find and transfer

theinformation? Thisisthe asssanent cost problem.

It isvery difficult to imagine any manual mode of operation being acceptable to either buyer or
seller of theinformation. The logisticd problems are just too gred to overcome. It is perhaps
why much personal informationis presently gathered from data ayglomerators such as magazine
subscriptionlists. Idedly, a solution shoud at least addressthe threeissues mentioned above.
That is, the solution shoud have the charaderistics of:

Avail ability: The information shoud be optionally avail able to data buyers with which the data
subjed has no existing relationship o contad — fadlit ating cold cdlers.
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Granularity: It must be possble to ask for and grant permisson for very spedfic pieces of
information and also to define predsely how it could be used. For example, a data subjed may
permit use of his email addressfor aonce off commercial email but not permit transfer of his
physicd addressto athird party. Distinctions may aso be made by the sell ers between diff erent
buyers. A datasubjed may be more likely to give their detail sto a charity organisationthan to a
direa marketing company.

Autonomy: The process fioud nd require the involvement of humans as much as possble.
Thus, inconvenienceto the data subjed is avoided, asthey do nd have to constantly assesswhat
information they wish to reved, how andto whom. A onceoff pdlicy would be set that would
then be gplied to all requests onthe datasubjed’s behalf. Thiswould also apply to the
payment of incentives. From the data users (or coll eaors) point of view an automated methodis

far more dficient, faster and acarate.

What is being sought is an agent to represent data subjedsin their transadions with data users.
Wadker and Taylor refer to such an entity asa‘ privacy agent’ describing itstask asbeing “To
make sure you get paid for the information you give up abou yourself.” The use of the term
‘Agent’ hereis coincidental to the typica computer scienceor Al meaning of the term. Petriein
[Petrie, 1994 and ahersrefer to the fad that the label ‘Agent’ is overloaded for a variety of
contexts. It isused herein the same sense &, say, aliterary agent or red estate agent. That is,
agent means omeone/something that represents ancther. It is (mostly) coincidental that
‘Agents, in the cmputer science sense, are used as part of the solution propcsed in this
disertation.
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3 Review of Agent Technologies.

“Knowledge always desiresincrease; it islikefire, which must first be knded by some exernal
agent, but which will afterward propagaeit.”
Johnson.

In this chapter, areview is made of the various techndogies used in the gplicdionandits
development. These include software agents, Java, agent development environments, IBM’s
Aglet tedindogy and XML.

3.1 Software Agents.

3.1.1 Defining Agents.

Agent reseach becane a‘hat topic’ for computer sciencein the ealy 1990s. Linked with the
hype surroundng all things conreded to the Internet, ‘ agents' becane abuzzword in the popuar
computing pressaround 1994.Agents were being touted as ‘ the next big thing' in computer
science. A 19940vum report entitled “ Intelli gent Agents: the New Revolution in Software”
[Ovum, 1994 predicted that the market for agent software and productsin the USA and Europe
would be worth $3.9 lilli on by the yea 2000. Obviously, this has nat happened. Failing tolive
up to the hyperbale surroundng areseach field does not mean the reseach field itself has
failed. [Nwana, 1999 remarks that the field has clealy matured sincethistime, with the
pubicaion d certain key papers, the establi shment of several annual conferences and
workshops, the foundng of agent standardisation initi atives such as the Foundition for

Intelli gent Physicd Agents (FIPA) and the launching of dedicated Agent journals.

Even a arsory examination o the literature from the study of agentswould reved that it is
traditional, if nat in fad ritual, to refer to the ladk of consensus agreement amongst reseachers
onwhat the generic term “agent” means. Some [Wooldridge, 1999 dismissthis as hardly
mattering; others [Franklin, 1996 and [Bradshaw, 1997 extensively review, seeking to find
common groundamongst the agent community. Thereis, however, littl e cnsensus amongst
agent researchers abou the nature of agents and agency. It may be useful to remember that there
is no shared common definition d intelli gence anongst the Al community, yet it continues to
expand as areseach field. Rus=ll and Norvig make the insightful observationthat “The naion
of an agent ismeant to be atod for analysing systems, nat an absolute charaderization that

divides the world into agents and nonagents’ [Rus<ll, 1995.
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This dissertation therefore does nat intend to present afull discusson onwhat an agent may or
may not be. There ae plenty of papers that fulfil that need, such as[Nwana, 1994. For the
purpaoses of thiswork the foll owing definition has been adopted from [MEITA, 1998 “An
independent software program that runs on kehalf of anetwork user.” In the wntext of this
work, “selling” agents operate on behalf of the data subjeds while “buying” agents ad on kehalf

of the data users.

3.1.2 Issues Affecting All Agents.

Nwana and Ndumu in their rather gloomy review [Nwana, 1999 of the progressor otherwise of
agent reseach identify a number of chall enges that aff ed multi-agent systems but this analysis
can be gplied to all types of agents, whether ‘intelli gent’, *autonamous’, ‘mobile’ or
‘informationretrieval’. They define the issues and give their assessment of the progressmadein

resolving them.

The Information Discovery Problem: Some methodis required to discover what relevant
agent resources exist and where they are located i.e. an agent equivalent of adomain name
server. Thiswould need to map resources to plysica addressesin an automated fashionand,
crucially, be kept upto date. Nwana & Ndumu maintain that there islittl e work addressng the
general form of the problem within the mntext of atruly open environment.

The Communication Problem: Agents from diff erent sources neal to share a @mmon
communication language and protocol in arder to inter-operate. General-purpose mntent
languages li ke Knowledge Interchange Format (KIF) have been developed but the agent
community, in Nwana & Ndumu’'sview, do nd take them or initi atives like FIPA entirely
seriously.

The Ontology Problem: Ontologies gedfy the vocabulary used in a particular domain. This
allows two agents, used in atravel environment for example, to agreeona common dfinition o
aflight, an airfare or a cancdlation. Domain spedfic ontologies are being creaed bu thereisno
standardisation between them — ontologies are nat addressed in KQML or FIPA ACL. Thisisa
key isuein the mntext of thisdissertation. Although ignored by Nwana & Ndumu, XML
(eXtensible Mark up Language) may be go someway towards addressng thisisaue. XML is
discussed later.

The Legacy Software Problem: In order for agentsto be useful in the red world they will have
to interaa with existing systems based on dder techndogies that posgbly were never designed
to inter-operate with ather systems. Threepotential approaches are suggested: Rewrite the old
software, use atransducer to ad as an interpreter between the agent and the legacy system or use

awrapper technique to augment the legacy system with code in order to enableit to
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communicate with the agent. Their concernisthat little dfort is made towards automating this
task.

The Reasoning and Co-ordination Problem: Agentsthat hopeto carry out useful red world
tasks such asthe well known travel bodking example needsto be &leto reason, dan and satisfy
constraintsin order to carry out their tasks. Nwana & Ndumu believe thisto be one aea
adequately tadkled by current agent reseachers.

The Monitoring Problem: All of the dove problems crop upagain when the isaue of post-plan
monitoring is considered. Agents neal to be ale to monitor the external environment, evaluate
changesin that environment, determineif the dhanges are relevant to their situation and take
appropriate adionif they are. The lad of suitably rich ortologies means that whil e some
domain and appli cation spedfic goproaces have been taken nogeneral -purpose total solutionis

possble.

In an interesting aside, the papers’ authors observe that the key ingredient in the successful agent
projeds they highlight isthat in ead case there were red world problems to be solved. They
speaulate that much of the aurrent agent research daes nat addressred problems. Furthermore,
they opine that much reseach is too concerned with the ‘theoreticd’ aspeds of agents and nd
enough with solving adual problems.

3.2 Mobile Agents.

Mobile agents are defined by as agents that “ Can travel to multi ple locations in the network”
[MEITA, 1999. Alternatively, Nwana defines them as“ Computational software processes
cgpable of roaming wide aeanetworks (WANSs) such asthe WWW, interading with foreign
hosts, gathering information on fehalf of its owner and coming ‘badk home’ having performed
the duties =t by itsuser.” Esentialy, the agent program can start exeaution at one location,
suspend itself at an arbitrary point, transfer bath its code and data and/or state to ancther locaion
and resume exeaution from the same paint in the mde with the saved data and/or state,

depending onwhether weak or strong mohility is required.

Aswith general software ggents, na al of what are daimed to be mohile agents are adually
proper mohile agents. [Rothermel, 1997 creaed ataxonamy of mobility to dstinguish between
its diff erent degrees.

Remote Exeaution / Code on Demand: Thisiswhere an agent program is transferred to a
remote note before it is adivated. Thistransfer only happens once and the ade runs until
termination. Code on cemand (e.g. Java Applets) differs from remote exeautionin that the
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destination initi ates the transfer of the program code. Thisisredly code mobility rather than
agent mobility.

Weak Migration: Thisiswhere only the agent code and its data can be transferred at an
arbitrary point in its exeaution.

Strong Migration: Thisiswhere the ggent code, with its complete state can be transferred at an

arbitrary point in its exeaution.

Strong migration, whil e very attradive from the programmer’ s point of view, is difficult to
achieve & few languages can externalise state & ahigh level. Telescript and AgentTcl are ale
to dothis. However consider cgpturing and transferring the complete agent state of a multi-
threaded agent — this could be avery expensive operation. Hencewedk migration, where only
the data state is transferred, was developed. Thistransfers the onus to the programmer to ensure
al the relevant exeaution state of the agent is made cnsistent and captured in the program’s
variables. Weak migrationis the type of mohility used in many Agent Development
Environments and Todlkits sich as the Aglets Software Development Kit (ASDK) from IBM
and Concordia from Mitsubishi.

3.2.1 Benefits of Mobile Agents.

What benefits does all owing processes to migrate give? Nwana gives some of the patential

benefits of mobile ayentsincluding:

Reduced communication costs: For example it is much more dficient to transfer a small
program to an image repository (such as stellit e phaographs) to filter and choose gpropriate
images rather than transferring all of the images bad to base to pick them. This benefit is
particularly relevant to the * Soul Seller’ applicaion.

Support for local clientswith limited resources: Clientswith only arelatively small amourt of
memory and processng power, for example mobil e devices sich as cdlular phores and PDAS,
could make use of mobile ayents for more complex operations beyondtheir locd capabiliti es.
Asynchronous computing: The mobile agents can beinitiated and perform their task whil e their
owner does mething else. They may operate when their home haost is nat even conreded to
the network. In the ‘' Soul Seller’ appli cation this all ows information seachesto be initiated, a
period d time spent disconneded can pass and the results can still be lleded when a
conredionis next made.

Flexible distributed computing architedure: A unique distributed computing architedureis
provided by mobile aents.
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Radical rethinking of the design process Agent orientated design represents an oppatunity to
radicdly rethink the general design process

In hisanalysis of mobile agents [Harrison, 199% finds that whil e there is noindividual
advantage of mobile agents that cannat also be dore by other means, thereis no ore tedhnique
that suppiesall the advantages of mobile agents.

A further advantage not mentioned by Nwana or Harrison bu experienced during the course of
the projea isincreased seaurity of information. This may seem paradoxicd, given that seaurity
is often akey problem with mobil e agents but in certain circumstances, it can betrue.
Confidential informationis more seaureif it does not have to travel over a network to be
reviewed. The use of, properly vetted, mohil e agents can ensure that such information dces not
leave its “home base’ whil e still being avail able for inspedion. By inspeding the code of the
agent, it can be verified that it returnsto its sender with oy the informationit is all owed to have

and ndhing more.

3.2.2 Drawbacks of Mobile Agents.

In almost every analysis of mobile ajent systems, the key drawbadk identified is ®aurity but this
is by no means the only drawbadk. Rothermel identifies threemain isaies with mobil e agents:
agent seaurity mechanisms, control structures and transadiona suppat. [Wayner, 1999 lists
the foll owing magjor chall enges: transportation, authenticaion, seaegy, seaurity and agents
spending their owners money to which Nwana alds performanceisaues and the problem of
interoperability amongst diff erently creaed agents.

Rothermel identifies four areas where seaurity issues can arise. These ae (1) inter-agent
seaurity, (2) agent-host seaurity, (3) inter-host seaurity and (4) seaurity between haosts and
unauthorised third parties. Existing cryptographic tedhniques can be used in areas (1), (3) and
(4) but area(2) is new and spedfic to mohile code systems. Seaurity between agents and hasts
isatwo way stred. Agent serversor hosts need to be proteded from malicious or
malfunctioning agents whil e agents themselves have to be proteded from malicious or
malfunctioning hosts. Thefirst problem is usually addressed by what is known as the Sandbox
seaurity model — all potential dangerous procedure or methodcals are restricted, similar to how
seaurity isimplemented in Java Applets. Alternatively, server administrators could also choase
to alow all operations but only accept agents from highly trusted sources. This approach
obviously restricts the ‘ openness of the agent system. Nor isit fully protedive of the host, asa

malfunctioning (as distinct from mali cious) agent could still wreak havoc.
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The second poblem of proteding mobile agents from malicious hostsis alot more interesting
andis edfic to mohbile agents. [Hohl, 199§ identifies twelve separate types of attad that
hosts could carry out. These ae spying out code, data, control flow or the interadion with ather
agents, manipulation d code, data, control flow or the interadionwith ather agents, incorred
exeaution d code, masquerade atadks, denial of exeaution and returning wrong results of

system cdl sisaued by the agent.

Four reseach diredions for resolving these problems are suggested by Rothermel:

The organisational approach: Only run agents ontrusted hasts — such as other hosts onthe
organisation’ sintranet. This restricts the opennessof the system.

The reputation approach: Only run agents on hasts with goodreputations. This has the same
problem with restricting opennessas well as introducing aburden of maintaining reputation
information.

The manipulation detedion approach: Use mechanismsto deted manipulation d data or
exeaution d code. Thisdoesnot prevent ‘spying’ attads.

Black-box protedion approach: Use mde obfuscating techniquesto prevent the atadker
sedng what is being dore by the agent code. The agent would be proteded but only for a cetain
timeinterval asthe dtadker would eventualy analyse the code. After the expiration period, the
agent and its datawould become invalid.

[Hohl, 199§ adds afifth passble goproad, that of using mobile ayptography. Encrypted
programs are programs that consist of operations on encrypted data. This hasthe advantage of
not being time-limited (given sufficiently strong encryption) but it canna be used in all
programs as only polynomial and rational functions can be used with thistechnique. Ultimately,
the problem of completely proteding agents from their host serversisintradable; hosts must

always have the option to terminate the exeaution d an agent for which there is no remedy.

3.2.3 Java and Mobile Agent Development.

Mobile ggents usually use an interpreted language for mobilit y and seaurity reasons. While
exeautable binaries could be used and would generally be more dficient, they would betied to
spedfic platforms. Javaiswidely adopted for writing mobil e agent systems [V ersteeg, 1999
not only because it is an interpreted language but also because it provides many of the fadliti es
necessary for building mohile agent systems. These include objed serialisation, retworking
libraries, seaurity model, multit hreading, remote methodinvocation (RMI) andits suppat of
applets. Applets are quite similar in concept to mobile ayents — the key diff erences being that

applets can only migrate from serversto browsers and do na cary their state with them.
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* Objed Serialisation: Thisalowsan oljed to be written to a serialised stream and for a
serialised stream to bereal into an oljed. Thismeans for example an oljea could be
written to afile, the file wuld be transferred to another machine and the objed reaeaed
fromthefile. Thisisobviously avery useful mechanism for agent migration. One
drawbadk of the Java Virtual Madhine achitedureisthat it does not all ow accessto
programs to dredly accessor manipulate the exeaution states for seaurity reasons. This
means that the agent hegp canna be seriali sed and hence strong migration, as mentioned
previoudly, isnot possble.

« Multithreading: Javanot al ows the use of multithreaded programs but suppats them with
built in synchronisation grimitives. Ead agent can therefore runin its own processor thread
which isessential for all owing an agent to exeaute aitonamously of any other agents at the
same location.

*  Seaurity: Java s eaurity isone of the key feaures that has made it so successul. The Java
Seaurity Manager mechanism all ows untrusted programs, such as appletsto be exeauted
safely. For eadh application,it is possbleto creae a aistomised, very fine-grained seaurity
palicy using the Seaurity Manager. It all ows diff erentiation between individual operations
so that, for example, an application may be dl owed to accept an incoming socket requests
but could na make its own ougoing socket request. For deding with urtrusted agents
migrating to a host, this feaure is essential.

Other programming languages uch as Telescript or AgentTcl provide more fadliti es pedficdly
aimed at agent development such as suppat for strong migration and bketter resource @ntrol.
Java, haowvever, remains the language of choicefor most agent development, passbly dueto
greder number of developers already with Java experience

3.3 Agent Development Environments.

A number of Agent Development Environments (ADE) and todlkits are now avail able that make
the aedionand deployment of mobile agents agrea ded easier. Versteeg evaluates four such
systems; IBM’s Aglets, ObjedSpacés Voyager, Mitsubishi’s Concordia and General Magic's
Odyssey. Other todlkits avail able include Panasonic’ s Beggent and Plangent, the FIPA baded
Grasshopper system and Stanford University’s Java Agent Template (JATIite).

With the exception d JATIite, most ADEs or agent todlkits have several feauresin common.
JATIitedoes nat provide inbuilt abiliti es to migrate agents from one host to anather. The

remaining ADEs al provide some kind d agent server that hasts the mobile agents. The server
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exeautes the agentsin a seaurity-controll ed sandbox. The toalkits provide different API classes
(which therefore make the agents from one toalkit incompatible with those from ancther)
containing some base dassfrom which al mobile agents are derived. This base dassprovides a
commoninterfaceto all mobile agents. Agent migrationis also similar amongst the toakits. A
methodis suppied that when invoked causes the agent to migrate to ancther host. Asonly we&
migrationis suppated, methods are provided that can be cdled just before migration a after
arrival. Therefore the gyents can have their states saved before migration and can be initiali sed
again when it arrives. The todkits aso provide several mechanisms for the ayentsto
communicate with ead ather. Messages can be synchronous, asynchronous, multi cast and

future reply, though na all toaolkits suppat al of them.

In the choiceof which ADE to use, Aglets was chosen as the most suitable. Voyager and
Odyssey at the time of development were nolonger being suppated by their credors. Beegent
and Plangent had only recently been introduced and hencethere was littl e research avail able
abou them. Concordiawas also considered bu IBM’s Aglets todkit was chasen asit had the
simplest API that still covered all the essential feaures such as mohility and messaging. It also
has good suppating tods and daumentation as well asasmall but adive development

community.

3.4 Aglets.

3.4.1 Aglet Background.

Danny B. Lange aeded the concept of ‘ Aglets’ while working as a visiting scientist asIBM’s
Tokyo Reseach Laboratory [Lange, 1993. Aglets are Java objeds that can migrate from one
Aglet-enabled hast to another Aglet-enabled hast ona network. An Aglet Software
Development Kit (ASDK) was avail able & afreedownload from IBM’s Aglets ste [IBM,
20040. IBM annourced in August 2000that the Aglet source @de would henceforth be

avail able under an Open Sourcetype license. The ASDK consists of the Applicaion
Programming Interface documentation, example amde and an Aglet server cdled Tahiti.
Version 1.0.3was used in the development of the ‘ Soul Seller’ application. Although amore up
to date version was avail able, it had atime-limited li cense that was due to expire during the

course of development.
One drawbadk of using Aglets was that only Javaversion 1.1.xcould be used and nd version 1.2

or above. The developers of Aglets annourced they intend to suppat Java 1.2 and above,
eventually but did na indicate when thiswould happen.
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3.4.2 The Aglet Environment.

The Lange bodk gives athorough overview of the Aglet development environment. An‘Aglet’
isaJava program that inherits from the Aglet class The Aglet classprovides methods that all ow
an Aglet to carry out adions guch as dispatching itself to another location, sending and receving
messages to and from other Aglets and dsposing of itself. The Aglet model that underliesthe
Aglet API relies onseveral abstradions. Agletsrun onan Aglet server. A server isaprocess
engine of which several can run onasingle madine or network noce. The Aglet server can haost
several contexts. A context isastationary objed that provides a uniform exeaution environment
for one or more Aglets. Eadh Aglet hasits own proxy, which bah shields the Aglet from dired
accessof its puldic methods and provides location transparency for the Aglet. An Aglet hasa
globally unigue identifier. The identifier canna change during the lifetime of the Aglet.

E&fﬁ Tahiti: The Aglet Yiewer[atp://pc690:4347 : ] -

Adglet  Mobilty  “Wieswe Oplionz Tools  Help

bdl Createl Dialngl | B i Dispnsel Clnnel Dispatchl Retractl

examples.projects.sSlave Thu Sep 14 02:591:30 GMT 2000 ﬂ
examples.projects.sSlave Thu Sep 14 02:591:30 GMT 2000

examples. projects.sSlave Thu Sep 14 02:51:30 GMT 2000

examples.projects.sSlave Thu Sep 14 02:51:30 GMT 2000

examples.projects.sSlave Thu Sep 14 02:51:30 GMT 2000

examples.projects. escrowdalet Thu Sep 14 02:51:30 GMT 2000
examples.projects.shaster Thu Sep 14 02:51:26 GMWMT 2000

examples.projects.bSlave Thu Sep 14 02:591:23 GMT 2000

examples.projects.bMaster Thu Sep 14 02:51:19 GWMT 2000 -

Dispatch : Fail to dispatch examples. projects. sSlave to atpfpecEE0:500/

Figure 3.1 The Tahiti Aglet Server.

Threemore dements are necessary to fully understand Aglets: Aglet Operations, Aglet Events
and Aglet Messages. Aglet operations consist of creaion, cloning, dispatching, retradion,
adivatior/deadivation and dsposal. These ae self-explanatory. The Aglet event relieson
listenersto fire particular adions once an event is caught. The threekinds of listeners are
mohility listeners (catches changesin Aglet location), persistencelisteners (catches changesin
the adivation/deadivation state of the Aglet) and clone listeners (catches cloning events). All of
these li steners can be austomised to carry out various types of adion depending onthe esent
being caught. Lastly, Aglet messages can be synchronots, asynchronous, multi- or single cast,
require areply or not. Messages are not sent to Aglets themselves (which can change addres9
but to their proxy (which canna). Locationtransparency isthus provided. Messages can be of
user-defined kinds, so that they can be distinguished from ead ather. They may carry asimple
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atomic argument, such asaBoodean ar an integer or an argument table such as a key-value pair
hashtable. The Aglet messages model while simpleto use, is ophisticated. It also provides a
message prioritisation fadlit y.

3.4.3 Aglet Security Model.

Aglet servers allow exeaution d Aglet code from their own loca code bases as well as those
from other Aglet servers that have migrated to the server. All the potential mobile agent
problems discussed previously also apply to Aglets. The Aglet seaurity model suppats saurity
padlicies, which relate permisgons (what can and canna be dore) to the principal s of the system.

The nation d aprincipal isimportant. In the general definition, a principal is any entity whaose
identity may be authenticated by any system the principal may try to access Spedficdly to
Agletsaprincipal isaprogram, person,company or other legal entity that originated, controls or
isresporsible for some mnstituent part of the overall Aglet system. Karjoth, Lange and Oshima
[Karjoth, 1997 list the principalsin the Aglet seaurity model:

Aglet: Aninstantiation d an Aglet program.

Aglet Manufacturer: The aithor of the Aglet program. Maybe ahuman, a cmpany or simil ar.
Aglet Owner: Theinitiator of the Aglet program, the person a company that launched the
program.

Context: Theinterpreter that exeautes the Aglets.

Context Manufacturer: The aithor of the cntext program or product that the Aglet isrunning
in.

Context Master: The owner or administrator of the context program or product.

Domain Authority: The owner or administrator of the domain or group d contexts.

Eadh principal can define their own seaurity palicy, bu the key pdlicies are defined by the Aglet
owner and the context master. These define respedively what can be dore by the speadfic Aglet
anywhere and what can be dore by any Aglet within in the spedfic context. Thereisahierarchy
of seaurity policies 9 that an Aglet owner can be overridden by the cmntext master and the
context master by the domain authority and so on. Hence, in a cnflict between Aglet and
context palicies the context master’s palicy would prevail. For example an Aglet’s saurity
palicy may alow it to have only read and write accesto all filesin a cetain dredory, bu the

context palicy may further restrict it to just reading HTML files.

Permissons define what adions, such as read, write, crede and so on,can be caried ou on

spedfic resources. The Aglet API has sveral types of permisgons:
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File permisgon: Aglets can be granted or denied real or write accssto the locd fil e system,
whether named fil es or entire diredories.

Network permisgon: Aglets can be granted or denied accessto network resources. For
example, an Aglet may be dlowed to conred to certain hosts but not others. A bladlist of
known rogue haosts could thus be maintained.

AWT permisdon: Defineswhether Aglets can open awindow or nat.

Context permisson: Defines whether methods provided by the mntext can be invoked. For
example, an Aglet might be dl owed to creae (or dispatch or clone) some types of Aglet but not
others.

Aglet permisgon: Defineswhat methods can be caried out onan Aglet. For example an Aglet
can be given permisgonto carry out the dispose() method onancther Aglet owned by a named
principal, bu may have no permisgonto interfere with ather Aglets.

System permisgon: Thiswas propased as part of the Aglet seaurity model but has nat yet been
implemented in any avail able ASDK. It defines permissons for systems resources sich as

memory or CPU usage.

The seaurity of the Aglets used in the * Soul Seller’ applicaionis obviously akey isale. It can
be seen that the level of seaurity control offered by the Aglet systemisfine grained. Seaurity
pdlicies are eaily implemented by all ocaing permissgonsto principals. All of the Aglets owned
by person A might be granted full file accasright whil e those from an ancther, urtrusted or
unknown person may only be granted read rights. It is unfortunate that it was not possble to
implement the system permisgons proposed as this could prevent *denia of service type datadks
where alarge number of Aglets are dispatched to a server and overwhelm itsresources. The
reason for thisisthat Java provides noway of limiting accessto processor or memory resources

to certain oljeds or threals.

3.4.4 Aglet Patterns.

Lange statesin hisbodk on Aglets that one of the goalsin creaing the Aglet APl was that it
would be lightweight, adding that it was tempting to cdl it the RISC of mobile agents. While
this has benefits in terms of ease of learning and efficiency it does mean some omissons have
been made such as the lack of built-in suppat for any agent communication languages such as
ACL. A developer working with Aglets hasto doa cetain amourt of whed reinventing. Lange
aimed to courterad some of these omissons using design patterns, severa of which are

implemented in the ASDK code samples or as code acompanying the bodk.
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Originating from objed-orientated design, design patterns take solutions to frequently occurring
software design problems and try to regpply and reuse them in new applications. In the mntext
of agent and spedficdly Aglet applications, design petterns are particularly useful. Three
general types of patterns are described: travelling, task andinteradion. Of the task patterns the
most useful for the Soul Sell er appli cation was the Master-Slave pattern. In this pattern, a
master Aglet is creaed whose purposeisto delegate tasksto the slave Agletsit creaes. The
dave Aglet can then (optionally) change location, carry out the task and return the result to its
master. This pattern was foundto be aparticularly useful method d handing the agents
required to represent buyers and sell ers in the goplicaion.

3.5 XML.

The eXtensible Mark-up Language (XML) isa standard ariginally propcsed by the World Wide
Web consortium. It isnot alanguageinitself but alanguage for creding languages. It is
adually a subset of the Standard General Mark-up Language (SGML). It isdesigned to make it
easy to exchange structured dacuments over the Internet. The format of XML documentsis
thoroughly discussed in [Bryan, 1997.

The significance of XML isthat it all ows documents to be not just macdine-readable but
madine understandable. A domain’sterms and dacuments can be standardised so that entities
can exchange informationin a crred format withou ever having to agreeon anything other
than the gppropriate Document Type Definitionto use. For the purpases of this dissertation, the
exchange of persona profileinformation can ony occur if both buyer and sell er of the
information use aboth a ommmon language for negotiation and exchange standard formatted
documents. XML was not ultimately used in the implementation d the goplicaionathough a
servlet was designed that could generate buyer and sell er version HTML forms from a common
XML document. It was also considered as the format that data entered from the HTML forms
would be stored in. The problem was that only Javaversion 11.8could be used with Aglets
while Java' s suppat for XML did na begin urtil version 1.2and 1.3.

With the exception d XML, knowledge dl of the topics covered in this chapter was necessary in

developing the Soul Sell er applicaion. The next chapter will show how all these diff erent

comporents were put together to creae the system.
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4 Design.

"Pesdmists have already begunto worry about what is going to replace automation.”
John Tudor.

In this chapter the design phese of the projed is discussed. The problemisreviewed, broad
solution alternatives are identified and analysed. The design processis discussed. The dhosen
solutionis then examined. Finally, detailed design dedsions are discussd and addressed.

4.1 Problem Review.

An applicaionisrequired that will satisfy the aiteriaidentified in sedion2.4. The gplicaion
is necessarily divided into two broad segments, a selli ng part that caters for data subjedsanda
buying part that caersfor data users. The application must be cgable of satisfying the needs of
both types of user. Their needs are outlined next.

4.1.1 Requirements of Data Subjects.

Data subjeds require the gplicdionto all ow them to enter information abou themselvesinto a
repasitory, from which information can then be sold to data users. The goplicaionshoud be
cgpable of handling arbitrary amounts and types of information. Data subjeds soud be aleto
spedfy the selling price of individual pieces of information. They shoud also be able to set
usage pdlicy regarding how the information can be used and by whom. The gplication shoud
continue to operate even when data subjeds are mnreded to it. Oncetheinformationis entered
into the system, the data subjea shoud na have to beinvolved in any sales dedsions —the
application can autonamously dedde whether or not to sell and at what price. The data subjeds
shoud be &leto review what transadions have been carried out with their data. 1t shoud be
possble to addto, delete from and edit information in the repository. Only purchased
information shoud be reveded to any third party, seaurity is essential.

4.1.2 Requirements of Data Users.

The gplication shoud al ow data users to spedfy both the type of personthey wish to buy from
and the information that they wish to bwy. Searches shoud be flexible enough to include
arbitrary numbers of criteria or desired informationfields. Seach criteria shoud all ow

comparison operators such as equals, greder than, lessthan and range values. Whileinitiation
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of searches can orly be performed whil e the data user or buyer is conneded to the system, it
shoud be posgble to continue searches whil e disconreded with the answers being made

avail able when conredionis next restored. It shoud be possble to rate the importance of both
seach criteria and desired information fields. The data user shoud be &le to stipulate the
desired number of resporses (‘souls’) aswell asthe budget avail able for doing so. The
application shoud attempt to oltain the best compromise between the quantity, quality and price
of the information. The exchange of money for information shoud be seaure and consistent,
there shoud be no passhility of reneging. The potential broad solutions to these requirements

are now discussed.

4.1.3 Browser Embedded Standard Profile Solution.

Standard profil e systems include the now defunct Open Profili ng Standard (OPS or the
proposed Consumer Profil e Exchange (CPEX). Information abou the user isheld in a standard
format by the users browser, which can then be passed to websites when the user visits them.
The systems were primarily designed to allow the eay exchange of data between user and site,
including data aou the privacy preferences of the user. The benefit to the user for surrendering
thisinformationisthat (@) the anourt of form filli ng would be minimised (b) the site could be
customised to their preferences and (c) their privacy preferences would be respeded. A solution
based onstandard profil e data has bath advantages and dsadvantages. On the plus sde having
both data producers and consumers adhere to a mmmon standard when exchanging data makes
sense. Also allowing usersto set a usage padlicy abou their datais a'so awelcome innovation.
However, a browser-based system does not addressthe isaue of avail ability —when a user is not
conreded, their information canna be accesed. The motivation d browser-based systemsis
not to motivate users to give information abou themselves but merely to make it easier for them
to doso. Thereishencenofadlity to dredly compensate or motivate users for giving up
additional information a permissonto use theinformation. Finally, by definition, afixed
standard format for information makes it more difficult to exchange non-standard o arbitrary
additional data. This slution was consequently rejeded.

4.1.4 Web / Database Solution.

A combined web and database solution would all ow the entry of the data subjed’ s information
into a central database viaaweb page. Data users could then query the database from the web
and pay for any information they consequently use. The alvantages of such an approac are that
theinformation would be persistently avail able, that buyers and sell ers need na have any prior
contad and that avariety of arbitrary data could be held if an oljed database was used. The
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disadvantages include inflexibility of database structure if a standard relational database is used
and the problem of buyers nat being able to sample the goods before buying. Buying
informationis different from normal transadionsin that until the buyer knows what the
informationis, the buyer does not know if he wishesto buy it. However, if the buyer already
knows what the informationis, then thereisno reed to buy it! By al owing buyersthe choice of
whether to buy or nat after they have seen the data, the risk is of buyers abusing the system.
Conversdly, if buyers are nat able to view the data before buying, buyers may be unwilli ng to
buy the information.

4.1.5 Web / Agent Based Solution.

An agent in this context is Smilar to an ojed. It contains both data and the methods to use the
data. Agentscan have the alditional charaderistics of being autonomous (capable of dedding
its own adions withou intervention) and mohil e (cgpable of moving through ou a network). A
web / agent based solution shares many simil ariti es with the web / database solution. Data
subjeds can enter their information viaweb pages, which is then stored by atype of autonomous
agent. Data users also creaetheir seaches via aweb page and the search query isaso
represented by an agent but one of adifferent type. The agents are designed to carry out
transadions when they encourter ead ather. The agent approach has the same alvantages as
the web / database solution bu with the alditional benefit of code mohility which solves the ‘try
before buy’ problem. By allowing logic to be exeauted remotely, the quality of information can
be verified before a @mmitment to buy is made, withou compromising the seaecy of the
informationif a purchaseis not made. In addition, bandwidth can be saved if alot of datais
involved. Rather than transferring all of the data badk and forth between servers, an agent is
transferred which can choase which datarecordsto oltain. The disadvantage of the agent
approadh isthereisapotentia scdability problem. If ead buying agent must interad with eat
selli ng agent, the number of interadions grows exporentiall y as the number of agents increases.

4.1.6 Choice of Solution.

The browser embedded standard profil e solution was rejeded as being unsuitable because it did
not med the set criteria of avail ability or granularity. The cdhoicewas therefore between the
database and agent solutions. There was not agrea ded to choose between the two solutions,
both met al of the aiteriarequired. Inthe end,the fad that using agents was arelatively novel
method d developing an applicaionwas the dedding fador. Thisdedsionisdiscussed in more
detail i n Chapter 6.
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4.2 Design Process.

Oncethe broad type of solution was chosen, the method d designing the overall system andits
comporent parts had to be mnsidered. The scope of the gpli caion was much more open ended
than would be normally typicd, for a number of reasons:

1) The problem being addressed was anticipated rather than already existing. This meant that
often the problem itself was changed by the dhoice of options avail able.

2) The gplicaionwas novel and developed as a proof-of-concept for this problem domain.
Certain assumptions abou the problem domain, such as that abou the avail ability of digital
cash, could thus be made, as they were nat key to the concept being demonstrated.
Similarly, aspeds of the system that would be aiticd in a commercia applicaion bu not
central to an acalemic work, were not addressed.

3) The use of software ayents as abasis for devel opment meant that there was greaer
uncertainty as to what could be acomplished. The cgabiliti es of the chasen Agent
Development Environment were nat fully known. Hence, the inability of agentsto handle
datathat could na be serialised pu an obvious restriction onthe system resulting in the
design having to be dhanged to acoommodate it.

These fadors combined to influence significantly the design and development process Normal
design methoddogies such as thase using Use Cases and UML were not appropriate to use for
such an open-ended system. In order to give astructure to the projed an initial basic scenario of
how the system might work was creaed to ill uminate the design isaues. Thiswas then refined as
the system was developed. Developing a scenario all owed the mandatory and opional fedures
of the agentsto bereveded. In addition, by assgning rolesto dfferent types of agent such asa
soul buyer or asoul seller, it was posgble to think in terms of the agent’s adions rather than the
underlying objeds, data or methods. In later planning, severa dimensions along which the
system could be developed were dso identified. These dimensions (content handling, agent
mohility, monetary logic and added feaures) helped to explore what additional functionality
could be built i nto the gplication, given the time avail able.

4.3 Design Outline.

The general design approach adopted was for all transadion processng to be dore centrally,
while dl datainpu to and ouput from the system was decentralised. The design all owsinpu
and ouput from clients of any one of many Internet conreded servers. Where possble the same
design is used for bath the selli ng and buying parts of the system. Individual Aglets are aeaed
that contain ead sdller’s supdied information (their ‘Soul’) or ead buyer’s sach criteria. The
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Adglets of both typestravel to asingle Aglet server (the ‘Marketplace) where transadions can
take placebetween selling Aglets and buying Aglets.

soul Seller

9 Web Server
Marketplace (Aglet Server)

& —g
gg zv [}"‘1

Data Subjects B

21

g Soul Seller Data U
Web Server ata Lsers
Data Subjects

Soul Buyer Web Server

Figure 4.1 Design Diagram of the System

The interfacefor both buyers and sell ersisweb based. Using HTML formsisthe eaiest way to
input information into the system. While it is desirable that generated information (such as web
site history files or alist of transadions from a Java Wdl et) could beincluded it isnot an
essential fedure. JavaScript is used to ensure the forminpu is verified at the dient side before
being processed. Web pages are dso used for displaying the results of transadions. The
information from the HTML formsis handed by Java servlets. These servlets ched the input
and produce an oljed that contains all of the passed data. Different types of objeds are
produced by the selling and bwing sides of the system — cdl ed sinfo and dnfo respedively.
Both type of objed can handle abitrary amourts and type of data by storing all i nfformationin
vedors and hashtables. The objeds are then seriali sed and stored in adiredory accessble to the
Aglet programs. The structure of the objedsis siown in Figure 4.2.
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Figure 4.2 Objed descriptions of the objed passd to the buying and selling Aglets,
respedively.

The Aglets used in the system are based onthe Master / Slave pattern described by Lange and
Oshimain [Lange, 1998. Code by Todd Papaioannouimplementing the pattern, avail able from
the Aglets Portal web site [Papaioannou, 200Dis used as a basis for the Aglets. The Master
Adlet, of which there is one per server, scans the diredory for the addition d any new seriali sed
objeds by the servlets. When anew objed isfound,the Master Aglet creaes anew Slave Aglet
and pessesthe objed toit. Thisobjed correspondsto the Aglet’s ‘misson’. The new slave
Aglet then dispatchesitself to the marketplaceto cary out its orders. Up to this point, buyer and
seller Aglets behave in the same way. When they read the marketplace sell er Aglets wait for
conversations to beinitiated by visiting buying Aglets. Seller Aglets persistently remain at the
marketplacewhil e buyer Aglets visit and then leave when their transadions are cmpleted.

The detail s of eat conversation between buyer and sell er are stored by both sidesin a separate
conversation ohed. All Aglets maintain avedor of conversation oheds, meaning that multiple
conversations can be cnducted simultaneously. Conversations are identified by concatenating
the Aglet identifiers of both partiesto the cnversation. Once atransadionis completed, the
sales Aglet sends natification badk to its master Aglet via amessage that contains an oljed. A

buyer Aglet does nat send badk any information to its master until all of its conversations are
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completed. At thispaint, it sends a message bad requesting for it to beretraded. Onceit
arrives bad at its home server, it deliversal of the information it has bought to its master. Both
the buying and selli ng masters gore the information returned asfiles. Users can invoke servlets
via aweb page that displays the mntents of the fil es as web pages. In thisway, information
abou the transadionsis returned to the user.

Seller Buyer
Data Input Transactions Search Search
’ Report Input Results
HTML Form HTML Page HTML Form HTML Page
Input Oquut Input Cutput
Servlet Servlet Servlet Servlet
Serialised Serialised Sertalized Serialized
Chject 1 Object 2 Object 1 Object 2
Report on

transactions

Iaster Aglet carried out. Master Aglet

Infotmation
bought from
the sellers

Slave Aglet Slave Aglet
“ MARKETPLACE J
(Aglet Server)

Figure 4.3 How information flowsto, from and between buyersand sellers.

4.4 Design decisions.

Over the murse of designing and implementing the system, many minor dedsions and
judgements abou various isaues were made. Some of the more significant dedsions are
discussed below.

4.4.1.1 One or multiple marketplaces.

The dedsionwas made to orly hande asingle marketplace Thiswas dore primarily for
reasons of simplicity but also asthisishow it is believed such a system would redly operatein a
commercial environment. With a single marketplace al i nformation in the system can be held
in ore place— avoiding the need to make dedsions with orly partial information. In the

situation where there ae multi ple marketplaces, a buying agent would have to visit all the
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different marketplaces twice, onceto colled the information (such as prices and quality) and
onceto cary out the transadion. Agents do nd neal to maintain an iti nerary of destinationsiif
thereis only one destination.

However, a single marketplacedoes suffer from several disadvantages. Thereisan inherent
scding problem with carrying out al transadions onasingle server. Thereisasingle point of
failure. From an econamic point of view, the ésence of competition ketween marketplaces
would reduce presaure to continually improve standards. As a single marketplaceby definition
must cope with all participants, there would be no oppatunity to spedalise in certain types of
souls. Thisdrawbadk isrelated to the scding isaue, because the aility to identify a duster of
similar souls makes the seaching processmore dficient. For example, souls containing data

abou cars might be dl onthe same server, making the search for car information simpler.

4.4.1.2 Serialised objects.

Serialised oljeds are used to transfer information from the servlets to the master Aglets and
from the master to the slave Aglets. Thiswas partly because dl i nfformation the Aglets handed
had to be caable of being serialised and partly becaiseit iseasier to ded with urformatted
information wsing objeds. The dternative option would have been to try to store the information
in structured files or arelational database.

4.4.1.3 Information Representation.

A key issue was whether to hard code one or more data format standards into the system or to
remain reutral, al owing the posshility of multi ple data formats. There ae several
adknowledged standards such as the previously mentioned OPSor CPEX standards that could be
used. Alternatively, the aedion d adataformat spedally for the goplicaionwas also
considered.

It is much simpler to write code that just caters for one or more known data formats but it would
be lessuseful. Given the nature of the problem being addressed, many data formats, as yet
unknown or uncreaed, may be gplicable. For thisreasonaformat neutral approach was taken.
Thisrequired that the both the servlets deding with the data input and the Aglets representing
the users could handle abitrary amounts and types of data. The data structure isimpaosed at the
web page level by varying the number, type and rame of the form elements. The web forms

must adhere to certain standards auch as always including fields that will i dentify the buyer or
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seller or starting form element names in adefined way. It must be ensured that the web forms
for bath the sellers and buyers are @mnsistent with ead ather.

One way to ensure consistency between seller data and bwyer seaches would beto derive bath
from a common source such as an XML document that defines the information format. This
would require aservlet to creae the sell er’ sinpu form and the buyer’ s criteria search form (bath
HTML pages), from a Document Type Definition (DTD). Thiswould make the gplicaionfully
flexible but unfortunately, due to time anstraints it must be li sted in the future work sedion,

rather than amongst those implemented.

4.4.1.4 Transaction repudiation.

If buyer and sell er ded diredly with ead ather for the entire transadion with no‘objedive’
third party, thereisarisk that arogue buyer or seller could try to renege. For exampleif abuyer
makes an agreament to buy some information in return for some payment either party could try
to renege by not fulfilli ng their part of the bargain, the buyer may nat send payment or the sell er
may nat sendthe information. For thisreasonan ‘escrow’ Aglet was creaed. At the outset,
both parties must agreeon the use and choice of the escrow Aglet. When the negotiations reat
the final stage where information and money is abou to be exchanged, bah perties snd their
information a money to the escrow Aglet instead of diredly to eat ather. When it has receved
both the money and the information, it forwards the money to the sell er and the information to
the buyer. Inthisway, agent fraud is prevented. Thisisalso useful if thereisafailure by either
sideto thetransadion. It doesrequire that the escrow agent isfully trusted by both buyer and
seller. It shoud therefore be independent of both.

4.4.1.5 Enforcement of usage policies.

When the sell er provides ssme information to a buyer, the price settled on dgpends on what
usage the buyer is going to make of it. It would be expeded, for example, that alower price
would be charged for a buyer that only wishesto use the information orcethan ore whowill use
it repeaedly. A sender of spam could purchase the right to use an email addressonce and then
bombard it with urwanted buk email. How this usage pdlicy isenforced is akey issue for
sellers. A coupe of methods for addressng this problem are discussed in the Future Work
sedion d Chapter 6.

34



4.4.1.6 Honesty and / or Accuracy of Seller Information.

One of the problems with asking people for nonfadual information such as opinionsisthat the
very ad of asking may change the answers they give, the gorementioned Hawthorne Effed.
This problem is compounded when incentives are off ered to oltain the information, asthis raises
theisaue of information keing gven solely to oltain the reward. Some dishorest users may try
to register many fictiti ous identiti es in the hope of gaining rewards for doing so. Thisisan
important issue & even asmall propation d people doing thiswould damage the aedibility of
the system with data users.

Fortunately, several methods and approadhes can be taken to discourage such pradices. Login
passvords could be mail ed to the postal addressgiven at registration. Identities could be
verified by the use of credit card numbers or bank ac@urt detail s. Dupli cates of anyone dready
registered would na be dlowed. Nevertheless it isvery difficult to adequately addressthis
problem within the gplicationitself. Thereisthus no attempt made to verify the information
given by the sell er within the gplication.

4.4.1.7 Potential Problem with Buyers.

Thereisapatentia issue with buyerstrying to oltain more information than they have paid for
by abusing the system. For example by obtaining criteriainformation and then terminating the
transadion, no @yment would be due. To courter this the buying Aglet deletes any information
not adually purchased before returning to its home server. The system asit is doesnat alow
Agletsto be modified but it would be desirable to eventuall y relax this restriction. When this
happens, it could nd be guaranteed that the same pradicewould continue. Thisisproblemis
one example of the more general Aglet verificaion and seaurity problem discussed in Chapter 3.

4.4.1.8 Coping with Failure.

Thetime d theinitiation o every conversation between agentsis noted. All conversations are
expeded to read aterminal state (acceptanceor rejedion) within a cetain period (which can
atered by the locd system administrator). If the conversations do nd read certain pants (such
asrecaving apricemessage) within that time, they are deamed to have failed and are
abandored. When this happensthe conversation oljed for that conversationis flagged as being
deleted.
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4.4.1.9 Exchanging Money between Aglets.

The gplication daes naot provide any red money exchange mechanisms. Eledronic money
would be anided solution bu incorporating one of the avail able digital cash systems was
beyondthe scope of the projed. Instead ‘cash strings are transferred between buwyers and sell ers
as representatives of what would adually be used if ared digital money scheme was
implemented.
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5 Implementation.

“T he god of Computer Scienceisto buld something that will | ast at least until we'vefinished
buildingit.”
Anonymous

In this chapter, how the @nstituent parts of the system were implemented is discussed in detalil .
The dhapter isdivided logicdly into threeareas of functionality: the Soul Seller, the Soul Buyer
andthe Marketplace Finally, the development environment used is described..

5.1 Soul Seller.

This modue aversthe entry of information by the data subjed into the system, its conversion
into a selling ave Aglet (a“soul seller’) and the subsequent recording and dsplay of all
transadions involving the data subjed. Theinformationflow isfromaHTML web formto a
Java servlet where an oljed, the data subjed’s *Soul’, iscreaed and serialised. Thisobjed is
then deserialised by amaster Aglet, which passestheinformationto a aeaed slave Aglet. This
slave Aglet or soul seller dispatchesitself to the marketplace Astransadionsare caried ou,
informationis sent badk to the master Aglet, which makes the information avail able to a Java
servlet, which can be cdled fromaHTML web form.

In the Soul Seller modue, there ae several web pages, serviets and Aglets. These ae numbered
and listed here. Each element isreferred to in the text by a number in bradkets.

1) HTML inpu form—ssshtm

2) Javaservlet — storeDetail s.java which creaes and stores the sinfo ohjed.

3) Seridised ohjed — based onslinfo.java, saved as afile with its name ending in ‘.ss$

4) Aglet —sMaster.java

5) Soul Seller Aglet —sSavejava

6) Seridised ojed —thereard o results are saved as afile with its name ending in *.sg’
7) Javaserviet — getSResults.java, which returnsinformationasa HTML page

8) HTML form —sssresults.htm
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Figure 5.1 Cycle of control through the system.

All datasubjed informationisinitialy inpu into the system viaHTML web forms (1). This
dataisone of four types. Thefirst typeisthe data necessary to identify and contad the data
subjed, data such as name, addressand email address These fields are mandatory. The second
type of dataisthe arswersto system spedfied questions auch as* Are you employed?” or “Do
you have amobile phore?” The user can answer as many or as few of these as he desires. The
third type of data ae freeform, user defined labels and answers. For example, the user may
chocseto give detail s of hishoblies or sports preferences. The fourth type of dataisthe prices
set for al the other types of information. Users can set whatever pricethey like for eat
individual pieceof information. They can also set pricing palicy to determine what multiple or
fradion d the standard priceis charged depending on how the informationisused. The
standard priceis presumed to be for a ommercial organisation wsing the information internally
andfor aonceoff purpose, for example asingle mail shot. Users can chocseto increase or
deaease the price depending on whether the information is used multi ple times, by other

organisations or by non-commercial organisations sich as charities.
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Soul Seller System Freeform Data Entry

Vhe Do You Want To Sell Your Seul To Today? Enter in the fields below any additional information you wish to include.

Headings Data Price
Please answer the questions below. The questions marked with an asterix (¥) are mandatory but all other
questions are entirely voluntary. Beside each field or group of fields is & place to enter the standard price for [e.g. Hobhies [vintage Car Restoration Blo.s0
which you wish to sell that information, ¥ou can then set usage policies and prices I I o
Tust semesmber that the mors information you give, the more you can sell - and for higher prices tool | | glo.00
| | i
I I [ 3o
Please identify yourself:
Price
Family Name* | l_ Usage Patterns
00.00
First Name* .
I Standard Tsage (single use, only by 100%
Date af Birte™  |ddmrmyyasy 00.00 buyer) °
Sex @ Male ¢ Female 00.00 Multiple Usage Allowed 100 o
External Usage Allawed 100 o
Statistical usage only 100 o
Please provide the following contact information: . .
Charging/User Policy
Strast Address | -
Price for il Standard Clommercial Crganisation 100%
Address feont.,) | postal address o © o l—
lon Commercial Organisation 100 24
Postal Cade (if any) 0.00 Y
. Research Organisation 100 o
Cigy | Price for general Charity O " W“
arity Orgawisation
County (if any) area information LT ¥
00.00
Country Voumay be asked further questions sbout all of ihe areas you have selected.
E-mail address* 00.00
Sell My Saull FesetFom_ |

‘What further information are you willing to give?
Select any of the Following options that apply:

Are you employed? © Yes © Mo

Do you follow or play any sports?  Yes € Mo
Do you drive a car? T Yes € No

Are you a graduate?  Tes € o

D you oven yaur evin Home? © Yes ¢ Mo

D yau have a pension? © Yes € Mo

Are you a parent?  C Yes € o

Do you own or use a mobile phone? ¢ Yes € o

Figure 5.2 Screenshot of the Soul Seller Information Entry web page

Once dl of the required and volurtary information hes been inpu, the informationis checked
and processed by a Java servlet (2) when the submit buttonis pressed. This Java servlet resides
on the same server as the web server but could reside anywhere. The purpose of the servlet isto
chedk the incoming data for completeness(athough some dient side cheding is done using
JavaScript) andto crede an instantiation d the sinfo ojed.. Thisobjed isthen seriaised (3)
and stored in aplacewhere the sMaster Aglet, the selling master Aglet (4), chedks for new
objedsregularly.

The sinfo oljed contains al of theinformation recessary for asSlave Aglet (5) to cary out its
task. It carriesthe name andall other information, gicing and pdicy data from the HTML form
aswell asthe methods to properly accessand changeit. The sMaster Aglet resides onthe Aglet
server runring on the same macine athe HTTP server, though it too could run anywhere.
When this deteds a new serialised oljed it deseriali ses the objed and reaeaes the sinfo oljed.
It creaes anew sSlave Aglet and passs it the sInfo oljed aswell as the destination addressof

the marketplaceAglet server as arguments Aglet.
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When the new Aglet is creaed, it chedkswhere it isandif it is at its home location, it dispatches
itself to the Aglet server at the destination addresspassed to it. What happens when it moves to
this new addressis covered in the Marketplacemodue. Its parent, the sMaster Aglet, has
functions other than just creaing sSlave Aglets. When it isfirst adivated, it creaes an Escrow
Aglet that is dispatched to the marketplaceAdglet server to ad as a trusted go-between for the
selling and bwing Aglets. When atransadionis completed using the Escrow Aglet, it forwards
detail s of the transadions to the sMaster Aglet, which stores the transadion persistently (6).
When the original data subjed wishes to seewhat transadion have been carried ou ontheir
behalf they invoke ancther Java servlet (7) that gathers thisinformation and dsplays all the
detail s as aweb page (8).

5.2 Soul Buyer.

This modue oversthe entry of the buyers' criteriainto the system, the nversion o this
information into a buying Aglet and the subsequent return and dsplay of the gathered
information. It isvery similar in composition to the Soul Seller modue, containing web pages,
Javaservlets and Aglets. These aelisted here and are referred to in the system walk through by
the numbersin bradets.

1. HTML inpu forms— sbs.htm

2. JavaServiet —storeCriteriajava

3. Seridised oljed — based onblnfo.java stored as afile with its name ending as ‘.sbs
4. Aglet —bMaster.java

5. Soul Buyer Aglet —bSavejava

6. Serialised olgea —the results are saved as afile with its name ending as *.sbr’

7. Javaserviet — getBResultsjava, which displays the information as aweb page.

8. HTML form—sbs results.htm

There aethreepartsto the HTML form where dl the detail s of the soul search are entered. The
criteria part all ows the data user to spedfy what type of personis desirable from which to gather
information. For example, the ided personfor a particular search might be an employed male
who has children and a ca but no pension. The data buyer is ableto set how important ead
criterionisin ascade from Mandatory, to Very Important, Important and Niceto Have. In
addition, an overall tolerancelevel can be set so the degreeof match could vary from very close
to much looser. The second part of the form all ows the data user to choose which informationis
to be bought.
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Soul Buyer System
Vihose Soul Do You Wand To Buy Today”> Il'lf‘:!mlﬂﬁorl Reqmed
Please choose which information you wish to gather and how important it is - this will determine whether @
‘Soul will still be bought sven if the particular plece of information is ot available.

Using this web page 7o will bs sble to search and buy infosmation on sy ofthe many peopls registersd with I -
the Soul Seller System, You can specify the byps of pareon yon wish o trans st with using the eriteria ssction Hame o Impontance

and then specifiy whish information yrou wish to buy from them using the fields ssction. Stats what usags you [Fo mponancs <]
intend for the information ant the naturs of your organisation. After that tell us how many souls you want and Fostal Address T |Nalmponanca

ot budget and the SBS wil g0 get them for youl Bl dddvess ™ [Nemporence =]

Gendar r Mo Importance ¥

Date of Birth / Age r MNa Imparance =

Criteria.
e Geographical Region r No Impartance =

¥ou can choose some of the presst oriteria fislds and/or add some of your own. Make sure you rate how

important sach criteria is, as this will b built into the calculstion for weighing up the price of the information. Define your own fields!

[ [Nampanarce ]

Enter a name for your soul search:
| |Nn\mpnnan:aj
Criteria Desired Answer Importance [ [Ma Impanance ~]
Gendar " Male ¢ Female |Nolmporance ¥
Enter a tolerance level for 0-100.
Car Driver © Tes © Mo No Importance ~
0 means all criteria must be met ’F
Emplayad T Yes " Mo No Importance 100 means only mandatory criteria must be
Farent T Yes © Mo Mo Importance ~ tmet.
Enter Your Ovn Criteria and chose Yes or No. Usage & Your Organisation
— - - Trr—— Please answer the questions below shout how you intend to use the information gathered and what type of
Tes © Mo oImportance organisation you tepresent, Finally stats how many souls you wish to buy and what you are preparsd o pay

’7 & Tes © Mo No Importance = for them!

& - - X
Tes Ho Molmportance How do you intend to use the Only within my orgatisation ®
Enter Your Own Criteria and a Desired Value. Bfarmation? Itis for sxternal uss o
[e.g Hobbies [ vintage Cars [Fo mportance =] How many times do you iniend  Single, Once-off Use ®
f5 vise the infarmation? Multiple, Repeated Use I
| |Nu\mpunancej
A Charity? -
I [ [Na Impartance ~] A Ressarch Instituts? -
Iz your organisation: A nen commercial -
Enter a tolerance level from 0-100: organisation? ) .
0 means all criteria must be met 50 A commercial crganisation?
100 means only mandatery criteria must be met, How many Souls' do you wish
0
fo gather?
What is your budget? son.o0

Fetchl | Reset

Figure 5.3 Screenshot of the Soul Buyer Search Entry web page

Some fields auch as those for name, addressor email addresscan be seleded using atick box,
othersrequire afield name to be entered as freeform text. In the same way as for criteria,
individual fields are assgned ratings, and an overall tolerancelevel can be set.

Thelast part of the form asks the data buyer to indicate how the informationis going to be used.
They must indicate if the information oliained will be used only internally or externally, singly
or multi ple times and whether by a mmercial or charitable organisation. Finaly, the desired
number of soulsis requested along with the budget all owable for buying them.

Once dl of the Soul Buying information is entered and the * Submit’ buttonis clicked, a servlet
(2) isinvoked which instantiates an instance of the binfo oljed (3) and stores the data from the
forminit. ThebInfo containsal of the ‘misgon’ information recessary for the Soul Buyer
Adglet such asthe required criteria, fields, ratings and usage policy aswell asthe budget and
number of soulsto be bought. The servlet then seriali ses the objed as afile with an extension
that would causeit to be picked up ly the bMaster Aglet (4). This Aglet scans the diredory
where such oljeds are saved for new additions. When anew objed is creaed, the Aglet

deserialisesit and passesthe objed to a newly creaed bSlave Aglet (5).
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When the Soul Buyer Aglet iscreded, it first chedks whereit isandif it isat home, it dispatches
itself to the marketplace The detail s of what it does at the Marketplace ae @vered in the next
modue but onceit has completed its businessthere, it makes arequest badk to the bMaster Aglet
to retrad it badk to base. When it arrives bad, it gives al of the information it has gathered to
the bMaster Aglet and dsposes of itself. The bMaster Aglet saves thisinformationin afile that
can bereal hy the Java serviet (6). The servlet can be invoked from aweb page when the data
user wishesto seewhat information has been bowght on Hs behalf. The servlet displaysthisasa
web page and gives detail s of how much has been spent and hav much of the original budget is
left.

Soul Buyer System

Your search name was: searchl
Eelow 1z the record of the mformation obtaned and deals made by your agent on your behalf

Criteria Fields

Cost
religion pension sex email name
Tou gotta ask? Mo Male woorleon@mafiacom  Vinny Corleone  $23.87
Catholic Mo Male larry oneilli@es.tedie Larry OTel $11.89
Mot Telling Tes Male wcahill@ted ie WVinny Cahill F14.45
Jewish Tes Male pp@ac.com Paul Prendergast  $16.4

Total Spent: $66.61, Budgetted Amount: $100.45 leawing $33.84 unspent

MNumber of Souls contacted: &, Mumber of souls required: 4, Mumber of souls obtained: 4

There were other negotiations but these faled due to the following reasons:

"Termunated at Price Stage due to Price not competitive." ocourred 2 times.

Figure 5.4 Screenshot of the web page returning resultsto adata user.

5.3 Marketplace.

The marketplacemodue vers what happens when the Soul Buyer and Soul Seller Aglets are
brought together on the same Aglet server. The main comporents, the Escrow, bSlave and
sSlave Aglets, were dl briefly introduced in the previous dions. They are dedt with in more
detail here. In addition,anew objed cdled a Conversation ohjed is used aswell. The
marketplaceitself isthe standard Aglet server, cdled Tahiti, which is supgied with the Aglets
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Software Development Kit (ASDK). It allows Aglets with arbitrary code to migrate to and
exeaute onit. It provides saurity restrictions that only all ow certain types of instructionsto run.

In the devel opment of the system, all Aglets being used were aeded by the developer and hence
known na to be malicious. Seaurity could be left relaxed and open. For example, al Aglets on

all serverswere dlowed to bah read andwriteto all | ocd files. Thiswould na be permissbleif
the system was implemented in ared situation. Seaurity policies were set by asggning

privil eges (such asfile acceg to either certain named Aglets or by creaing ageneral ‘trusted’ or
‘untrusted’ divide, with trusted Aglets being granted greaer rights. Thiswas done within the

Tahiti server.

The Aglets used in the system are dl based onthe Master-Slave pattern as described in [Lange,
199§. Thisisascheme where astationary master Aglet can delegate atask to a mobile slave
Aglet. Both the sSlave and tSlave dassesinherit from an abstrad, general Slave dass They
share methods to li sten for messages, to handle invalid Messages and to request retradion,
amongst others. Both type of Aglets are aeaed by their master Aglets and are passed an oljed,
which contains their operating instructions. They both then d spatch themselves to the
marketplace the Tahiti server. The selling Aglet does not do anything further until it is
contaded by abuying Aglet. The buying Aglet first obtainsalist of al other Aglets onthe
server. If there aenoselling Agletsto ded with it deadivatesitself for awhile, periodicdly
waking to rechedk. Eventualy if there ae still nosuitable Aglets avail able, it returnsto its home
server and dspaoses of itself. However, if some suitable Aglets are found,a mnversationis

initi ali sed with them, which foll ows the pattern shown in Figure 5.5.
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BUYING AGLET SELLING AGLET

INIT |::>
<:| INIT OK
CRITERIA \_;> <:|

WANT TO BUY
DO NOT WANT

TOBUY
(| prace

ACCEPT
REJECT

MONEY /O—/——b INFORMATION
CONFIRM |::><:| CONFIRM

Figure 5.5 Conversation pattern between buyer and seller Aglets.

CRITERIA RESPONSE

5.3.1 Conversation Process.

The buyer istheinitiator of al conversations  the mnversation processis described here from
its point of view. Thefirst thing asoul buyer Aglet doeswhen it arrives at the marketplaceis to
make alist of all the soul seller Aglets present in the same cntext. It then initi ates
conversations with al of them by sending eat of them an INIT message. The selling Aglets
shoud respondwith an INIT OK reply message. At this dage, a new conversation ohjed is
instantiated by both Aglets. A uniqueidentifier isrequired for eat buyer-seller pair. Thisis
creaed by combining the identiti es of both the buying and selli ng Aglets, which are themselves
unique, into a onversation ID which is held by the conversation ojed. This conversationID is
then sent with every message between the bbuyers and sellers. Each buyer and sell er maintains a
record of all conversations they areinvolved in, in avedor of conversation oljeds cdled the

conversationReaord.
The soul buyer Aglet, orceit recevesthe INIT OK message, sendsits CRITERIA message to
the respondng soul seller Aglets. This contains avedor of field names, for example [gender,

city, employed, pension], that it will useto determineif the soul isthe typeit wishesto purchase.
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The seller Aglet shoud respondwith a CRITERIA RESPONSE message. This message
contains avedor of resporsesto the aiteria, for example [male, Dublin, Yes, Unknown]. The
buying Aglet goes through a process described in sedion 5.3.2that determines if the responses
returned by ead selling Aglet are of a sufficiently goodmatch with what it requires, to continue
the mnversation.

All of the soul sellersthat med the aiteriarequirements are sent a “WANT TO BUY” message.
Thosethat do nd are sent a “DO NOT WANT TO BUY” message and these conversations are
then dscontinued. The WANT TO BUY message includes a vedor of the field names that the
buying Aglet wishesto puchase, such as[name, email, salary, hobbes]. The resporse, a
“PRICE" message from the soul seller, indicates which of those fields requested are avail able
from the selli ng Aglet, for example [true, true, false, true]. It also states how much this

information will cost.

When the Soul Buyer recaves a PRICE message, it first chedsiif the gpropriate number of
fieldsare available to buy. A similar exercise asfor rating the aiteriaresporseisused to
determineif sufficient informationis avail able to warrant purchasing. If thisisnat the cae, a
REJECT messageis nt to the Soul Seller. If thisisthe cae, the soul buyer must then deade
which of the digible soulsto puchase. No dedsionabou thisis made urtil all of the
conversations in which the buying Aglet isinvolved with, have reached this point. The buyer
then carries out the process described in sedion5.3.4 of choosing which of the suitable soulsto
purchase. The dhosen sellers are sent an ACCEPT message whil e the rest are sent a REJECT
message and the conversations with these Aglets are discontinued.

At this dage, bath the buyer and the seleded sell ers are ready to complete the transadion. The
seller has made an dffer of information at a cetain price and the buyer has indicaed that thisis
an accetable price. To complete the transadion, the sell er Aglet must send an INFORMATION
message @ntaining the ayreed datato the buyer, whil e the buyer must send a MONEY message
containing a string representing the gpropriate anourt of digital money to the seller. For
reasons explained in sedion 5.3.5 the messages are sent via athird party Aglet cdled the escrow
Aglet. The escrow Aglet does nat immediately forward onthe INFORMATION or MONEY
messages to their proper destinations, the soul buyer and soul seller Aglets respedively. Only
onceit has recaved bah messages does it forward them on. Both parties then send amessage to
the escrow Aglet confirming recept. The transadion between that particular buyer-seller pair is
then completed, though neither may have completed their transadions with ather Aglets.
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When the buying Aglet has completed all of its conversations, whether successully or
unsuccesdully it sends amessage to its master Aglet asking it to retrad it. None of the buying
Agletsare retraded urtil al of the outstanding Aglets from the same master request retradion, at
which pdnt all of them are retraded. The buying master Aglet can then start sending any new
soul buyers to the marketplacethat have been creded in the meantime. When the soul buying
Agletsreturn hame they ead send a message to the master Aglet with the detail s of all the
transadions ead has caried ou. Each then disposes of itself.

It isworth nding that bath types of Aglet can carry on multi ple conversations smultaneously, so
that eat conversationisinterleaved with athers. Thisisthe reasonfor the use of the
conversation oljeq, to record the detail s of ead conversation. For the soul buyer ead stage of
the conversation processis designed to filter out unwanted souls llers © that the compli cated
processof choosing which soulsto buy islimited ony to those digible. Discontinued

conversations have aflag marked asfalsein their conversation oljed.

5.3.2 The Rating / Scoring Process.

The same processis applied to bah the aiteriaresponses and the information field resporses.
When the Soul Buyer web pageis used to creae anew seach, thereisarequirement to seled
the importanceratings of eat of the aiteriaor fields chosen. Each of theseratingsis assgned a
value that will subsequently be used to cdculate afigure or score that represents how close a
match a given answer or resporse isto what isdesired. The scores are based to the foll owing
figures.

Mandatory - 1000

Very Important — 100

Important - 50

Niceto have—20

Not important - O
In addition, an overall tolerancelevel is st for al of the aiteria and all of the fields. When the
criteria or information resporse vedor isreceived bad from the soul seller, ead resporse given
is compared in turn with the desired answer. |f the two match the figure correspondng to the
rating for that answer is added to arunning score. When all answers have been dedt with the
score is compared with the total possbleif all answerswere asrequired. If the average
diff erence between them is greaer than the tolerance level spedfied by the data user, whichisa
number between 1— 100,then the soul seller isacceted, aherwiseit isacceted. Theratio of
the score to the total possbleisthen stored as an indicaor of quality of fit between what is
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desired and what is avail able. This quality indicator is used later when choosing which of the
eligible souls sroud be bought.

5.3.3 Calculating the price.

When the soul seller recavesa WANT TO BUY message, it includes avedor of the fieldnames
that the soul buyer wishesto buy. Not al of the desired fields may be avail able so aresporse
vedor is creaed indicaing which of the fields are offered. The priceof ead of these available
fieldsisthentotalled. To thisfigure, arandom amourt between Oand 1 ddlar for ead criterion
isadded, as such information shoud na be given fredy. A randam amourt isused to help
obscure the ad¢ual price of eadt field, so to prevent theindividual cherry picking of fields. It
also helpsin varying the souls chosen by buyers 9 that the same souls are being sold repeaedly.

Thefinal figure that will be returned with the PRICE message is cdculated by applying the
pricing multipliersin regard to how the informationisto be used and by whom. This may
increase or deaease the price depending on the situation. A wider usage padlicy for example,
would typicdly carry ahigher price. A data subjed may have chosen to charge charities only
50% of the normal price. The pricereturned refledsthese palicies. A data subjed may usethis
mechanism to eff edively prevent certain usages of his data by assgning them a prohibitively
high multiplier.

5.3.4 Choosing which Souls to Buy.

Once dl souls have been defined as either acceptable or unacceptable, adedsion must be made
abou which o the accetable souls are to be purchased. Different approadhes are taken
depending onthe situation. Briefly, if the soul buyer has alarge budget relative to the price of
souls for sale, the souls are chasen in arder of quality, regardlessof price If the budget is snall
relative to the price of the souls avail able, they are dhosen in arder of lowest cost first. If the
budget avail able is smewhere between these extremes then souls are chosen in order of theratio
of their quality to their price. The exad meaning of what a‘large’ or ‘small’ budyet is
determined by the average aost of the souls compared to the total budget per soul required.

The problem of choasing the optimal seledion d soulsto buy, given several variables of price
budget, quality and also timeisintradable. The number of cadculations required to work out the
optimal mix isa cmbinatorial function that explodesin value & the number of candidates
increases. This methodis by no means the most efficient or effedive, but it gives areasonable
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performancein avariety of situations for alow overhead. One drawbadk to this methodisthat it
requires al information to be avail able before any dedasion can be made.

5.3.5 The Escrow Aglet.

Thereisalargeisaie of trust between the buyer and sell er aglets. Ead isrelying uponthe other
to fulfil their side of the agreement when it comes to exchanging money for information. If
these messages were to be exchanged dredly and simultaneously with ead ather, bah would
be left exposed to the posshbility of the other reneging. For example, the soul seller could send
itsinformation bu never recave payment, while the soul buyer could send the money but never
receve the information. So, atrusted third party, the Escrow Aglet, which isimpartia to bah
sidesisintroduced to solve this problem.

The escrow Aglet hads messages snt to it urtil both halves of the message pair are receved.
Both messages are thedked to ensure the detail s match. For example, the string representing the
digital money shoud correspondto the price ayreed, the information shoud contain the required
number of fields. If thesetally, bath messages are sent onto their proper destinations. The
escrow aglet has afurther purpose — it sends detail s of the mmpleted transadion bad to the
Master sales Aglet to al ow it to keep records of al the transadions carried ou by the slave
Agletsit creaed.

5.4 Implementation and Development Environment.
In the development of the goplicaion, some compromises were necessary to recncil e the target

implementation environment (i.e. a heterogeneous network with multi ple servers) with aviable
development environment. The implementation d the gplicaionwas carried ou using an
Apade Web Server version 1.3.9that had the Apade JServ servlet engine version 1.0add-in.
The Aglet server, Tahiti version 1.0revision 7was used to hest all of the Aglets. Several Aglet
servers ran onthe same madine, distinguished by their use of different port numbers. Aglets
‘migrating’ from server to server never adually left the same macdhine but the processinvolved
was the same & if they had. Both Netscape and M.S. Internet Explorer were used to test the web
pages and serviets. All program code was written in Java version 1.1.8 sing the EditPlus text
editor version 1.25 ora Windows 98 PC.
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6 Evaluation, Future Work and Conclusions.

"These days, the wages of sin depend onwhat kind d deal you makewith the devil ."
Kara Vichko.

6.1 Evaluation.

There were four objedives for thiswork. The first was to establi sh that there was a requirement
for the gpplication developed. It ishoped that this was achieved by the aguments made in this

dissertation.

The second oljedive wasto creae an appli cation that fulfill ed the requirements discussed in the
problem domain. That is, to all ow consumersto sell their information dredly to data users.
Thisrequired that there be agrea ded of flexibility in the type and amourt of data cgable of
being handed by the gplicaion. Data users could literally want information abou any area
related to the data subjed. The gpli cation went some way towards all owing this flexibilit y,
although it provided quite li mited comparison test capabiliti es.

The Soul Seller application was developed exclusively using Javain a PC environment. It was
necessary to mimic amulti ple node network using just one machine by giving the various
serversin use different port numbers. The goplicaionwas siccessully developed and
demonstrated. Although much more development would be necessary to make it suitable for
commercial use, the concept of its use was confirmed.

The third ojedive was to creae an information representation structure that can store and
processagrea diversity of dataformats andtypes. Thiswasonly partialy achieved. Becaise
extensible data structures such as Veaors and Hashtables were used, bath of which can store
objeds, most types of data wuld be stored. However, only very limited types of data can be
gueried or compared. For example, criteria can orly be compared as whether they equalled a
singlevalue. It isnot possbleto set criteria using multi ple values, ranges, greder than o less

than operators. This obvioudly restricts the flexibility of the system.

The fourth oljedive was to test the suitability of agent techndogy, in this case, IBM’s Aglets,
for the gplication. Having implemented the system only using aglets for the transadion
processng modue, it is difficult to seehow such an exclusively agent based solutionwould be
viable. There ae spedfic limitations also imposed by the Aglet environment. It wasfound,for
example, that messages between Aglets could na be larger than 64K although this was not
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documented anywhere. The number of Agletsit was possbleto run onasingle Aglet server was
also limited, depending onthe size of the Aglet but a pradicd limit of around 20was foundfor
Agletswith classfil e sizes of around 14. More memory would be utili sed when carrying out
multi ple transadions.

Although it isafunction d the gplicaion design thereis an inherent scdability problemin
requiring every buying Aglet to initiate a ©nversation with every selling Aglet. Thisresultsin
an exporential rise in the number of conversations as the number of Agletsincreases. Thiswas
evident from problems with the system slowing down, experienced even when the number of
Aglets onthe server was below twenty. Although having multi ple marketplaces (or Aglet
servers) hosting the Aglets would speed upseaching asit could be dorein parallel by severa
buying Aglets working on the same seach simultaneously, the same number of transadions
would oceur. It was therefore ancluded that using Aglets exclusively was problematic. If just
the selli ng Aglets were replaceal instead by a database that held the information o all of the data
subjeds, the scding problem would be much leseened. Thisform of solutionwould retain the
benefits of using the buying Aglets auch as the reduced communicaion overhead and improved

information seaurity.

A further benefit from using Aglets was that the design processwas made eaier. Using Aglets
allows the designer to think in qute natural terms when working onthe high level design, asthe
agent is almost thought of as ahuman. This anthropamorphic quality of the agents was
particularly apt as the agents were adually meant to be representing humans.

6.2 Future Work.

The problem the goplication was envisaged to solveisalarge and complex one. The relatively
simple gplication resented here only addresses the basic isaues of automated negotiated val ued
information exchange. There ae a onsiderable number of improvements and innovations that
could be caried ou to make the system more useful, useable andreliable. These ae discussed

here.

6.2.1 Allow External Aglet Development.

The Aglets developed for the goplicaion are only one of many possble Aglets that could be
used in the system. Whileit raises obvious ®aurity isaues, al owing usersto define their own
buying or selling Aglets would have several benefits. Firstly, users could satisfy themselves as
to theimpartiality, opennessand seaurity of the system. Sewndy, greder functionality and
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improved performancewould inevitably result when a community of developersisinvolved
compared to that achieved by a single developer.

In order to permit this, vastly improved marketplaceservices, beyondthe provision d just an
escrow Aglet, would berequired. A formal definition d the mandatory standards for both types
of Aglet would also be necessary to all ow interoperability between Aglets. Finally aprocessfor
the testing or vaidation d externally Aglets would be required to proted the marketplaceserver
and aher Agletsrunning onit. Thiscould be dore via more fine-grained implementation o

seaurity palicies, for example by reserving certain privil eges for system Aglets.

6.2.2 Generic DTD Reader.
The data formats carried by the Aglets, whether buyers or sell er, are determined by the HTML

formsthat are used to inpu the information. As mentioned in Chapter 4, there is a requirement
to automaticaly generate HTML forms from Document Type Definitions (DTDs). Esentiadly a
Java Servlet would take the DTD and construct bath a Soul Sell er information entry web page
and the arrespondng Soul Buyer query construction web page, bath complete with the
mandatory fields. The generated web pages would need to be compatible with the gplicaion’'s

existing servlets and Aglets as well as ead aher.

6.2.3 Improved Client Functionality.

6.2.3.1 Information Editing.

There shoud be afadlity to al ow information already provided to the seller Aglet to be edited
and updted. In addition,it shoud be posdble to include abitrary documents and fil es with the
objed passd to the representative Aglet.

6.2.3.2 Ongoing and Automated Provision of Information.

Allow links with ather applications (such as browsers) that could colled information abou the

user in an noninvasive way, which could then be subsequently sold viathe Soul Sell er system.

6.2.3.3 One (or n) Shot Email Addresses.

These amail addresses only forward the first n email s recaeved (depending on hav many ‘rights
to email were purchased) to the sellersred email address Oncethis number isreaded, all
subsequent email i s bourced bad to the sender. The temporary email addresses could be

generated by the marketplacein asimilar way to hav unique referenceidentifiers (perhaps based
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onthered email addres are generated. Thiswould require the marketplaceto runamail server
with a database that recorded which generated addresses matched which red email addresses and
also kept count of how many times ead generated addresshad been used. Thiswould help
aleviate cnsumer feas of their email addresses falli ng into the hands of senders of unsolicited
commercial email (UCE) or spam asit is more commonly known.

This applicaion reed na necessarily betied in with the Soul Seller applicaionasit islikely that

thereisarequirement for this srt of applicaionfor general use.

6.2.3.4 More Flexible Price Negotiation.

Allow buyer agents to reformulate their field requirements when the pricesinitialy returned are
more than it can afford. Theleast necessary fields could be dropped and the query resubmitted.

6.2.3.5 More Sophisticated Pattern Matching.

At present the system, when matching criteria between buyer and sell er, can only handle simple
equals or nat equalstests. Therange of tests avail able shoud be expanded to include gredaer
than or lessthan and multiple selediontests. It shoud be possble to get the same flexibility as
SQL offers when querying databases.

6.2.4 Improved Marketplace Services.

Thereisagred ded of scope for the marketplaceAglet server to add more value in the process

6.2.4.1 Transaction Tracking.

Provision d aformal transadion trading servicewould enhancethe reli ability and
trustworthinessof the system.

6.2.4.2 Usage Policy Enforcement.

One way to ensure buyers keep to the usage agreament would beto try to deted violators. This
could be dore by sending ‘dummy’ souls along with the genuine ones to the buyer Aglet. The
dummy souls would contain email and contad detail s that are under surveill ance by the
marketplace If the agreed usage pdlicy is breaded, for example by sending multiple email s
when orly one had been paid for, the email addressfor the dummy would also recave one. The
errant buyer would then be caught. This could be ahieved by making use of the escrow Aglet
to hdd information for abuyer until al of the individual profil es purchased (or a cetain amourt
of them) arein the escrow Aglet’s possesson. When the informationisto be passed on,a
dummy profile is added to the red ones.
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6.2.4.3 Reputation Facility.

Much of the system is based ontrust so any feaure that enhances trust would be welcome.
Individual buying and selli ng agents could have their own reputations based on pevious
transadions with them. Agents might choase to oy transad with agents of known good repute
thereby motivating in-specbehaviour. Thisfaality would be made more necessary if users were
allowed to edit existing or crede their own Aglet code to represent them. A reputation could
also be gplied to authors of Aglets, where the agents of trusted authors are given greaer

privil eges than thase of unknown or untrusted ores.

6.2.4.4 Multiple Marketplaces.

The scdability issue could be dleviated by using multi ple marketplaceservers. If the selling
Aglets were dispersed over anumber of servers, parallel seaches could be performed by
multi ple buyer Aglets.

6.3 Conclusions.

From the analysis presented of the commercial trends and tedindogicd developments, it is
believed that thereis agood oppatunity to bring data subjeds and data users into contad with
eadt ather in away never before passble. This givesthe data subjeds the alvantage of
allowing them to profit from the use of their information whil e still retaining control over how
that informationis used, in short the benefits of connedivity withou the lossof control over
their privacy. It gives data users the alvantage of all owing them to gather alevel of detal abou
consumers never previously passble withou huge expense. It fadlit ates truly meding

consumer needs onaoneto ore basis.

It istechndogicd advances that make such arelationship passblein theory but only an acdual
developed applicaionwill make it posdblein redity. The result of thiswork presented here
represents a prototype of how such an appli cation might work. It has confirmed that the major
issuesto be addressed are the data representation and scding problems. Some cntribution has
been made in addressng problems such as trust between buyers and sell ers, pricing medianisms
andfadlitating usersin pricing and rating individual fields and criteria.

The gplication developed used agents exclusively for its transadion processng. Whil e this had
some significant attradions, the flaws that resulted meant that developing the goplicaionjust
using agentsis not aviable option. Thisisnaot to rule out the involvement of agents altogether,
just that they shoud be combined with ather types of tecdndogies such as databases 9 asto still
gain their paositive fegures while avoiding their drawbadks. The flexibility that the use of agents
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gave in the dhoiceof matching criteriawould be difficult to dugi cate using simple data base

gueries.

The use of agents all owed the design processto be gproached in avery natural way. It may be
that using agentsin prototype goplicaionsisagoodfit. Agent systems provide eay to use but
low performance migration and messaging fadliti es that removes the onus from developers to
addressthese breal and buter isauesin the prototype. This all ows them to concentrate instead
on solutions to some of the issues unique to the problem domain. Oncethe prototypeis
designed, the insight into these problemsis gained. This can be then used in the development of
the red system where performance, scdability, reliability and all the other normal charaderistics
of good cevelopment can be adieved.

The spedfic Agent Development Environment used, IBM’ s Aglets, was foundto be simple, easy
tolean andeasy to use. It doesladk some feaures gich asthe aility to restrict resource use and
suppat for strong migration. However, the problems experienced with the Soul Seller
applicaion dd na result from these deficiencies but rather from inherent design flaws.

The future work sedion d the dissertation provides some interesting suggestions for

development, na all of which are necessarily tied to the goplication dscussed. The one-shot (or
n-shot) email system could be auseful applicéaionin its own right.
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Glossary

Aglet Server: A host madchine that all ows agents to migrate to and exeaute onit. Servers
implement seaurity rules to prevent agents misbehaving. Servers are &in to the ‘market’
where seller agents and buyer agents med.

Criteria: The feaures of the data subjed that are used in seleding or rejeding them as
information providing candidates. For example, their level of income, ownership of a ca or
an addressin a particular area

Data Subjed: A personwhose personal information is avail able for sale through their sell er
agent.

Data User: An organisation that wishes to oltain information abou one or more data
subjeds, which they do through their buyer agents.

Information: Data bou the data subjed, which is purchased by the buying agent. For
example, name, address email address interests — may include some of the aiteriaused in
seleding them.

Marketplace The main Aglet server where Soul Buyers and Sell ers reside.

Master Aglet. The Aglet program that resides onthe locd server. Itsfunctionisto ded with
requests for new slave Aglets (whether Soul Buyers or Sell ers) and then overseethe
deployment of them

Organisation Policy: A seller agent may ded diff erently with a buyer agent depending on
who a what they are representing. For example, an agent from a charity may get more

accessto information for lesscost than anormal commercial organisation.

Price Dollars are used as the nominal unit of currency for all transadions. Individua data
elements (name, addressetc.) are priced by the data subjed. When abuyer agent requests a
set of information abou the data subjed (e.g. all contad detail s), the total pricefor this

informationis caculated, taking into acmurt the palicies and usage permisson (seebel ow)

involved.

Slave Aglet: An Aglet program whose functionisto represent asingle Soul Buyer or Seller.
They are aeded by Master Aglets and then dspatched to the Marketplace

Souls: All the information abou a single data subjed that has been passed to a Soul Seller
(selling Aglet). Datausers gedfy how large apopuation size they wish to purchase by
indicating how many Souls they wish to buy.
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Soul Seller: The Aglet that represents the data subjed. It possessesinformation abou the
data subjed that it will divulge to a buyer agent if the priceit requestsis met.

Soul Buyer: The Aglet that represents the data user. It has a profil e/criteria of data subjeds
abou which it wishesto buy information. If the priceof the informationis sufficiently low,
it will buy it.

Usage Permisdon: The adionsthat adata user is all owed to dowith information oliained
from a data subjed are spedfied by the usage permissons. These include for example, use

once and destroy, use multiple times, sell or passonto ahers.
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Appendix: Sample Source Code.
The sSlave Aglet (sSlave.,java)

package examples.projects;

import aglets.portal.base.*;
import com.ibm.aglet.event.*;
import com.ibm.aglet.*;
import java.net.URL;

import java.util. Hashtable;
import java.util.Date;

import java.util. Enumeration;
import java.util.Vector;

public class sSlave extends Slave {

private AgletProxy masterProxy = null;

private AgletProxy myProxy = null;

private AgletProxy escrowProxy = null;

private AgletID sAgletID = null;

Vector conversationRecord = new Vector(10);
public boolean repeat = true;

private double price ;

private String email, Iname, fname, escrowCode;
private sinfo mylnfo = null;

static boolean debug = true;

static boolean ddebug = false;

static int timeMultiplier = 1,

static String Marketplace = "atp://pc690:500";

public void onCreation(Object args) {

mylnfo = (sInfo)((Object[])args)[0];

try {
masterProxy = (AgletProxy)((Object[])args)[1];
escrowProxy = (AgletProxy)((Object[])args)[2];
escrowCode = masterProxy.getAgletID().toString();

}

catch (Exception e) {System.out.printin("Problem with MasterProxy or Escrow message

"+ e.toString()); }
addMobilityListener(new MobilityAdapter() {

public void onArrival(MobilityEvent event)
{

try {
masterProxy.sendMessage(new Message("NewSlaveProxy",

getAgletContext().getAgletProxy(getAgletiD())));
}

catch (InvalidAgletException iae) {System.out.printin("sSlave: " + iae);  }
catch (NotHandledException ex) {System.out.printin("sSlave: " + ex); }
catch (MessageException ex) { System.out.printin("sSlave: " + ex); }

public void run() {
if (atHome() && repeat) {

try {
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repeat = false;
sAgletID = getAgletID();
dispatch(new URL(Marketplace));
waitMessage(4000 * timeMultiplier);
} catch (Exception €) {System.out.printin(e.toString());}

} else if (atHome() && !repeat) {
uponReturnHome();

}else {
try {
waitMessage(1000 * timeMultiplier);
boolean temp = true;
boolean proceed = false;
while(!proceed)

try {
waitMessage(10000 * timeMultiplier);
for (int i = 0;i <conversationRecord.size() ;i++)

{
Conversation con =
(Conversation)conversationRecord.elementAt(i);

if (con.getAlive()) { temp = false; }

if ((temp) && (IconversationRecord.isEmpty())) {

conversationRecord.removeAllElements();
} else temp = true;

} catch (ArraylndexOutOfBoundsException aioobe)

{ waitMessage(1000 * timeMultiplier);
System.out.printin("Problem with counting the conversations! " +
aioobe.toString()); }
} catch (Exception e) {System.out.printin("Problem with sSlave " + e.toString());
}
}

public void uponReturnHome(){
dispose();
}

public void returnHome() {
try {
Message msg = new Message("RetractMe");
msg.setArg("url”, getAgletContext().getHostingURL());
msg.setArg("id", getAgletiD());
masterProxy.sendOnewayMessage(msg);

} catch (InvalidAgletException iae){System.out.printin("sSlave: returnHome IAE" +
iae.toString());

} catch (Exception e) {System.out.printin("sSlave: returnHome" + e.toString()); }
}

public boolean handleMessage(Message msg) {
myProxy = getAgletContext().getAgletProxy(sAgletiD);

if (debug) {send("Received a " + msg.getKind() + " message from " +
msg.getArg("name”) + "\n");}
if (msg.sameKind("INIT")) {
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try {
AgletID alD = (AgletID)msg.getArg(“"conversationiD");

String conversationID = alD.toString();
AgletProxy bProxy = (AgletProxy)msg.getArg("bproxy");
Conversation conversation = new Conversation();
Message sMsg = new Message("INIT_OK");
String fullConversationID = conversationID + getAgletID().toString();
conversation.setConversationID(fullConversationID);
conversation.setProxy(bProxy);
conversationRecord.addElement(conversation);
sMsg.setArg("conversationID", fullConversationID);
bProxy.sendOnewayMessage(sMsgQ);
if (debug) {send("Sent INIT_OK message ");}

} catch (Exception ex) { System.out.printin("sSlave: INIT" + ex.toString() ); }

} else if (msg.sameKind("CRITERIA REQUEST")) {

try {
Conversation con = getConversation((String)msg.getArg("conversationID"),
conversationRecord);

if (con !=null) {
Message cMsg = new Message("CRITERIA RESPONSE");
cMsg.setArg("conversationID", con.getConversationlID());
Vector criteria = (Vector)msg.getArg(“criteria™);
Vector responses = new Vector(criteria.size());
for (int x=0;x<criteria.size() ;x++)

{
String b = (String)mylinfo.getAttrib((String)criteria.elementAt(x));
if (b !=null) {
responses.addElement(b);
} else responses.addElement("Unanswered");

cMsg.setArg("responses”, responses);
con.criteria = criteria.size();
con.getProxy().sendOnewayMessage(cMsgQ);
if (debug) {send("Sent Criteria Response message");}
} else {System.out.printin("Big problem at the criteria stage! " + msg.toString());}
} catch (Exception e) { System.out.printin("Problem with criteria " + e.toString());}

} else if (msg.sameKind("l WANT TO BUY")) {
try {
Conversation con = getConversation((String)msg.getArg("conversationID"),
conversationRecord);
if (con = null){
Vector fields = (Vector)msg.getArg(“fields™);
String usage = (String)msg.getArg("usage");
String orgtype = (String)msg.getArg(“orgtype™);
Vector responses = new Vector(fields.size());
Vector answers = new Vector(fields.size());
double price = 0.00;
for (int x= 0;x<fields.size() ; x++)
{
String fName = (String)fields.elementAt(x);
fName = mylinfo.getFieldName(fName);
String b = (String)mylinfo.getAttrib(fName);
if (b !=null) && ('b.equals("XXX")) {
responses.addElement("true");
price = price + getPrice(fName);
if (ddebug){ send("Field: " + fName + " answer: " +b + "
price: " + price); }
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answers.addElement(b);
}else {
responses.addElement(“false");
if (ddebug){ send("Field: " + fName + " answer: =

false™); }
answers.addElement("Unknown");
}
}
con.setAnswers(answers);
double priceExtra = Math.rint(((1 + con.criteria) * Math.random()));
price = getUsagePrice(price, usage, orgtype);
price = price + priceExtra;
con.setUsage(usage);
con.setOrgtype(orgtype);
con.setPrice(price);
price = con.getNicePrice();
Message buyMsg = new Message("PRICE");
buyMsg.setArg("conversationID", con.getConversationID());
buyMsg.setArg("responses”, responses);
if (escrowProxy != null) {buyMsg.setArg("escrowProxy", escrowProxy);}
buyMsg.setArg("Price", price);
if (debug) {send("Sent Price message: "); }
con.getProxy().sendOnewayMessage(buyMsg);
} else { respondTolnvalidMessage(con, msg, "Incorrect ConversationlID given™);
}

} catch (Exception ex) {System.out.printin("sSlave: Problem sending the PRICE " +
ex.toString()); }

} else if(msg.sameKind("l DO NOT WANT TO BUY")) {
try {
Conversation con = getConversation((String)msg.getArg("conversationID"),
conversationRecord);
if (con = null){
String reason = (String)msg.getArg("reason");
if (debug){send("Received | DO WANT TO BUY message because " +
reason);}
con.setStatus("Stopped at Criteria stage due to " + reason);
deleteConversation(con.getConversationlD(), conversationRecord);
} else System.out.printin("Problem with | DO NOT WANT TO BUY! " +
msg.toString());
} catch (Exception e) { System.out.printin("sSlave: Problem with DO NOT WANT TO
BUY MSG." + e.toString() + msg.toString()); }

} else if(msg.sameKind("ACCEPT OFFER")) {
try {
Conversation con = getConversation((String)msg.getArg("conversationiD"),
conversationRecord);
if (con = null){
Message aMsg = new Message("CONFIRM");
aMsg.setArg("conversationlD", con.getConversationlD());
con.getProxy().sendOnewayMessage(aMsg);
sendInformation(con);
} else System.out.printin("Problem with ACCEPT " + msg.toString());
} catch (Exception e){System.out.printin("sSlave: ACCEPT" + e.toString() +
msg.toString());}

} else if(msg.sameKind("REJECT OFFER")) {
try {
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Conversation con = getConversation((String)msg.getArg("conversationiD"),
conversationRecord);
if (con = null) {
String reason = (String)msg.getArg("reason");
con.setStatus("Stopped at Price stage due to " + reason);
deleteConversation(con.getConversationlD(), conversationRecord);
if (debug) {send("Received REJECT OFFER message, because of " +
reason);}
lelse System.out.printin("Problem with REJECT " + msg.toString());
} catch (Exception e) { System.out.printin("Problem with: REJECT" + e.toString() +
msg.toString()); }

} else if(msg.sameKind("MONEY")) {
try {
Conversation con = getConversation((String)msg.getArg("conversationiD"),
conversationRecord);
if (con !=null) {
String money = (String)msg.getArg("money string");
con.setMoney(money); // store the money string!
if (debug){send("Received the money! " + money);}
msg.sendReply(true);
} else System.out.printin("sSlave has problem with receiving the money!");
} catch (Exception e) {System.out.printin("sSlave: MONEY" + e.toString() +
msg.toString());}

} else if(msg.sameKind("COMPLETED")) {
try {
Conversation con = getConversation((String)msg.getArg("conversationID"),
conversationRecord);
if (con !=null) {
con.setStatus("Completed");
deleteConversation(con.getConversationlD(), conversationRecord);
} else System.out.printin("Problem with COMPLETED " + msg.toString());
} catch (Exception e) {System.out.printin("sSlave: MONEY" + e.toString() +
msg.toString());}

} else if (msg.sameKind("escrowCode")) {

try {
escrowProxy = (AgletProxy)msg.getArg("eproxy");
} catch (Exception e) {System.out.printin("sSlave: Escrow problem " +
e.toString()); }

} else if (super.handleMessage(msg) == false) {
System.out.printin("DEBUG: hM (master) " + msg.toString());
return false;

}

return true;

}

public void send(String s)  {
try {
Message m = new Message("Message");
m.setArg("Text", "From: " + mylnfo.getName() + " " + s);
masterProxy.sendOnewayMessage(m);
} catch (Exception €)  {System.out.printin("sSlave: SEND" + e.toString()); }

public double getPrice(String s){
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double result;
if (s == null) {return 0.00;
telse {
result = mylnfo.getPrice(s.toLowerCase());
}

return result;

public double getUsagePrice(double p, String u, String 0) {

}

double usageMultiplier, orgtypeMultiplier;
usageMultiplier = orgtypeMultiplier = 1;
if (u.equals("Internal&Single™)) {
usageMultiplier = 1;
} else if (u.equals("Internal&Multiple™)) {
usageMultiplier = getPrice("multiple™) / 100;
} else if (u.equals("External&Multiple™)) {
usageMultiplier = (getPrice("external") * getPrice("multiple")) / 10000;
} else if (u.equals("External&Single™)) {
usageMultiplier = getPrice("external™) / 100;
} else usageMultiplier = 1;
if (0.equals("Charity™)) {
orgtypeMultiplier = orgtypeMultiplier * getPrice("charity") / 100;
} else if (0.equals("Research™)) {
orgtypeMultiplier = orgtypeMultiplier * getPrice("research™) / 100;
} else if (0.equals("Noncommercial™)) {
orgtypeMultiplier = orgtypeMultiplier * getPrice("noncommercial) / 100;
} else orgtypeMultiplier = 1;
return p * usageMultiplier * orgtypeMultiplier;

public void sendinformation(Conversation con) {

try {
Message msg = new Message("INFORMATION");

msg.setArg("conversationID", con.getConversationlID());
msg.setArg("information”, con.getAnswers());
msg.setArg("price”, con.getPrice());
msg.setArg("usage”, con.getUsage());
msg.setArg("orgtype", con.getOrgtype());
msg.setArg("bproxy", con.getProxy());
msg.setArg("sproxy", myProxy);
msg.setArg("name"”, mylnfo.getName());
escrowProxy.sendOnewayMessage(msg);
}  catch (Exception e) { System.out.printin("sSlave: MONEY" + e.toString());
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