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With traditional genetic testing, doctors collect DNA
samples, explain test results and advise patients on
treatment options. With direct-to-consumer (DTC)
genetic testing, private companies provide genetic tests
and results in commercial transactions. Consumers
provide DNA samples directly to DTC genetic testing
companies, with results provided back directly to
consumers, typically online and usually without
involving doctors.[1] Direct-to-consumer genetic tests
range from health-related tests with significant
healthcare implications (e.g. disease predisposition) to
the so-called recreational genomics with no discernible
implications (e.g. earwax consistency).[2]

Of particular concern has been the offering of health-
related tests outside the traditional medico-legal
environment. Questions have been raised about the
quality of health-related direct-to-consumer genetic
tests and whether results are understandable by the
average consumer. Concern has also been expressed
about the appropriate regulation of the DTC genetic
testing industry; at present DTC genetic testing
purchases are normally governed by corporate contract
and privacy policies. It is questionable whether
consumers are giving valid consent for the tests and
participation in DTC genetic testing research. Finally, there is a consensus that
consumers often have insufficient understanding that the terms and conditions
they agree to on DTC genetic testing websites (when they click "I agree") are legally
binding agreements.

While debatable, let's assume health-related DTC genetic testing tests are accurate
and valid, meaning laboratories conducting tests are accredited and tests identify
genetic variations with scientifically established links to health-related conditions.
For tests to provide personal utility - information someone can do something with -
consumers must be able to first understand their test results.

Direct-to-consumer genetic tests are not medical tests, with the industry
emphasizing they are for 'research, information and education' only and not to be
considered as a diagnosis. Interpretation of DTC genetic testing results, presented
by companies in standardized numeric form, and their use in healthcare decision-
making is left to consumers. While many companies actively suggest consumers
consult their doctors or genetic counselors, that also is left to the consumer.

DTC genetic testing results for disease predisposition are essentially two numbers:
the consumer's own personal lifetime risk of developing a given disease and the
average person's lifetime risk of developing that same disease. So ... it seems that it
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should be straightforward for a consumer to compare two numbers objectively and
determine if their lifetime risk is higher or lower than the average and then, based
on this interpretation, make appropriate healthcare decisions.

In 2015, three thousand potential and actual DTC genetic testing consumers in the
United States, Australia and the United Kingdom were asked to interpret sample
DTC genetic testing disease pre-disposition results. Analysis revealed that for some
consumers, interpretation of these two numbers is anything but objective. Some
consumers presented with a personal lifetime risk numerically lower than the
average person's believed their risk was actually higher or much higher; some
presented with numerically higher than average risk believed their risk was
actually lower or much lower. Others presented with a personal lifetime risk
significantly higher than the average felt their risk was 'about the same' as the
average person's. This diversity of interpretation was driven by a range of factors,
including the individual's assessment of their own health and lifestyle, family
disease history, general health numeracy skills and even their beliefs about the role
genes play in disease.[3]

Does this matter? How the numbers are interpreted was found to have an impact
on consumers' emotional states and behavioral intentions. For example, worry and
anxiety increased if personal risk was interpreted by the consumer as higher, with
relief increasing if personal risk was interpreted as lower than the average -
perfectly normal responses if tests and interpretation are accurate but capable of
generating unnecessary stress or a false sense of security if not. With regard to
what consumers might do, those interpreting their disease risk as higher than
average, regardless of the actual numbers, were more likely to, for example,
monitor their health more closely, change their diet and visit their doctors - all
positive health behaviors regardless of actual results. Of course, those interpreting
their risk as lower, again regardless of the actual numbers, were less likely to make
such positive health-related changes.

At its core, consumer genomics is about consumer empowerment - allowing
consumers to access their own genetic information and use that information in
health related decision-making. However, for DTC genetic testing offerings to
deliver on this, consumers must be able to accurately interpret test results and
make appropriate decisions. This research suggests that DTC genetic testing
companies' assumption of 'objective interpretation' of results may not be the case,
suggesting the 'one size' approach to returning results may not 'fit all.'

How should we regulate the industry? At present, DTC genetic testing sits outside
existing regulation. Several areas of law have relevance (medical devices
regulation, consumer protection, and privacy), but specific regulation is needed in
the U.S., where many of these companies are based. The FDA's renewed interest in
DTC genetic testing as of November 2015[4] also may we hope lead to more
specific industry guidance being developed.

Moving DNA testing away from the clinic means that many of the traditional
safeguards that might apply in a medical setting are not present in the DTC genetic
testing context. With the direct-to-consumer model, genetic testing has moved
outside the doctor-patient relationship to that of a relationship between a
consumer and company. In lieu of specific regulation, companies rely on the terms
of service, terms of use and privacy policies that appear on their websites to govern
transactions.

An in-depth review was conducted of the contracts of DTC genetic testing
companies providing health testing[5] as well as the existing regulatory landscape.
As with many web-based industries, DTC genetic testing contracts are often
lengthy, complex documents. And the behavior of consumers in this context
resembles their behavior regarding online contracting more generally. That is, it
seems that consumers may not actually read the documents they have 'agreed' to
when active online. We often tend to click 'I Agree' without considering the legal
implications of this. In the DTC genetic testing context this raises questions
regarding the validity of consumers' consent for genetic tests and for participation
in research.

Even ignoring the non-reading problem, there is an issue of whether a person can
ever really agree to terms that are not available at the time of entering into a
contract. For instance, many contracts include a unilateral change of terms clause.
Such clauses often allow companies to change their terms without direct notice to
the consumer. And these contracts often deem consent to altered terms through



continued use or visiting of a website, which is often possible without ever
encountering terms. This is problematic as it may impact upon the purposes for
which stored genetic data may be used. For example, an individual might agree to
participate in research conducted by the DTC genetic testing company for certain
purposes, but those purposes might change if the terms were subsequently altered.

These contracts often include broad indemnity and exemption clauses which
consumers are not likely to expect or understand. For instance, it is common to
include a clause disclaiming liability for fitness for purpose. It is possible that some
of these terms could be deemed 'unfair terms' and unenforceable under UK and EU
law. It may also be possible to challenge some of the terms under American or
Australian law. For health related testing, tests really ought to be fit for their
claimed purpose and there ought not to be a discrepancy between website claims
and contract content.

DTC genetic testing contracts are also generally not industry specific, meaning that
they resemble the wrap contracts used more generally by many online industries
and large Internet Service Providers. Briefly, a wrap contract can be defined as 'a
unilaterally imposed set of terms which the drafter purports to be legally binding.
[6] The two most common forms used on the Internet are clickwrap and
browsewrap. Clickwrap contracts are presented in a form where a person can scroll
through terms and click "I Agree" at the end,[7] while browsewrap normally have
terms available on a hyperlink,[8] so that it is possible to click "I Agree" without
viewing the terms at all. In online contracting more generally, companies
frequently borrow terms from each other,[9] which means there is much
uniformity amongst them.

Why does this matter? It matters because DTC genetic testing companies are often
not tailoring their contracts and privacy policies to address the specific issues
raised by this industry. The two most pressing issues here are the related issues of
privacy and information security.

Consumers need to be more aware that their stored sequenced DNA can be used to
identify them and also their families. For example, an individual's sequenced
genetic data can serve as a unique identifier for that individual and stored data will
remain inherently identifiable. And as families share much of their DNA, an
individual's stored data poses potential risks for their family, as it is possible to re-
identify quite large family groups. Several studies have now indicated that
complete anonymization is not possible - even if data is "de-identified," it is re-
identifiable.[10]

Some sites offer social networking functions and consumers may also choose to
engage with other online platforms that allow sharing of genetic test results and
health information, such as CureTogether, owned by DTC genetic testing company
23andMe.[11] When consumers engage with either social networking on a
company's website or on a sharing platform, they may also be agreeing to give the
company a license to use user generated content. This is concerning, as in this
context this content may include personal, lifestyle, and medical data that might
normally be considered to be sensitive.

Genetics is a rapidly evolving field with each day bringing new insight into the role
genes and their interaction with environmental factors play in disease
predisposition and progression and the impact of the microbiome on human
health. Even in clinical research there is debate over the role of particular genes
and their association with disease.

Health-related genetic testing is complex in nature, even for medical professionals.
DTC genetic testing adds additional layers of complexity. At present, many tests
offered by companies have not been standardized and standards are not
harmonized across the DTC genetic testing industry. The net result is that
consumers choosing to purchase tests for the same conditions from different
companies may get contradictory results.

Even assuming the tests are accurate, consumers are left to interpret results
themselves and then decide what to do with that information, information that
might have serious personal and family implications. Consumers may choose to
take their DTC genetic testing results to their physicians; however, many general
practitioners have indicated they are not yet confident in interpreting genetic tests.
Consequently, if consumers are going to benefit from these services, it is vital that
physicians have sufficient information to assist them in interpreting DTC genetic



testing results.

Ultimately, when engaging with DTC genetic testing companies, consumers have to
realize they are entering into legally binding contracts and agreeing to privacy
policies involving the most intimate of personal and family information: their
DNA.

It appears that with DTC genetic testing it is still very much a case of 'caveat
emptor' - let the buyer beware.
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